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Foreword

All programmers are optimists—these words of wisdom were written down almost thirty years ago by Frederick P.
Brooks, Jr.[1] The Postfix mail system isafine example of this. Postfix started as a half-year project while | was
vigting the network and security department at IBM Researchin New Y ork state. Although half ayear was enough
timeto replace the mail system on my own workstation, it was not nearly enough to build acomplete mail system for
general use. Throughout the next year, alot of code was added while the software was tested by a closed group of
experts. And in thefive years that followed the public release, Postfix more than doubled in size and in the number of
features. Meanwhile, active development continues.

[1] Frederick P. Brooks, Jr.: The Mythical Man-Month: Essays on Software Engineering, Addison Wedey, 1975.

One of the main goals of Podtfix iswide adoption. Building Postfix was only thefirst challenge on the way to that
godl. The second challenge was to make the software accessible. While expert users are happy to Read The Friendly
Manual that accompanies Postfix, most people need amore gentle gpproach. Truth betold, | would not expect to
see wide adoption of Postfix without abook to introduce the concepts behind the system, and which gives examples
of how to get common tasks done. | was happy to leave the writing of thisbook to Kyle Dent.

Just like Pogtfix, | seethisbook asawork in progress. In the time that the first edition of the book was written,
Pogtfix went through several mgjor revisons. Some changes were the result of discussonswith Kylein order to
make Postfix easier to understand, some changes added functionality that was missing from earlier versons, and
some changes were forced upon Postfix by the big bad ugly world of junk email and computer viruses. Besidesthe
changesthat introduced new or extended features, many less-visible changes were made behind the scenes as part of
ongoing maintenance and improvement.

This book describes Postfix Verson 2.1, and covers some of the differences with older Postfix versonsthat were
widdy used a the time of publication. As Postfix continuesto evolve, it will dowly diverge from this book, and
eventudly this book will have to be updated. Whileit isa pleasure for me to welcome you to thisfirst edition, |
aready look forward to an opportunity to meet again in the near future.

—Wietse VenemaHawthorne, New Y orkSeptember 19, 2003
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Preface

I'm always astounded when | think about the early designers of Internet technologies. They were (and many ill are)
an amazing group of people who devel oped software and technologies for anetwork that was minuscule, by
comparison with today's Internet. Y et their work scaled and has continued to function in not only amuch larger but in
avery different environment. The expansion hasn't been completely without growing pains, but that doesn't diminish
thisamazing feat. Sendmail is an example of one of the early technol ogies that was written for adifferent universe, yet
isgill relevant and handles alarge portion of email today.

Podtfix has an advantage in that it was built with an awareness of the scope and hostile environment it would have to
face. In fact, its creation was motivated by the need to overcome some of the problems of software written in amore
innocent age. What adifferencealittle hindsght can make.

| firgt started using Postfix when | was working with systemsin a security-sensitive environment. The promise of more
flexibility and better security caught my interest as soon as| heard about it. | was not disgppointed. It didn't take long
before | was hooked, and preferred using Postfix everywhere. Thisbook is my attempt to create areference and a
guide to understanding how Postfix works. Its main goal isto explain the details and concepts behind Postfix. It dso
offersingructions for accomplishing many specific tasks.

Documenting apiece of softwarethat is till under active development isabit like trying to stop running water. Sedly,
this book will beincomplete even beforeit isout. I'vetried to structure the information in the book in such away as
to exclude thingsthat might become irrelevant or quickly out-of-date, so that what you find in the book will be good
information for along time to come. However, you may have to supplement this book with online documentation,
web sites, and the Postfix mailing list for coverage of the latest features.

[ TeamLiB]
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Audience

Postfix isanetwork application written for Unix. The more you know about networking and Unix, the better
equipped you will be to manage a Postfix server. Thisbook triesto explain thingsin such away asto be
understandable to users new to Unix, but it is unredistic to think that you could learn to administer a Postfix server
without having (or at least acquiring) some Unix knowledge. The book focuses on Postfix itsdlf. Other concepts are
explained as needed to understand the functions and configuration of Postfix. If you're new to Unix, you should
certainly consult other textsfor generd Unix information. Unix System Administration Handbook by Evi Nemeth, et
a. (Prentice-Hall) isan excdlent choice, and includes ahdpful section on email. The rdlevant RFCs mentioned in this
book can aso be very helpful for understanding the details of asubject.
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Organization

Chapter 1 through Chapter 3 provide background information on Postfix and email, Chapter 4 through Chapter 7
discuss genera aspects of running a Postfix server, and Chapter 8 through Chapter 15 each present a specific topic
that you may or may not need, depending on how you use Postfix:

Chapter 1

Introduces Postfix and some general email concepts. Also discusses some of the design decisions that went into
Podfix.

Chapter 2

Coversrequired topics for understanding other conceptsin the book. Anyone with abasic understanding of Unix and
emall can safely skip this chapter.

Chapter 3

Explainsthe pieces of the modular architecture of Postfix and how Postfix handles email messages.

Chapter 4

Coversawide range of topicsfor configuring and managing a Postfix server.

Chapter 5

Explains how the Postfix queue manager works, and presents the tools used to work with the queue.

Chapter 6

Discusses how DNSisused for email routing. Presents condderations for configuring DNS to work with Postfix.

Chapter 7

Covers how Postfix makesloca deliveries and how it operatesin conjunction with POP and IMAP servers.

Chapter 8 10
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Conventions Used in This Book

Items appearing in this book are sometimes given a specia appearance to set them apart from the regular text. Heré's
how they look:

ltdic

Used for commands, email addresses, URIs, filenames, emphasized text, firgt references to terms, and citations of
books and articles.

Congtant width

Used for literds, constant values, code listings, and XML markup.

Constant width italic

Used for replaceable parameter and variable names.

Const ant wi dth bol d

Used to highlight the portion of acode listing being discussed.

= . Theseicons gnify atip, suggestion, or generd note.

Theseiconsindicate awarning or caution.

[ TeamLiB]
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Comments and Questions

Please address comments and questions concerning this book to the publisher:
ORellly & Associates, Inc.1005 Gravenstein Highway NorthSebastopol, CA 95472(800) 998-9938 (in the United
States or Canada)(707) 829-0515 (international or loca)(707) 829-0104 (fax)

O'Rellly maintains aweb page for this book, thet lists errata, examples, and any additiona information. Y ou can
accessthis page a:
http:/Aww.orellly.com/cata og/posifix/

To comment or ask technical questions about this book, send emall to:
bookquestions@oreilly.com

For more information about O'Rellly books, conferences, Resource Centers, and the O'Reilly Network, see
ORelly'sweb sted:
http:/Amww.orelly.com/
[ TeamLiB]
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Chapter 1. Introduction

Internet email history goes back asfar asthe early 1970s, when the first messages were sent across the Arpanet, the
predecessor of today's Internet. Since that time, email has been, and continuesto be, the most widdy used
gpplication on the Internet. In the olden days, email ddivery wasrdatively smple, and generaly consisted of moving
mail filesfrom one large host to another large host that served many users. Asthe Internet evolved and the network
itself became more complex, more flexible tools were needed to move mail between different networks and different
types of networks. The Sendmail package, released in the early 1980s, was designed to deal with the many
variaionsamong mail systems. It quickly assumed adominant rolefor mail ddivery on the Internet.

Today, most Internet sites use the SMTP mail protocol to deliver and receive mail messages. Sendmail isstill one of
the most widely deployed SMTP servers, but there have been problemswith it. Sendmail’'s monolithic architecture
has been the primary cause of numerous security issues, and it can be difficult to configure and maintain.

Postfix was originally conceived as areplacement for the pervasve Sendmail. Its design eliminates many
opportunitiesfor security problems. Postfix also eiminates much of the complexity that comes with managing a
Sendmall ingtdlation. Postfix adminigtration is managed with two straightforward configuration files, and Podtfix has
been designed from the beginning to handle unexpected hardware or software problems gracefully.

[ TeamLiB]
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1.1 Postfix Originsand Philosophy

Postfix was written by Wietse Venema, who iswiddy known for his security tools and papers. It was made available
as open source software in December 1998. IBM Research sponsored theinitial release and has continued to
support its ongoing development. (IBM cals the package Secure Mailer.) There were certain goasfrom the
beginning that drove the design and devel opment of Postfix:

Reliability

Postfix showsitsred value when operating under stressful conditions. Even within smple environments, software can
encounter unexpected conditions. For example, many software systems behave unpredictably when they run out of
memory or disk space. Postfix detects such conditions, and rather than make the problem worse, givesthe syssem a
chanceto recover. Regardless of hazards thrown itsway, Postfix takes every precaution to function in astable and
reliable way.

Security

Postfix assumesit isrunning in a hogtile environment. It employs multiple layers of defense to protect against
attackers. The security concept of least privilege is employed throughout the Postfix system, so that each process,
which can be run within an isolated compartment, runs with the lowest set of privilegesit needs. Processes running
with higher privileges never trust the unprivileged processes. Likewise, unneeded modules can be disabled, enhancing
security and smplifying aningdlation.

Performance

Postfix was written with performance in mind and, in fact, takes stepsto ensure that its speed doesn't overwhelm
other systems. It uses techniquesto limit both the number of new processes that have to be created and the number
of filesystem accesses required in processing messages.

Flexibility

The Postfix system is actualy made up of severd different programs and subsystems. This gpproach dlowsfor greet
flexibility. All of the pieces are easily tunable through straightforward configuration files.

Ease-of-use

Podtfix isone of the easier email packagesto set up and administer, asit uses straightforward configuration filesand
smplelookup tables for address trandations and forwarding. The idea behind Postfix's configuration isthe notion of
least surprise, which meansthat, to the extent it's possible, Postfix behaves the way most people expect. When faced
with design choices, Dr. Venema has opted for the decision that seems most reasonable to most humans.

17
Compatibility with Sendmail



[TeamLiB] [ rrevious L |

18



[ TeamLiB] [« Frevious [ rexr o]

19



1.2 Email and the Inter net

Unlike most proprietary email solutions, where a Single software package does everything, Internet email isbuilt from
severa standards and protocols that define how messages are composed and transferred from asender to a
recipient. There are many different pieces of software involved, each one handling adifferent step in message
delivery. Podtfix handles only aportion of the whole process. Most email users are only familiar with the software
they usefor reading and composing messages, known asa mail user agent (MUA). Examples of some common
MUAs include mutt, em, Pine, Netscape Communicator, and Outlook Express. MUASs are good for reading and
composing email messages, but they don't do much for mail ddlivery. That's where Podtfix fitsin.

1.2.1 Email Components

When you tell your MUA to send amessage, it Imply hands off the message to amail server running a mail transfer
agent (MTA). Figure 1-1 showsthe componentsinvolved in asmple email transmisson from sender to recipient.
MTASs (like Postfix) do the bulk of the work in getting a message ddlivered from one system to another. When it
receives arequest to accept an email message, the MTA determinesif it should take the message or not. An MTA
generally accepts messages for its own local users; for other systemsit knows how to forward to; or for messages
from users, systems, or networks that are allowed to relay mail to other detinations. Oncethe MTA acceptsa
message, it hasto decide what to do with it next. It might deliver the message to auser on its system, or it might have
to pass the message aong to another MTA. Messages bound for other networkswill likely pass through many
sysems. If the MTA cannot deliver the message or passit along, it bounces the message back to the origina sender
or notifiesasystem administrator. MTA servers are usualy managed by Internet Service Providers (ISPs) for
individuas or by corporate Information Systems departments for company employees.

Figure 1-1. Smple Inter net message flow

Sender

i LT "" Recipient
SMTP *

(TR M el F{Erxfp _____ ! :.:;;:1-_ ",

Ultimately, amessage arrives a the M TA that isthefina destination. If the message is destined for auser on the
system, the MTA passesit to a message delivery agent (MDA) for thefind delivery. The MDA might storethe
message asaplain file or passit dong to a speciaized database for email. The term message store appliesto
persistent message storage regardless of how or where it is kept.

Once the message has been placed in the message store, it stays there until the intended recipient isready to pick it
up. The recipient uses an MUA to retrieve the message and read it. The MUA contacts the server that provides
access to the message store. This server is separate from the MTA that delivered the message and is designed
specifically to provide accessfor retrieving messages. After the server successfully authenticates the requester, it can
transfer that user's messagesto her MUA.

Because Internet email standards are open, there are many different software packages available to handle Internet
email. Different packages that implement the same protocol s can interoperate regardless of who wrote them or the
type of system they are running on. If you are putting togejjgr a complete email system, most likely the software that
handles SMTP will be a different package than the software that handles POP/IMAP, and there are many different
software choices for each aspect of your complete email system.



[TeamLiB] [ rrevious L |

21



[ TeamLiB]

1.3 The Role of Postfix

Pogtfix isan MTA and handles the ddlivery of messages between servers and localy within asystem. It does not
handle any POP or IMAP communications.

Figure 1-2 illustrates a Smple example of message transmission where Podtfix handles the responsibilities of the M TA
and locd ddivery. Asthe MTA, Postfix receives and delivers emall messages over the network viathe SMTP
protocol. For local delivery, the Postfix local delivery agent can deposit messages directly to amessage store or hand
off amessageto agpecidized mail ddivery agent.

Figure 1-2. Example networ k email message delivery

Recipient P{
hbelard
Sender PC
Heloise A
: Email server Email server
LS p ------------------------- IR ... pl Pastfi | |FIZIF."I.i.1.l.P|
i EJ
i stane
DN5 server i
e

This example shows Postfix asthe SMTP server at both ends of the email transaction; however, Snce Postfix is
based on Internet standards, the other email server in this example could easily be any other standards-compliant
server. Postfix can communicate with any other server that speaks SMTP (and even some that are not quite fluent).
In our example, Heloise wants to send a message to Abelard from her address (hel oise@oreilly.com) to hisaddress (
abelard@postfix.org.) Heloise uses her email client to compose her message, which passesit to her MTA (using
SMTP). Asit happens, her MTA isaPostfix server that allows her to relay messages. After accepting the message
from Heloise's emall client, the Postfix server determines where Heloise's message needs to go, based on Abelard's
email address. Using DNS (see Chapter 6 for moreinformation on DNS and email) it figures out which SMTP
server should accept messages for Abelard's domain (postfix.org) and contactsthat server (using SMTP). Abelard's
Postfix server accepts the message and storesit until Abelard isready to pick it up. At this point Postfix'sjobis
done. When Abdlard isready to retrieve his messages, hisemail client, usng POP or IMAP, picks up Heloise's
message.

This example leaves out the details of the complicated tasksinvolved when Postfix delivers mail. In the case of
messages with multiple recipients, Pogtfix hasto figure out where to deliver copiesfor each recipient. In case one or
more recipients cannot receive mail dueto a networking or systems problem, Postfix hasto queue the message and
retry delivery periodicaly. From auser's point of view, the Postfix piece of the operation isnearly invisble. From the
Internet mail system's point of view, Postfix handles most aspects of emall message ddivery.

[ TeamLiB]
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1.4 Postfix Security

Email systems are necessarily exposed to possible attacks because their function requires that they accept datafrom
untrusted systems. The challengeisto build systemsthat are resistant to attack, and any good security strategy
includes multiple layers of protection. Thisis particularly true for public sysemsin a potentialy hogtile environment.
Pogtfix takes a proactive and multilayered gpproach to security. The Postfix architecture limits the severity of
vulnerabilities, even if there are design or coding errorsthat might otherwise creete mgjor vulnerabilitiesina
monolithic privileged program.

1.4.1 Modular Design

The modular architecture of Postfix formsthe basis for much of its security. Each Postfix process runswith the least
amount of privilege necessary to get its particular job done. Many of Sendmail's security problems were exacerbated
because Sendmail ran as a privileged process most of the time. Postfix operates with the minimum privilege necessary
to accomplish a particular task. Postfix processes that are not needed on a system can be turned off, making it
impossible to exploit them. For example, anetwork firewal system that only relays mail and does not need locd
delivery can have dl the Postfix componentsfor loca ddivery turned off. Postfix processes are insulated from each
other and depend very little on any interprocess communication. Each process determines for itsalf what it needsto
Know.

1.4.2 Shells and Processes

In most cases, the ddlivery of mail does not require a Unix shell process, but when a configuration does make use of
one, Podtfix sanitizesinformation before placing it into environment variables. Postfix triesto diminate any harmful
charactersthat might have specia meaning to ashell before making any dataavailable to the shell.

Most Postfix processes are executed by atrusted master daemon. They do not run as user child processes, so they
areimmuneto any of the security problemsthat rely on parent-child inheritance and communications. These attacks
that use sgnals, shared memory, open files, and other types of interprocess communication are essentialy useless
againgt Podtfix.

1.4.3 Security by Design

A buffer overflow is another common type of attack against applications. In thistype of attack, crackers cause a
program to write to memory whereit is not supposed to. Doing so might alow them to change the path of execution
in order to take control of the process. I've aready mentioned that Postfix processes run with aslittle privilege as
possible, so such an attack would not get very far; moreover, Postfix avoids using fixed-size buffersfor dynamic
data, making a successful buffer overflow attack highly unlikely.

Animportant security protection available on Unix systemsisthe ability to chroot applications. A chroot establishes
anew root directory for arunning application such as /var/spool/postfix. When that program runs, its view of the
filesystem islimited to the subtree below /var/spool/postfix, and it cannot see anything else above that point. Y our
critica system directories and any other programs that might be exploited during an attack are not accessible. Postfix
makesit very Smpleto cause its processes to run within achroot (see more about chrooting in Chapter 4). By doing
S0, you cause Podtfix to runin its own separate compartment. Even if Postfix is somehow subverted, it will not
provide access to many of the methods an attacker typicaPdemploysto compromise asystem.



[TeamLiB] [ rrevious L |

25



[ TeamLiB]

1.5 Additional Information and How to Obtain Postfix

Y ou can get more information about Postfix at the officid web ste: The Postfix Home Page (http://mww.postfix.org/).
The ste contains the source code, documentation, links to add-on software, articles, and additional information about
Podtfix. Thereisdso information about joining an active mailing list that discusses all aspects of Pogtfix.

If you don't have acopy of Postfix aready, you can obtain the source code from the Postfix web dite. Itis, however,
quite possible that there is a precompiled package for your platform that may be more convenient for you. If thet is
the case, you can obtain the Postfix package for your operating system and use your system's normd tools for
software ingtallation and configuration. Y ou should check the normal repositories you use to get software for your
system.

There are many good reasons to build Postfix for yoursdf: there may not be a pre-packaged bundle for your
platform, you might not trust the packager of the bundle to have done everything correctly for your environment, you
might need support for add-onsthat are not built into a package, you might need amore current verson than is
availablein packages, or you might just enjoy the task. If you have any experience compiling software, you'll have no
trouble building Podtfix. It's one of the easier open source packages to compile.

The Postfix web site has adownload link that displaysalist of mirrors from which you can get the software. You
should sdlect the mirror thet is closest to you. Postfix isavailable as either an Official Release package or asan
Experimenta Release package. Even though it's called experimentd, you should consider the code to be very stable.
Experimental rel eases contain new features that might till change before they become officia. Some new features are
available only in an experimenta release, but you should fed comfortable using them. Just be aware that they may
evolvedightly in later releases until their feature sets are considered stable enough for the officia release. No Postfix
softwareis released that hasn't gone through extensive testing and review. Read through the RELEASE_NOTESfile
that comes with the package to learn what the differences are between the current officia and experimental releases.

[ TeamLiB]
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Chapter 2. Prerequisites

This chapter presents some basic Unix and email concepts that you need in order to follow explanations and
examples presented later in the book. If you are dready familiar with email administration, you can safdy skip the
material here and move on to the next chapter. This chapter does not give a systematic or comprehensive overview
of either email or Unix adminigtration. Thereisaready an enormous amount of information available on both topics.
This chapter smply presents an assortment of itemsthat are referred to later in the book, with the expectation that
readers aready understand them.

[TeamLiB]
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2.1 Unix Topics

Theré's no question that the more familiar you are with Unix, the better a Postfix adminigtrator you'll be. Podtfix is
very much aUnix program working in conjunction with the underlying operating system for many of itsfunctions. If
you're new to Unix, you should study an introductory text. In the meantime, this section presents some fundamental
concepts that you will need to understand to follow explanationsin the book.

2.1.1 Login Names and UID Numbers

Thelist of recognized users on asystem is stored in the /etc/passwd file. Every user should have auniquelogin name
and user D number (commonly written asuid or UID). The UID, not the user'slogin name, is the important attribute
for identity and ownership checks. Thelogin nameisaconvenience for humans, and the system usesit primarily to
determine what the UID is. Some Postfix configuration parameters require Ul Ds rather than login nameswhen
referring to user accounts. Postfix sometimes takes on the identify of different users. A processis said to be using the
rights or privileges of that account when assuming itsidentity.

2.1.2 Pseudo-Accounts

A pseudo-account is anormal Unix system account except that it does not permit logins. These accounts are used to
perform adminigtrative functions or to run programs under specific user privileges. Y our system most likely came
installed with several pseudo-accounts. Account names such as bin and daemon are common ones. Generdly, these
accounts prevent logins by using an invaid password and nonexistent home directories and login shells. For Postfix
adminigtration, you need at least one pseudo-account for Postfix processes to run under. Y ou may need additional
onesfor other functions, such asmailing-list programs and filters.

2.1.3 Standard I nput/Standard Output

Nearly dl processes on aUnix system have astandard input stream and a standard output stream when they dtart.
They read dataon their standard input and write data on their standard output. Normally, standard input isthe
keyboard and standard output is the monitor, which is how usersinteract with running programs. Standard input and
output can be redirected so that programs can get input from, and send output to, afile or another program. Thisis
often how batch mode programs operate. For the purpose of email, you should be aware of standard input and
output because your mail system may have to interact with other programs over their slandard inputs and outputs. A
mall filter program, for example, might accept the contents of an email message on its andard input and send the
revised contentsto its standard output. Programs usualy also have a standard error stream that, like standard output,
isnormally auser's monitor, but it can aso be redirected. Standard input/output/error are often written as stdin,
stdout, and stderr. For more information, consult an introductory book on Unix.

2.1.4 The Superuser

Theadminigtrativelogin on Unix systemsisthe root account. It is also referred to as the superuser account, and you
should treet it carefully. Y ou should log in asthe root user only when its privileges are required to accomplish a
particular task. Administering Postfix sometimes requires root privileges. If you do not have superuser access on your
system, you cannot administer Postfix.

2.1.5 Command Prompts 29
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2.2 Email Topics

Internet email isacomplex subject with many aspects. There are important principles that apply when administering
an email system regardless of the MTA you are working with. This section presents afew conceptsthat will helpin
understanding later explanationsin the book, but you are urged to learn as much about Internet email as possible
from the many resources availablein books and online.

2.2.1 RFCs

RFCs, or Request for Comments documents, define the standards for the Internet. There are several RFCsrelating
to Internet email, dl of which arerdlevant to you if you are administering an email system on the Internet. The two
most commonly referenced RFCsfor email are RFC 821 and RFC 822, which deal with how email messages are
transferred between systems, and how email messages should appear. These documents were put into effect more
than 20 years ago. They were updated in April 2001 with the proposed standards RFC 2821 and RFC 2822,
athough you will ill see many referencesto the origina documents. RFC documents are maintained by the Internet
Engineering Task Force, whose Steisavallable at http://Amww.ietf.org/.

2.2.2 Email Agents

Chapter 1 introduced severd of the email agentsinvolved in message composition to fina delivery. For convenience,
Table 2-1 contains asummary of these agents.

Table 2-1. Email agents

Agent Name Purpose

Emall client software used to
compose, send, and retrieve email
messages. Sends messages through
an MTA. Retrieves messages from a
mail store either directly or through a
POP/IMAP server.

MUA Mail User Agent

Server that receives and ddlivers
email. Determines message routing
and possible address rewriting.
Locally ddlivered messages are
handed off to an MDA for find
Odivery.

MTA Mall Trander Agent

Program that handlesfind delivery
of messagesfor asysem'sloca
3 recipients. MDASs can often filter or
MDA Mail Delivery Age% categorize messages upon delivery.
An MDA might also determine that
amesade muiust be forwarded to
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Chapter 3. Postfix Architecture

Y ou can easily manage and operate Postfix without understanding everything about how it works. If you're ready to
diveright in, you can skip this section and start at the beginning of the next chapter. It might be difficult to digest dl of
the materia hereif you don't have much experience with Postfix yet, but this chapter will give you an overview of the
various pieces, which might come in handy asyou start to work with Postfix. Later, after you have more experience
with Postfix, you might want to return to this chapter to try to absorb more of the details.

[ TeamLiB]
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3.1 Postfix Components

The architecture of Postfix isquite different from that of amonoalithic system such as Sendmail, which traditionally
usesasinglelarge program for its handling of email messages. Postfix breaks down tasksinto separate functions
using individua programs that each perform one specific task. Most of these programs are daemons, which are
processes that run in the background on your system. The master daemon is started first, and it invokes most other
processes, as heeded. Postfix daemons that are invoked by the master daemon process their assigned tasks and
terminate. They might aso terminate after aconfigured amount of time or after handling a maximum number of
requests. The master daemon isresident at al times, and getsits configuration information at startup from both
main.cf and master.cf. See Chapter 4 for moreinformation on Postfix configuration files.

Figure 3-1 depictsahigh-leve picture of the Podtfix architecture. Broadly spesking, Postfix receives messages,
queuesthem, and findly deliversthem. Each stage of processing is handled by adistinct set of Postfix components.
After amessageisreceived and placed into the queue, the queue manager invokes the appropriate delivery agent for
thefina dispodtion of the message. The next few sectionsin this chapter discussthe details of each of the stages.

Figure 3-1. Broad view of the Postfix ar chitecture
In Qut

Local subrnissions
Network submissions Queus smitp, relay, Imitp,
Logal forwarding | manager botal, wirtwal, pipe
Hatifications
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3.2 How Messages Enter the Postfix System

Messages come into Postfix in one of four ways.
1

A message can be accepted into Postfix locally (sent from auser on the same machine).
A message can be accepted into Postfix over the network.

A message that was aready accepted into Postfix through one of the other methods is resubmitted for
forwarding to another address.

Postfix generates messagesitself when it has to send notifications of unddiverable or deferred delivery
atempts.

Thereisawaysthe possibility that a messageis rgjected before it enters the Postfix system, or that some messages
are deferred for later ddlivery.

3.2.1 Local Email Submission

The various Postfix components work together by writing messages to and reading messages from the queue. The
gueue manager has the respongbility of managing messagesin the queue and aerting the correct component when it
has ajob to do.

Figure 3-2 illustrates the flow when alocal email message enters the Postfix system. Local messages are deposited
into the maildrop directory of the Postfix queue by the postdrop command, usudly through the sendmail
compdtibility program. The pickup daemon reads the message from the queue and feedsiit to the cleanup daemon.
Some messages arrive without al of the required information for avaid email message. So in addition to sanity
checks on the message, the cleanup daemon, in conjunction with the trivia-rewrite daemon inserts missng message
headers, converts addresses to the user@domain.tld format expected by other Postfix programs, and possibly
trand ates addresses based on the canonical or virtual lookup tables (see Chapter 4 for moreinformation on lookup
tables).

The cleanup daemon processes dl inbound mail and notifies the queue manager after it has placed the cleaned-up
message into the incoming queue. The queue manager then invokes the appropriate delivery agent to send the
message to its next hop or ultimate destination.

Figure 3-2. Local email submission
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3.3 The Postfix Queue

The Postfix queue manager does the bulk of the work in processing email. Postfix components that accept mail have
the ultimate god of getting the email message to the queue manager. Thisis done through the cleanup daemon, which
notifies the queue manager when it has placed anew message into the incoming mail queue. Once the queue manager
has anew message, it usestrivia-rewrite to determine the routing information: the trangport method to use, the next
host for delivery, and the recipient's address.

The queue manager maintains four different queues. incoming, active, deferred, and corrupt. After theinitia cleanup
steps, theincoming queueisthe first stop for new messages. Assuming System resources are available, the queue
manager then moves the message into the active queue, and calls on one of the ddlivery agentsto deliver it. Messages
that cannot be delivered are moved into the deferred queue.

The queue manager also hasthe responghility of working with the bounce and defer daemonsto generate ddivery
status reports for problem messages to be sent back to the sender, or possibly the system administrator, or both. In
addition to the message queue directories, the Postfix spoal directory contains bounce and defer directories. These
directories contain status information about why a particular messageis delayed or unddiverable. The bounce and
defer daemons use the information stored in these directories to generate their notifications. See Chapter 5 for more
detaled information on how the queue manager works.

[ TeamLiB]
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3.4 Mail Delivery

Postfix uses the concept of address classes when determining which destinations to accept for delivery and how the
ddivery takes place. The main address classesarelocal, virtua dias, virtua mailbox, and relay. Destination
addresses that do not fdl into one of these classes are delivered over the network by the SMTP client (assuming it
was received by an authorized client). Depending on the address class, the queue manager calls the appropriate
delivery agent to handle the message.

3.4.1 Local Delivery

The loca ddivery agent handlesmail for userswith ashdl account on the system where Postfix isrunning. Doman
namesfor loca ddivery arelisted in the mydestination parameter. M essages sent to auser at any of the mydestination
domainsare ddivered to theindividua shell account for the user. In the smple case, theloca ddivery agent deposits
an email message into the local message store. It also checks aliasesand users .forward filesto seeif loca messages
should be delivered e sewhere. See Chapter 7 for moreinformation on loca ddlivery.

When amessageisto be forwarded elsawhere, it isresubmitted to Postfix for delivery to the new address. If there
aretemporary problems delivering the message, the ddlivery agent notifies the queue manager to mark the message
for afuture deivery attempt and store it in the deferred queue. Permanent problems cause the queue manager to
bounce the message back to the original sender.

3.4.2 Virtual Alias M essages

Virtud diasaddressesare dl forwarded to other addresses. Domain namesfor virtua diasng arelised inthe
virtua_dias domains parameter. Every domain hasits own set of usersthat do not have to be unique across
domains. Usersand their redl addresses are listed in lookup tables specified in the virtud_dias maps parameter.
Messages received for virtua alias addresses are resubmitted for delivery to the real address. See Chapter 8 for
more information on virtua aiases.

3.4.3Virtual Mailbox M essages

The virtud ddivery agent handles mail for virtua mailbox addresses. These mailboxes are not associated with
particular shell accounts on the system. Domain namesfor virtud mailboxesarelisted in thevirtua_mailbox_domains
parameter. Every domain hasits own set of usersthat do not have to be unique across domains. Users and their
mailbox filesarelisted in lookup tables specified in the virtua_mailbox_maps parameter. See Chapter 8 for more
information on virtual mailboxes.

3.4.4 Relay M essages

The smtp ddivery agent handlesmail for rlay domains. Email addressesin relay domains are hosted on other
systems, but Postfix accepts messages for the domains and relays them to the correct system. Relay configurations
are common when Postfix accepts mail over the Internet and passesit to systems on an internal network. Domain
namesfor relay domainsarelisted in therelay_domains parameter. See Chapter 9 for moreinformation on relaying.

3.4.5 Other M essages 41
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3.5 Tracing a Message Through Postfix

Let'sfollow atypica message through the Postfix system. Figure 3-4, Figure 3-5, and Figure 3-6 illudratethe
process as the message goes from the originating system to adestination MTA, which, in turn, forwardsit to the final
MTA, whereit isheld until the user isready to read it. In Figure 3-4, Helene (helene@oreilly.com) wantsto send a
message to Frank (frank@postfix.org). Helene has an account on asystem that runs Postfix. Her email client lets her
compose the message, and then it calls the Postfix sendmail command to send it. The Postfix sendmail command
receives the message from Helené's email software and depositsit into the maildrop directory. The pickup daemon
then retrieves the message, performsits sanity checks, and feeds the message to the cleanup daemon, which
performsthe final processing on the new message. If Helengs email client did not include a From: address, or did not
use afully-qudified hostnamein the address, cleanup makes the necessary fixesto the message.

Figure 3-4. Tracing message delivery 1
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oreilly.com
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Oncefinished, cleanup places the message into the incoming queue and notifies the queue manager that anew
message isready to be delivered. If the queue manager isready to process new messages, it moves the messageinto
the active queue. Because this message is destined for auser on an outside system, the queue manager hasto dert
the smtp agent to handle the delivery of the message.

The smtp agent uses DNS (see Chapter 6) to get alist of email systemsthat can accept mail for the domain
podtfix.org. The smtp delivery agent selectsthe most preferred MX host from the list and contactsit to deliver
Helene's message.

Figure 3-5 shows Frank's email server at postfix.org aso running Podtfix, although the system could be using any
other standards-compliant MTA. The Postfix smtpd on Frank's server takes the message from Helene's smtp
ddivery agent. After the smtpd daemon verifiesthat it should, in fact, accept this message, it passes the message
through to the cleanup daemon, which performs its checks before depositing the message into the incoming queue.

Figure 3-5. Tracing message delivery 2
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Chapter 4. General Configuration and
Administration

One of the truly remarkable things about Postfix isthat, in many cases, it works as soon asyou ingdl it, with little or
no changeto its configuration. In thefirst section of this chapter, well walk through checking the configuration and
garting Postfix for the first time. Later sections discuss Postfix configuration details.

By default, Podtfix is configured asatraditiona Unix mail server, sending and receiving messagesfor al the accounts
on the system. Y our users can send and recelve messages using any email client software available on your system.

In most environments, Postfix worksin conjunction with avariety of other software systems. Y ou should build each
piece of your email system and test each one as a separate module before trying to integrate them al together. As
you add each module, test the system before moving on to the next piece.

At this point you should have Podtfix installed on your system. Y ou might ingtall Postfix from a packaged bundle for
your platform or compileit yoursalf. See Appendix C for help with compiling Postfix, if you're building it yoursdlf.
Check your norma software sources for any Postfix packages that might be available. If you haven't yet instaled
Podtfix, either get a package for your system or follow theinstructionsin Appendix C to build it. When you have
finished with the ingtallation, come back to this chapter for the find configuration.

| will assume, in examples throughout the book, that your ingtallation of Postfix usesthe default directories:
/etc/postfix

Configuration files and lookup tables

lusr/libexec/postfix

Podtfix daemons

Ivar/spool/postfix

Queuefiles

fusr/sbin

Pogtfix commeands

47
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4.1 Starting Postfix the First Time

There are two important issues to ded with before starting Postfix for thefirst time. Thefirst ishow your system
identifiesitsalf. Podtfix uses aconfiguration parameter called myhostname, which must be set to the fully qudified
hostname of the system Podtfix is running on. Once Postfix knows the fully qualified hostname, it can usethat
hostname to set default valuesfor other important parameters, such as mydomain. If the parameter myhostnameis
not set, Postfix defaults to the hostname reported by the system itself. There is acomplete discussion of myhostname

later in the chapter. Y ou can see what name your system reports with the Unix hostname command:
$ host nare

[ TeamLiB]
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4.2 Configuration Files

The directory /etc/postfix contains Postfix configuration files. The two most important files used in the configuration
of Podtfix are master.cf and main.cf. Thesefiles should be owned by, and only writable by, the root user. They
should be readable by everyone. Whenever you make changes to thesefiles, you have to reload Postfix for your
changesto go into effect:[1]

[1] If you change theinet_interfaces parameter, you must stop and start Postfix.
# postfix rel oad

The master daemon isthe overdl processthat controls other Postfix daemonsfor mail handling. The master daemon
usesthe master.cf filefor its configuration information. The master .cf file containsalinefor each Postfix service or
trangport. Each line has columns that specify how each program should run as part of the overal Postfix system. See
Chapter 3 for information on Postfix's architecture and how various components interact with each other. In many
ingallations, you will never have to change the default master .cf file. See Section 4.5 later in the chapter for
information on when and how to make changesto master .cf.

4.2.1 The main.cf Configuration File

The main.cf fileisthe core of your Postfix configuration. Nearly al configuration changes occur inthisfile. The
default main.cf filelists only a portion of the nearly 300 Postfix parameters. Most Postfix parameters do not need to
be changed, but the flexibility istherewhen it'srequired. All Postfix parameters are listed and described in the various
sample configuration files. The samplefiles arelocated in the directory specified by the sample _directory parameter,
whichisusudly the same directory asyour main.cf file. Both the main.cf file and the samplefilesthat comewith the
Pogtfix digtribution contain comments that explain each of the parameters.

%s 4. Throughout this book, when the text saysto modify a parameter, it dwaysreferstoa
0% parameter in your main.cf unlessadifferent fileisindicated.

Y ou can edit main.cf with the postconf command, asyou saw earlier in the chapter, or you can changethefile
directly with any text editor[2] (such as vi or emacs). Thefile contains blank lines, comment lines, and lines that
assign vauesto parameters. Comment lines start with the # character and continue to the end of theline. Blank and
comment lines areignored by Postfix. Parameters can appear in any order within thefile, and are written asyou
would expect:

[2] Postfix expects configuration filesto contain norma Unix-styleline endings. If you edit your configuration files
from another platform, such as Windows or Mac, make sure that your editor usesthe correct line endings for Unix.
paranmeter = val ue

A parameter definition must start in the first column of the line. The spaces around the equals Sign are optiond.

Hereisan example parameter assgnment with acomment:
# The nyhostnane val ue nmust be a fully qualified hostnane.
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4.3 Important Configuration Considerations

We saw at the beginning of this chapter how Postfix requires only minimal configuration changes to work. Depending
on how you plan to use your Pogtfix system, you may want to consider some of the more common options. This
section discusses how your system identifiesitsaf, and then covers the very important topic of relay control.

4.3.1 Configuring Your MTA ldentity

There are four parameters dedling with your system's hostname and domain that you want to consider, no matter how
you use Podtfix: myhostname, mydomain, myorigin, and mydestination.

4.3.1.1 myhosthame and mydomain

We discussed the purpose and importance of the myhostname parameter earlier in this chapter. If myhostnameis not
specified, Podtfix usesthe function gethostname to determine what your system's hosthameis. If your system
correctly reportsthe fully qualified hostname, you can leave myhostname unspecified in the configuration file. Some
systems may not be configured correctly or may not report the fully qualified version of the hosthame. In these cases,
you can st either myhostname to the fully qudified hostname or mydomain to your systlem'sdomain. If mydomainis
explicitly set, Postfix automatically sets myhostname to the domain name specified and the local hostname reported
by gethostname to create the fully quaified hostname.

If you set myhostname to the system's fully quaified hostname but omit mydomain, Postfix uses the vaue of
myhosiname, minus the first component of the fully qualified hostname, to automatically set mydomain. A vaue of
mail .example.com for myhostname causes mydomain to be example.com unless you explicitly set it to something else.
Similarly, ahostname of mail.ny.example.com causes the vaue to be ny.example.com. If your system does not report
itsfully qualified name, and you have not set either the mydomain or myhostname parameters, Postfix reportsthe
probleminyour log file. See Section 4.4.1 later in this chapter.

4.3.1.2 myorigin

When your users send or receive mail through the Postfix system with no domain name specified in the envelope or
header addresses, the parameter myorigin determines what domain name should be appended. The default isto use
the value of myhostname. If Pogtfix isrunning on asystem whose hostname is mail .example.com, messages from the
user kdent have a From: address of kdent@mail.example.com. However, frequently users want their mail to be sent
from the domain name without any extra host information (kdent@example.com instead of
kdent@mail.example.com). If that isthe case, st myorigin to $mydomain:

nyorigin = $mydomain
4.3.1.3 mydestination

The mydestination parameter lists al the domains your Postfix system should accept mail for and deliver to loca
users. By default Postfix accepts mail destined for $myhostname and localhost. $mydomain. If you want your system
to accept mail for your entire domain and not just the single host it is running on, add $mydomain to thelist:

nydesti nati on = $nmyhost nane, | ocal host. $nydomai n, $nydonai n

Now your mail server can act asagateway receiving al mail for the domain.

4.3.2 Relay Control 53
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4.4 Administration

Running amail server isan ongoing task. Y ou cannot start it and forget about it. There are periodic administrative
tasks, and you should regularly check for any problems your system might have. This section discusses many of those
tasks and how to accomplish them with Podtfix.

Podtfix provides autility through the postfix command to vaidate many aspects of your ingalation. The command
checksfor configuration problems, looks &t directory and file ownership, and crestes any missing directories.
Executing:

# postfix check

should report no messages on a correctly ingtalled system. If there are any problems, the command reportsthem to
you both on the screen and in your log file.

4.4.1 L ogging

Since Podtfix isalong-running program, you should regularly check your system'slog file for warnings or messages.
Things can change on your system that might impact Postfix. Almost dl Postfix activity, successful or not, islogged.
Whenever you start or reload Postfix, it isagood ideato check your log file for messages.

Postfix logging is accomplished by using your system's sydog daemon. System log files are an aspect of system
adminigration that vary acrossversons of Unix, so you may have to consult your own system documentation to fully
understand Postfix logging.

In generd, the sydog daemon (sydogd) receives messages from various system processes and writes them to their
find destination (often afile). sydogd organi zes messages according to their importance and the gpplication or facility
that generated the message. Thefile /etc/syslog.conf tells sydogd where to write each type of message. Thelogging
facility used by Podtfix ismall. If you don't know where to find messages logged by Pogtfix, thefile /etc/syd og.conf
should point you in the right direction. Some operating systems, by convention, log nearly everything to asinglefile,
such as /var/log/syd og, while others prefer to separate messages by applications or services, so that Postfix
messages go to afilelike /var/log/maillog. For the latter type of systems, you might find an entry likethe following in
/etc/syslog.conf:

mail.* -/var/log/ maill og

Onceyou locate your mail log file, check it regularly. Y ou'll probably want to check it at least daily, but decide for
yourself, depending on the volume of mail your server handles and your existing log rotation scheme. Y ou can usethe
following command to find Postfix messagesthat might be of interest:

$ egrep '(reject|warning|error|fatal|panic):' /var/log/ maillog

assuming that your log fileis /var/log/maillog. If not, subgtitute the name of your own mail log file.

4.4.2 Starting, Stopping, and Reloading Postfix

Y ou saw earlier in the chapter how to use the postfix command to start Postfix:
# postfix start

56
Once Podtfix isrunning, if you make any changesto main.cf or master.cf, have Podtfix reread its configuration by
executing postfix with the reload argument:
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4.5 master .cf

The Podtfix master daemon launchesal of the other Postfix services asthey are needed. The various services, and
how they are run, are specified in the master .cf file

The master configuration file works like other Postfix configuration files. A comment is marked by a# character at
the beginning of aline. Comments and blank lines areignored. Long lines can continue onto subsequent lines by
darting the carry-over lineswith whitespace.

Example 4-2 shows a samplefile. Each column contains aspecific configuration option. A dash in acolumn indicates
the default setting for that column. Some default vaues come from parametersin the main.cf file

Example 4-2. Sample master .cf file

#= = = = = = = = = = = = = = = = = = = = = = = = = = = = =
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4.6 Recelving Limits

The smtpd daemon can enforce anumber of limits on incoming mail. The limits are configurable through severa
parametersin the main.cf file. Y ou can limit the Size of messages, the number of recipientsfor asingle delivery, and
thelength of linesin amessage. Y ou can dso limit the number of errorsto alow from asingle client before breaking
off communications.

To limit the number of recipientsfor asingle message, usethe smtpd_recipient_limit parameter. The default is 1,000
recipients, and it should be adequate for normal operation.

Themessage Sze limit parameter limitsthe Size of any message your system will accept. The default is 10 MB. If
you have limited disk space or memory, you might want to lower the value. On the other hand, if your users
commonly receive large attachments, you may haveto increaseit.

Increasingly frequent errors from the same client might indicate a problem or an attack. Postfix keeps a counter of
errors, and handles potential problem clients by introducing delays with each error. The delays can help protect your
system from misconfigured or maignant clients. Asthe number of errorsincreases so doesthe length of each delay.
Thelength of theinitiad delay is specified by smtpd error_deep time with adefault of one second. After the number
of errors exceedsthe vaue set for smtpd_soft_error_limit, Postfix increases the delay by one second for every error,
so that with each error, thereisadightly longer delay. Findly, when the error count hitsthe value set in
amtpd_hard_error_limit, Postfix gives up on the client and disconnects.

If amalicious program connects to your mail server and sends garbage commands, attempting to crash your server,
the bogus commands appear to Postfix as errors from amisbhehaving client. Assume the following valuesfor the delay
parameters.

sntpd _error_sleep tinme = 1s
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4.7 Rewriting Addresses

Podtfix tries to make sense of addressesin email and writes them using the standard RFC 2822 format. Certain
address rewriting occurs automatically.

Y ou saw earlier in the chapter how Postfix gppends myorigin to aloca name that has no domain part. Postfix also
appends the va ue of mydomain to addresses that include only the host portion without the domain name. Thisfixes
addressesthat ook like kdent@host so they become kdent@host.example.com.

Turning Off Address Completion

Postfix's expanson of incomplete email addresses is sometimes the source of confusion for end users. If
your system is hosting the domain example.com and receives an email message where the From:
message header contains an incomplete addresslike:

From Marketing

4.7.1 Canonical Addresses

Postfix provides another type of address rewriting that lets you map disparate addresses into a standard format for
your entire Ste. The canonica_maps parameter pointsto alookup table of address mappings. (While the word
canonical has many meanings, among computer professiondsit means "the usud, sandard, or norma.") If different
mail systems on your network create addressesin different ways, you can relay them dl through your Postfix gateway
and haveit fix up the addresses into your standard format. Canonical maps are often used to change addresses from
an interna format to apublic one. Include entries like the following in your canonicd table:

#
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4.8 chr oot

Pogtfix provides multiple layers of security. One such layer isthe option to permit most Postfix servicesto run within
achroot environment. The Unix chroot function allows a processto changeitsview of, and accessto, itsfilesystem
by changing itsroot directory to anew path other than the normal /.

The chroot fegture is particularly beneficid for processesthat must communicate with externd, potentidly hogtile
clients. If an attacker somehow manages to subvert the smtpd daemon, for example, the attacker gainsonly very
limited access to the filesystem. Configuring for achroot environment is an advanced Podtfix feature that adds alayer
of complexity that you or your administrators may not want to deal with. Generally, chroot is not needed, except for
Stesthat use Pogtfix in ahighly secure environment or on particularly exposed servers, such as dedicated firewall
systems and bastion hosts.

All of the Postfix processes that use chroot change their root directory to the directory specified in the
queue_directory parameter, which isnormaly /var/spool/postfix. When a process runs chrooted, the directory
Ivar/spool/postfix/pid, for example, becomes /pid to that process, and the process cannot access any files other
than those below its new root.

To chroot individual components, edit your master.cf file. Change thefifth columntoy. The chroot optionispossible
with al components except the pipe, virtual, local, and proxymap services. In Example 4-1, chroot is enabled for
the SMTP clients and server.

Since chroot changes the environment of the process, al of the resources the chrooted daemon needs must be
available below the new root directory. Unfortunately, the specific resources Postfix daemons might need depend on
your platform. In generd, Postfix might require resources that provide user information (/etc/passwd), name
resolution configuration (nsswitch.conf or resolv.conf), timezone information, or shared libraries. Some platforms
aso require certain device files. There are platform-specific scriptsthat come with the Postfix distribution. They're
avalablein the examples/chroot-setup/ subdirectory below the main distribution directory.

Executing the correct script should be sufficient to set up the chroot environment on your system. If thereisnot a
script for your platform, you may have to experiment alittle to find everything you need. Consider al of the resources
mentioned above and review the example scripts for other platforms. Watch your logs for error messages after you
chroot aprocess. An entry like the following:

postfix/sntp[1575]: fatal: unknown service: smp/tcp

shows that Postfix cannot determine what port the smtp service uses. This problem isfixed by placing the
[etc/services fileinto the chroot, by copying it to /var/spool/postfix/etc/services. Other symptoms show up inthe
log complaining of smilar types of problems.

If the normal Postfix log doesn't give enough information, you may have to run atrace to see where the program fails.
Look for tools such as truss, strace, and tusc on your system. These tools can be used to see where a servicefails
whenit triesto runin achroot. If you discover thefallure is due to amissing component, copy the component into the
chrooted environment. See the DEBUG_README filethat comeswith Podtfix for ingtructions on attaching tracing
toolsto Podtfix.

62
Once you have Postfix running in a chroot, you need to make sure you keep your chroot resourcesin sync with the
norma system files. If your chroot requires /etc/passwd, for example, whenever the system /etc/passwd changes, the
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4.9 Documentation

The Postfix digtribution shipswith alot of documentation. Depending on your installation package, you may or may
not have al of the documents. Y ou should have at least the manpages and sample configuration files. The samplefiles
arelocated in the directory specified by the sample_directory parameter, which isusudly the same directory in which
your main.cf fileresdes. All of the Postfix parameters are documented in one or more of the samplefiles.

When Pogtfix was ingtaled, the manpages should have been ingtalled in a sensible place on your system. If they arein
adirectory where your system expectsto find them, you only have to type, for example:
$ man postfix

to have the manpage displayed on your screen. If your system replies with an error message such as:
$ man postfix
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Chapter 5. Queue M anagement

The queue manager daemon gmgr isin many waysthe heart of your Postfix system.[1] All messages, both outbound
and inbound, must pass through the queue. It's agood idea to understand the queue and how Postfix usesit in case
you have to troubleshoot a problem.

[1] You may seereferencesto ngmgr in older configuration files and documentation. Earlier Postfix versions shipped
with two queue manager daemons, gmgr and ngmgr . Theorigina gmgr was replaced by the current one, which has
abetter scheduling dgorithm. ngmgr was the name of the current queue manager daemon while it coexisted with the
origind. Once it was ready for promotion as sole queue manager for Postfix, it was renamed gmgr .

The queue manager maintainsfive different queues: incoming, active, deferred, hold, and corrupt. Postfix usesa
separate directory for each queue below the path specified in the queue directory parameter. By default the pathis
Ivar/spool/postfix, which gives you adirectory structure like the following:

/var/ spool / postfi x/active
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5.1 How gmgr Works

Figure 5-1 illustrates how messages move through the queue. Theincoming queue iswhere messagesfirst enter
Pogtfix. The queue manager provides protection for the queue filesystem through the queue_minfree parameter. The
default valueis 0. Y ou can make sure the disk that stores your queue doesn't run out of space by setting alimit.

Figure 5-1. Message movement in the queue.
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From the incoming queue, the queue manager moves messages to the active queue and invokes the appropriate
deivery agent to handle them. For the most part, if there are no problems with ddivery, movement through the queue
Isso fast that you won't see messagesin the queue. If Podtfix istrying to deliver to adow or unavallable SMTP
server, you may see messagesin the active queue. Postfix waits 30 secondsto decideif aremote system is
unreschable.

A message that cannot be ddlivered is placed in the deferred queue. Messages are deferred only when they
encounter atemporary problem in delivery, such asatemporary DNS problem or when a destination mail server
reports atemporary problem. Messages that are rejected, or encounter a permanent error, areimmediately bounced
back to the sender in an error report and don't stay in the queue.

5.1.1 Deferred Mail

Messages in the deferred queue stay there until they are either delivered successfully or expire and are bounced back
to the sender. The bounce sSze limit parameter determines how much of amessage that could not be delivered is
bounced back to the sender in the error report. The default is 50,000 bytes.

Once amessage hasfailed ddivery, Postfix marksit with atimestamp to indicate when the next ddlivery attempt
should occur. Postfix keeps a short-term list of systemsthat are down to avoid unnecessary delivery attempts. If
there are deferred messages scheduled for a reddlivery attempt, and there is space available in the active queue, the
gueue manager aternates between taking messages from the deferred and incoming queues, so that new messages
are not forced to wait behind alarge backlog of deferred ones.

5.1.2 Queue Scheduling

Podtfix periodicaly scansthe queue to seeiif there are deferred messages whose timestamps indicate they are ready
for another delivery attempt. Subsequent failed attempts at delivery cause scheduled delaysto double, so Postfix
waitslonger each time before it attemptsto deliver amessage. Y ou can configure the maximum delay with the
maxima_queue lifetime parameter. When the time has expired, Postfix gives up trying to deliver the message and
bouncesit back to the sender. By default the period isfiv%gays (5d). You can st it to any length of time, or to 0 to
have unddiverable mail returned immediately.
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5.2 Queue Tools

Postfix provides command-line tools for displaying and managing the messagesin your queue. The primary
commands are postsuper and postqueue. Y ou can perform the following tasks on messagesin the queue:

Listing messages
Deeting messages
Holding messages
Regueuing messages
Displaying messages
Hushing messages

Each of the tasks, and the commands to accomplish them, are explained in the sections that follow.

5.2.1 Listing the Queue

The queue display contains an entry for each message that shows the message D, Size, arriva time, sender, and
recipient addresses. Deferred messages al so include the reason they could not be ddlivered. Messagesin the active
gueue are marked with an asterisk after the Queue ID. Messagesin the hold queue are marked with an exclamation
point. Deferred messages have no mark.

Y ou can lig al the messagesin your queue with the postqueue -p command. Postfix aso providesthe mailq
command for compatibility with Sendmail. The Postfix replacement for mailq produces the same output as postqueue

_p_

A typica queue entry looks likethefollowing:
$ postqueue -p
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Chapter 6. Email and DNS

The Domain Name System (DNS) isavast distributed database whose main job isto map hostnamesto IP
addresses. It dso has an important role in emall routing. In this chapter well look at how MTAsIn generd use DNS
and some of the DNS issuesthat relate to Postfix and its configuration. Keep in mind that there are two important
aspectsto your mail serversand DNS:

For sending mail, the system running your Postfix mail server must have accessto ardiable DNS server to
resolve hostnames and email-routing information.

For receiving mail, your domains must be configured correctly to route messagesto your mail server.

Misconfiguration of DNS serversisacommon source of problemsin setting up email servers.
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6.1 DNS Overview

At onetime, hosthame to | P address mapping was handled by one large, centrally managed text file that contained an
entry for every host accessible on the Internet. Each site downloaded a copy of thefile periodically to get the latest
hosthame information. That scheme quickly became unwieldy, and the DNS service was conceived. It was defined in
RFC 882 in 1983, and introduced two key ideas. the dataiis distributed and the naming of hostsis hierarchica.
Making the data distributed means that every Site updates its own information, and the updates become available
amog immediatdy. Hierarchical naming prevents hostname conflicts and gives usthe current domain-naming system
that we are dl| very familiar with today. Each Site obtains at |east one domain name, and dl of the hosts at that Ste are
named by prefixing the smple hostname to the Ste's domain name. For example, asite that controls the domain name
example.com might have any number of hosts with names like serverl.example.com, hp4100.example.com, or
www.example.com.

Each domain has at least two domain namesarversthat are considered authoritative for the domain. Authoritative
nameservers should have direct access to the database that contains al the information about adomain.

The datais comprised of different types of records called resource records. Different resource records provide
different kinds of information, such as IP addresses, nameservers, hosthame aliases, and mail routing. The resource
records you need to know about for this discussion are the following:

The mapping of namesto IP addressesis handled by A records. These records contain a hostname and its 1P
address. The namesthat people useto refer to hosts have to be converted to | P addresses used for Internet routing.
A records provide this name-to-address trand ation.

CNAME

Some hostnames are diases that point to other hostnames, rather than to 1P addresses. This can be useful for
directing requests to services (such asHTTP or POP) that might reside on systems generally known by adifferent
name. The CNAME record providesthe "redl," or canonical, name that an aias hostname points to. For example,
an administrator might publicize the hostname www.example.com, which isredly a CNAME record pointing to
serverl.example.com most of thetime. But during periods of maintenance on serverl.example.com, for example,
www.example.com could temporarily point to server2.example.com.

MX

MX records provide mail-routing information. They specify mail exchangers for domains—that is, the names of the
mail hubsthat handle dl the mail for adomain name. The MX recordstell MTAswhere to send messages. Sincea
domain can have multiple mail exchangers, MX recordsinclude a preference vaue to designate the order of priority
when selecting amail exchanger to deliver messagesto.
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6.2 Email Routing

Let'scongder for amoment oneway that email routing might work. A user horatio in the domain example.com hasa
workstation named denmark. He could receive mail by using the email address horatio@denmark.example.com. An
MTA with amessage to deliver would smply look up the IP address for denmark.example.com and deliver it to that
system for the user horatio. This scenario requires that Horatio's workstation is always turned on, that it hasa
functional MTA running at al timesto receive messages, and that it is accessible by unknown MTAs from anywhere
on the Internet. Rather than manage hundreds or thousands of MTASs on workstations and expose them to the
Internet, nearly al sites make use of mail hubsthat receive dl the mail for adomain. MTAs such as Podtfix need a
way to determine which host or hosts are the mail hubs for adomain. DNS MX records provide this information.

A mall exchanger ether ddiversmall it receives or forwardsit to another mail system. A domain may have multiple
mail syslemsfor rdliability, and therefore multiple M X records. Generdly, one host isthe primary mail server and the
others serve as backup or secondary mail servers. Each M X record in DNS contains a preference value that orders
mall systemsfrom most preferred to least preferred.

BIND isone of the most common DNS server gpplications. (O'Rellly's DNS and BIND by Paul Albitz and Cricket
Liufully explainsthe DNS system and documents the BIND software.) A smple BIND configuration file for the
domain example.com lookslikethefollowing:

exanpl e.com | N SQA ns. exanpl e. com kdent. exanple.com (
-
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6.3 Postfix and DNS

When sending mail, Postfix uses system resolver's, which are programs or libraries that make requestsfor DNS
information. To receive mail, the DNSfor your domain must be configured to route messagesto your Postfix server.
This section looks at DNS issues both for sending and receiving mail.

6.3.1 DNS and Sending Mail

The Postfix SVITP delivery agent must be able to obtain IP address and M X records for mail-routing informetion.
Postfix must make at least two DNS lookups: oneto get the MX hosthame and one to get the | P address for that
hostname. Since Postfix uses the normal operating system resolver librariesfor its DNS queries, the system that runs
Postfix must have accessto aDNS server. The DNS server does not have to be on the same system, athough for
most circumstancesit should be.

If your system does not seem to be resolving domain names correctly, there are three common command-line tools
that you can use to troubleshoot the problem: nslookup, dig, and host. Y ou should check your system
documentation to see which of these toolsisavailable on your server and how to use them. Y ou can use these tools
to query dl types of resource recordsfor adomain, including the M X record that Postfix needsin order to
successtully deliver mail to adomain.

DNS problems might stem from your own system'’s configuration or a problem with the DNS server configuration for
the domain Postfix istrying to send mail to. When you are troubleshooting a problem, it is very important to
remember that Postfix first looksfor MX records and not A records. Even if you can resolveadomainto an IP
address, Podtfix may not be ableto deliver mail for that domainif thereisaproblem in retrieving MX information.

6.3.1.1 Configuration options

When ddlivering mail, Postfix performsa DNS lookup to retrieve dl of the M X recordsfor the destination domain. It
sortsthem in order of preference and tries each onein priority order. Once Postfix has established a connection with
an SMTP sarver, the server repliesto Postfix requests with a status code. Codes within the 2xx range indicate that
everything isokay. Error codesin the 4xx range indicate atemporary problem, and those in the 5xx rangeindicate a
permanent problem. See Chapter 2 for more information on SMTP reply codes.

To provide compatibility with Sendmail, Postfix, by default, treets SMTP servers that respond with 4xx or 5xx reply
codes asif the servers had not responded at al. If you prefer that Postfix react to the error codes returned by the
MX server rather than ignore them, set the smtp_skip_5xx_greeting and smtp_skip_4xx_greeting parameters.
sntp_ski p_4xx_greeting = no
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6.4 Common Problems

Thefollowing error messagesin the mail log filesindicate host lookup problems:
mall for domain loops back to myself

Thisisone of the most common errors related to DNS. It happens when you have configured your Postfix server as
an MX hogt inyour DNS server, but you have not told your Postfix server that it isthe final destination for the
domain. Add the domain in question to the mydestination parameter, or configureit asavirtua domain or arelay
domain. If your Postfix server isbehind aproxy or NAT device, it may not redlize that it isan MX host for the
domain. Inthat case, add the proxy device's |P address to proxy_interfaces. Log entriesfor this error resemblethe
fallowing:

postfi x/ qngr[3981]: 2CC3B229: frome<hel oi se@ra.conp, \
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Chapter 7. Local Delivery and POP/IM AP

Chapter 1 explained that POP and IMAP are protocolsthat deal with how usersretrieve their email messages from
message stores. Postfix isamail transfer agent and does not implement POP or IMAP. This chapter looks at how
Postfix delivers messages and how they are read by POP/IMAP servers. There are many POP/IMAP servers
available, and the information presented here should be applicable to any standards-conforming server. Thelast part
of this chapter dealswith configuring Postfix to work with the Cyrus IMAP server. Beforewelook at local delivery,
well firgt discuss more broadly the different delivery transports Postfix uses. Transports other than loca are
discussed in subsequent chapters.
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7.1 Postfix Delivery Transports

Pogtfix offersddivery for four different classes of recipient addresses: local, relay, virtud dias, and virtua mailbox.
How you configure the domains you accept mail for determines the delivery method used by Postfix. The following
arethe ddivery transports used by Pogtfix:

local

Ddiversmail onthe loca system. Each address has an account on the system or comes from the local diasesfile
(higtoricaly /etc/aliases). Delivered messages go to the system's mail spool or mail filesin individua home
directories. Ddiveries are handled by the locd ddivery agent or passed to acustom delivery program. Listsloca
domainsin the mydestination parameter.

relay

Deliversmail to other systems, usualy on the same network. Relay domains are generdly configured on gateway
systems when Postfix accepts mail for an entire network. The gateway system relays messagesto the correct interna
mail system. Deliveries are handled by the relay transport, which is Smply aclone of the smtp agent, but itis
optimized for making deliveriesto interna systems on alocd network. Listsrelay domainsintherelay domains
parameter. Mall relaying isdiscussed in Chapter 9.

virtual

Deliversmall for virtuad mailbox domains. Virtua mailbox domains are used for hosting multiple domainsusing a
separate mail spoal that contains mailboxes for many separate domains. Email userstypicaly do not have system
accounts on the mall server. Ligsvirtud mailbox domainsin thevirtud_mailbox_domains parameter. Virtuad hosting
isdiscussed in Chapter 8.

Ddliveriesto nonloca domains are handled by the smtp transport. It determineswhere to deliver messages for any
nonlocal domain through DNS lookups. Virtua dias addresses are resubmitted to Postfix for deivery to the new
address, a which point they'll be handled by one of the above trangports.

Therest of the chapter discussesthe details of local ddlivery.

[ TeamLiB ] =

78



[ TeamLiB]
7.2 Message Store Formats

When Postfix makeslocal ddiveriesit transfers the contents of messagesto the loca message store. The most
common types of message stores are the traditional mbox format and the newer maildir style. Both useregular files
to store messages, but they are Sructured in different ways. In Postfix, you specify maildir style by including atrailing
dash when you configure any mail file or directory parameters (see configuration information later in this chapter).

7.2.1 The Mbox Format

Higtoricaly, Unix systems have used asingle file to store each user's email messages. Thistype of message store
format is commonly referred to as mbox. Each message within thefile startswith aline that begins with the word
From. It isimportant that the string Start on thefirst character of the line, and that there is a space after the end of the
word. The From lineis commonly referred to as From_ with an underscore character to indicate the space following
theword. Don't confuse the From_line used for separating messages within an mbox file with the From: line included
in email message headers. Thelast line of amessageisawaysablank line,

A complete From_linelookslike the following:
From j mbr own@xanpl e. com Sun Feb 3 16:54:01 2002

As described, the line starts with the word From followed by a space. Following the space is an email addressthat is
usualy the envel ope address of the message. Following the envel ope addressis the date of delivery in the common
Unix date format occupying 24 characters. The mbox format alows for an optional comment string following the
date, but it isgeneraly not used.

When Pogtfix delivers amessage to an mbox file, it first creastesthe From_line using the envelope sender and the
current date. Postfix then copies the contents of the delivered message into the mbox file. If Postfix encounters any
linesthat begin with From followed by aspace, it has to quote them by adding a> to the beginning of the line, so that
they won't be confused with the start of the next message.

When a POP/IMAP server reads messages from the mbox file, it scansthefile, looking for From_lines, which mark
the beginning of each message. It can read to the next From_line (or the end of thefile) to know when amessageis
finished. The POP/IMAP server may unguote any of the">From" quoted lines, or they may remain in the quoted
form.

Since both Pogtfix and the POP/IMAP servers access the mailbox file, they must use filelocking. Postfix must obtain
an exclusgve lock on thefilewhen it is delivering amessage, so that it can write the message to thefile. Postfix offersa
variety of locking mechanisms, depending on the platform. Y ou can use the postconf -I command to seewhich
mechanisms Postfix can use on your system:

$ postconf -I
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7.3 Local Delivery

All destination domains that should be handled by theloca transport should be listed in the mydestination parameter.
Y ou can list asmany domainsasyou like, but individual local usersreceive mail at al of the domains listed. For
example, if both ora.com and oreilly.com are listed in mydestination, then messagesto either kdent@ora.com or
kdent@oreilly.com go to the sameloca mailbox.

All loca recipients should be listed in tables configured in the loca_recipient._maps parameter to avoid accepting
messages for unknown users. By default, locd_recipient mapsis set to the system password file and dias maps, so
you normaly don't have to make any changes. Once Postfix has determined that it isthe find destination for a
message, and that the message should be ddlivered locally, it hasto decide what to do with the message.

Before looking for a user account that matches the local part of the email address, Postfix consultsits alias maps (see
Chapter 4). If thereisaforwarding alias that matches the recipient address, Postfix resubmits the message as anew
delivery, based on the forwarding information from the aiaslookup. Otherwise, it triesto deliver the messageto a
user on the system. Postfix first checksfor the existence of a .forward filefor theloca user, and may resubmit the
message based on information there. If no .forward existsfor the user, Postfix ddliversthe messageto the user's
mailbox.

7.3.1 .forward Files

forward filesalow local usersto set up their own aliases. The contents of the .forward file are the same asthe
righthand side of an dias entry. When an dias entry has multiple vaues on the righthand side, they are separated by
commas, while .forward files use the same convention, they aso alow multiple entriesto be entered on multiple lines.

forward files must be owned by the recipient, and are normally found in users home directories. Y ou can specify
different locations with the forward_path parameter. When specifying a path for the parameter, there are eight
variableswhose values are expanded at delivery time:

Suser

Recipient username as specified in /etc/passwvd
$home

Recipient home directory as specified in /etc/passwd
$shll

Recipient shell as specified in /etc/passwd
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7.4 POP and IMAP

After Podtfix has delivered a message, users need away to read it. Many stes provide a POP/IMAP server for users
to retrieve their email messages over the network. In most cases Postfix works seamlesdy with POP/IMAP servers,
so that no specid configuration isrequired on either Sde.

7.4.1 POP Versus | MAP

The POP protocol works best when you have limited, or less than full-time, network access because it allowsyou to
connect to your mail server, fetch dl of your messages, and disconnect from the network. Y ou now have local copies
that you can read offline. Most POP clients have a configuration option to delete your messages from the server
when you retrieve them, since you then have the loca copies. If you don't delete them at some time, the messages
accumulate, taking up more and more space on your mail server. POP was designed to be easy to implement, but the
major problem with the POP protocol isthat if you ever work from more than one computer, your messages may not
be where you need them. It a so does not handle multiple mailboxes very well, and it forces you to download
complete messages. There isno option to retrieve just the subject, for example, to decide if you want the complete

message.

The IMAP protocol was designed to overcome some of POP's shortcomings. It keeps all messages on the server.
Y ou have to be connected while working with your email messages, but you can manage them asif they werelocd.
Since everything happens on the server, it doesn't matter if you work from your desktop computer at home, another
machine at work, and even on algptop whiletraveling. IMAP il alows for saving messageslocally, if necessary,
and it dso provides much more flexibility than POP. Y ou can download just the headers from your messages and
then decide to retrieve the rest of amessage if you want to read it. Y ou don't have to be stuck downloading a huge
message or atachment that you might not be interested in. Y ou can maintain multiple mailboxes and folders on the
IMAP server.

7.4.2 Postfix and POP/IM AP Servers

The cooperation between Pogtfix and POP/IMAP serversis smple. When Postfix accepts delivery of an email
message, it placesit in the message store. The POPIIMAP server smply retrieves messages from the same store
when auser requests them. Figure 7-1 shows how sSmple the cooperation is between Postfix and POP/IMAP
sarvers. Postfix and the POP/IMAP server must agree on the type of mailbox format and the style of locking. Postfix
should work with any standards-compliant POP/IMAP server that uses one of the traditional message stores. You
may have to adjust the mail_spool_directory parameter, as described earlier in the chapter, but for most POP/IMAP
sarvers, you can smply follow the standard ingtdlation instructions and start the server. For POP/IMAP serversthat
don't use atraditional message store, Postfix can still ddliver messages using the Local Mail Transfer Protocol, which
isdiscussed in the next section.

Figure 7-1. Postfix and POP/IMAP servers
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7.5 Local Mail Transfer Protocol

Some POP/IMAP servers use nonstandard message stores. Sinceit would be unreasonable to expect MTAs such as
Podtfix to understand many different proprietary formats, the Local Mail Transfer Protocol (LMTP) providesa
way to pass email messages from oneloca mail service to another without depending on acommon message store.
LMTPisbased on, and isasmplified verson of, SMTP. With LM TP, the server can either accept an email message
immediately or it cannot accept it at al. Thereis no attempt by the LM TP server to queue or reddiver amessage that
cannot be ddivered immediately.

When an MTA makesaddivery to an SMTP server, where the message is destined for multiple recipients, and one
or more recipients cannot accept the message for some reason, the SMTP server takes the responsibility of queuing
the message to ddliver it later, and reports an overal successful delivery to the MTA. LM TP servers do not queue
messages, so they must return an individud status reply for every recipient of a particular email message. For those
recipients that could not be ddlivered, the MTA, and not the LM TP server, takes the responsibility of queuing the
message and attempting redelivery.

LMTP conversations can occur between mail subsystems on the same machine or on different machineson aloca
areanetwork. It is not recommended for wide area networks, since the protocol depends on aquick response to
indicate whether the message was ddlivered. With SMTP there is arecognized synchronization problem between
sending and receiving mail systems that sometimes causes duplicate messagesto be ddivered. It is believed that
LMTP over wide area networks would make the problem worse.

> 4. Apatfrom delivery to nonstandard message stores, ared benefit of the LM TP protocol is

—8  that it dlowsfor ahighly scalable and reliable mail system. One or more Postfix serverscan
receive mail from the public Internet and make ddiveriesto multiple LM TP backend
systems. Astheload increases, it isasmple matter to add more boxesto the front- or
backend systems.

The most common implementation of LM TP ddlivery isthe Cyrus IMAP server from Carnegie Melon Universty. It
Isavailable from the Project Cyrusweb page at http://asg.web.cmu.edu/cyrus/. Cyrus IMAP usesits own message
dtore, asshown in Figure 7-2. This section looks at how Postfix can use the LM TP protocol to hand off messagesto
CyrusIMAP. For moreinformation about configuring Cyrus IMAP, see Managing IMAP by DiannaMullet and
Kevin Mullet (ORailly).

7.5.1 Postfix and CyrusIMAP

Cyrus IMAP isintended to run on serversthat provide POP/IMAP access only, where users do not need ashell
account. If you are creating amail server for existing users on asystemn, you will probably want to use another
smpler POP/IMAP solution, such as Qualcomm's Qpopper (POP access only) or the University of Washington's
IMAP Toolkit, which doesn't require any specia configuration to work with Postfix. This section dealswith
configuration issuesfor getting Postfix to work together with CyrusIMAP.

Figure 7-2. Postfi&@nd CyrusIMAP
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Chapter 8. Hosting Multiple Domains

It isvery common these days for asingle system to host many domains. For instance, orelllynet.com and onlamp.com
might run on asingle hog, but act asif they were two totdly different hosts. A system usuadly hasacanonica domain,
which iscongdered itsusud or common domain name. Additional domains are configured asvirtua domains. Each
virtua domain can host services such asweb sitesand email asif it were the only domain on aserver. This chapter
explains severd different mechanismsfor hosting multiple domains. The techniques are explained separatdy, but itis
possibleto mix techniquesif you must handle different domainsin different ways.

To determine which technique or techniques you need, you must decide how Postfix should ddliver messages for
virtud domains. There are two important considerations that influence how you should configure Postfix for hosting
multipledomains

Should your domains have separate namespaces? For example, should mail for the two addresses
info@ora.com and info@oreilly.com go to the same mailbox or separate ones? Well refer to the same
mailbox scenario as shared domains, and the other as separate domains.

Does every user require a system account? We'll make the distinction between system accounts that are real
Unix accounts on your system and virtual accounts. With virtua accounts, users can have mailboxes on your
server, but don't otherwise log in to the system and don't require an entry in /etc/passwd.

Well consider four different ways Postfix can handle mail for virtud domains

Shared domains with system accounts

Separate domains with system accounts

Separate domains with virtua accounts

Virtua domainswith a proprietary message store not managed by Postfix

Y our POP/IMAP server will be amgjor factor in deciding which technique you need. If your POP/IMAP server
does not understand virtua domains, then it will most likely require that you have system accounts for all addresses.
Some POP/IMAP sarversinherently support multiple domains, and deliver messagesinto a particular directory
sructure on the loca filesystem. Other POP/IMAP servers use their own proprietary message store. Postfix can
hand off messagesto themusing LMTP.

Regardless of the technique you use, dl of your virtual domains must be configured correctly in DNS. Y ou should
configure DNSfor virtual domains the same way you do f8@your system's canonical domain. See Chapter 6 for
information on Pogtfix and DNS.
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8.1 Shared Domainswith System Accounts

Accepting mall for multiple domainswhere every user can receive mall for every domain isthe smplest configuration
of virtud domains. Simply add your virtuad domainsto the mydestination parameter. Create user accounts as you
normally would, and they can start receiving mail addressed to any of the domains. Thistechnique usesthe loca
delivery agent, providing al of the same festures as your normal canonical domain hosting. Users can cregte their
own .forward files, and locd aiases are available. On a system whose canonica nameis orelllynet.com, hosting two
virtua domains, ora.com and orelly.com, the mydomain parameter is set asif orelllynet.com were the only domain,
and mydestination is set asfollows:

nydonmain = oreillynet.com
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8.2 Separate Domainswith System Accounts

If you require separate namespaces for each of your virtud domains, the configuration isonly dightly more
complicated. With separate domains, mail to info@ora.com should go to adifferent mailbox than mail to
info@oreilly.com. In this case, do not list the additiona domainsin the mydestination parameter. Instead, use
virtud_dias domains:

virtual alias_domains = ora.com oreilly.com

Y ou must create auser account for every email address that will receive messages on your system. Y our system
accounts do not have to match the email addressesin any way, since you will be mapping the addresses to the
accounts separately, but each account must be unique. If your platform supports long usernames, agood way to
Creste unique account names, and to avoid confusion about which accounts are meant to receive mail at which
domains, isto use the domain name itsdf as part of the account name. One possible naming convention isto create
accounts such as info.oracom and info.orellly.com.

Once Postfix knows which domainsto accept mail for, and you have accounts for each address, use

virtud_dias maps to map the email addresses to the accounts you create. In main.cf, point thevirtua_aias maps
parameter to the virtud diaslookup file. In thisexample, thefile /etc/postfix/virtual_alias isused:

virtual _alias_naps = hash:/etc/postfix/virtual _alias

The /etc/postfix/virtual _alias file contains entries with the email addresses pointing to the system accounts you
created, plus any non-loca forwarding you need:

i nfo@r a. com hel ene@ ocal host
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8.3 Separate Domainswith Virtual Accounts

The drawback for the techniques so far isthat you must maintain system accountsfor al email addresses on your
server. Asthe number of domains you host increases, so does the effort to maintain al the accounts. In particular, if
usersonly receive email a your server, and don't otherwiselog in, you probably don't want to have to create system
accounts for each one. Instead, configure Postfix to deliver to aloca message store where each virtual email address
can haveits own mailbox file. Y our users then retrieve their messages through a POP/IMAP server.

The loca message store works much like norma local delivery, but it doesn't require a one-to-one correspondence
between each mail fileand alocal user account. For this configuration, list each virtua domaininthe
virtud_mailbox_domains parameter:

virtual _mail box_domains = ora.com oreilly.com

If you have many domains, you can list themin afileand point virtud_mailbox_domainsto thefile:
virtual _mail box_domai ns = /etc/postfix/virtual _domai ns

Thefile /etc/postfix/virtual _domains then containsaline for each domain:
#
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8.4 Separ ate M essage Store

Thelast configuration we'll consider ishosting virtua domains with a system using a proprietary message store. To
work with these systems, Postfix hands off messages using a protocol like LMTP, |etting the proprietary system
handle delivery to the correct mail box.

Since Postfix must receive messages before handing them off to the LM TP server, it hasto know that it should
accept mail for each of thevirtud domains. Ligt themin virtua_mailbox_domains:
virtual _mail box_domains = ora.com oreilly.com

Y ou aso haveto list each email address, so Postfix can accept messages for valid addresses and reject unknown
users. Usethe virtua_mailbox_maps parameter to point to alookup file with valid addresses:
virtual _mai |l box_rmaps = hash:/etc/postfix/virtual

Inthe /etc/postfix/virtual file, the righthand vaue isn't used because dl messages are passed dong to the POP/IMAP
server. You must still include arighthand value because lookup tables must have akey and avaue, but the value you
use doesn't matter:

i nf o@r a. com Ceneral Infornmtion Address
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8.5 Ddlivery to Commands

As mentioned earlier in the chapter, you can't useloca diases, .forward files, and maling-list programswith virtua
domains ddivered by the virtua ddivery agent. Y ou've seen that you can easily set up diasesthrough the
virtua_dias maps parameter, but you cannot ddiver messagesto acommand. In thislast section, welll 1ook at
working around that issue by demonstrating how to deliver virtua addressesto externa programs. Thefirst example
sets up ddlivery to an autoreply program, and the second to amailing-list manager.

Auto-responders are scripts or programs that process incoming messages and return areply to the sender of the
message without any human intervention. The autoreply program used in thisexample, inforeply.pl, islistedin
Example 8-1. This program is meant to handle mail for adedicated information email address. Users or customers
can send a message to the address to request speciad information. Note that this Smple exampleisinadequate asa
generd autoreply program, such asthe Unix vacation command. It does not cache addressesit has aready replied
to, and it does not do full checking for addresses that should not receive automatic replies (see the sdebar). You
might also like to enhance the program to return different types of information, based on the subject or akeywordin

the body of the request messages.

Example 8-1. Smple automatic reply program
#!/usr/bin/perl -w
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Chapter 9. Mail Relaying

Up until now, we've mostly considered Postfix initsrole as the end node for email messages. That is, messages that
arrive a the Podtfix system are, for the most part, delivered to theloca system. But it's d so common to find Postfix
serving as an intermediate node on the path a message follows to its ultimate destination. In this chapter welll ook at
some of the configuration optionsfor Postfix asaclientin MTA-to-MTA communications.

[TeamLiB]

96



[ TeamLiB] [« Frevious [ rexr o]

97



9.1 Backup M X

In DNS, MX records refer to mail exchangers (see Chapter 6). MX records contain both host and priority (or
preference) information for sending mail to adomain. A backup MX server isonethat receives mail for aparticular
domain, but is not the preferred server to receive the mail. If the preferred server or servers are down, the backup
MX server receives the mail and queuesit until one of the more preferred servers comes back online. Figure 9-1
illustrates delivery to abackup host when the primary host is not available. The backup queues messages until the
primary is back online, whereupon the backup can ddiver messagestoiit.

Figure 9-1. Ddlivery to backup M X host

Primary M e | Mail defivery
Internet j I

-. ............................. | Backup MY

When your system is configured in DNS as abackup M X host, you don't have to configure any specid transport
from your system to the primary system. Postfix uses the DNS records to determine how to route mail to the primary
MX host. The only configuration required in Postfix isto indicate that it should receive mail for the domain by adding
the domain nameto therdlay _domains parameter. When asending MTA discoversthat the primary mail system for a
domain isdown, it tries the next preferred one until it finds one that accepts ddlivery. If your system isabackup MX
host, and the destination domainislisted in your relay_domains parameter, Postfix acceptsthe mail and queuesit.
Postfix periodically scansits queue and checks for amore preferred system to seeif any are able to accept the
message. Once a higher priority mail exchanger isback online, Postfix can ddliver the messagetoit.

Postfix continuestrying to deliver queued messages for the amount of time specified in the maxima_queue lifetime
parameter, which determines how long deferred messages stay in the queue before they are bounced back to the
sender. The default valueisfive days. If you provide secondary mail service for primary serversthat you know will
be down longer than the default, you can extend the time.

9.1.1 Relay Recipients

Itis highly recommended that you maintain alist of valid recipients for domains you provide backup MX servicesto.
Y ou should develop aregular processfor obtaining an updated user list from your primary MX servers. If your
system does not know dl of the available mailboxes on the primary mail server, it must accept dl messages. It'sonly
when your backup MX server triesto deliver them to the primary server that it discovers that a message cannot be
ddivered. At that point, your server must bounce the message back to the origina sender.

Since spammers often send messages to made-up addresses, if your server does not know al the vaid email
addresses on the primary server, your server will unnecessarily accept alot of mail that must be bounced. The
bounce problem is exacerbated by the spammer tactic of forging sender addresses by using the real email addresses
of innocent bystanders. The forged addressesreceive dl of the error notices for messages they never sent (see
Chapter 11). Therelay_recipient_maps parameter specifies lookup tables that should contain &l of the addresses for
domainslisted inyour rlay_domains parameter:

relay_recipient_maps = hash:/etc/postfix/relay_recipients

98
Therelay_recipients file should contain entries with the recipient address on the lefthand Sde. Therighthand Sideis
not used by Postfix, but you must specify avaue:

s
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9.2 Transport M aps

Postfix can be configured to relay to any other host, regardless of how DNSMX records are set up. This section
discusses the transport_maps parameter in generd. Later sections and other chaptersin the book present specific
configurationsthat useit.

Conceptudly, transport maps override default trangport types for delivery of messages. The transport._ maps
parameter points to one or more transport lookup tables. The following entry sets up /etc/postfix/transport asa
trangport map lookup table:

transport_maps = hash:/etc/postfix/transport

The keysin atransport lookup table are either complete email addresses or domains and subdomains. (Email
addresses as|ookup keysfor transport maps require Postfix 2.0 or later.) When a destination address or domain
matches alefthand key it uses the righthand val ue to determine the delivery method and destination. Example 9-1 ligts
some possible transport map entries.

Example 9-1. Transport map entries

exanpl e. com smt p: [ 192. 168. 23. 56] : 20025
[TeamLiB] =
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9.3 Inbound Mail Gateway

A mall gateway isan email system that accepts messages and relays them to another system. Gateways might provide
apath from one network to another, or from one protocol to another. A common use of amail gateway isaserver
that accepts all the mail for anetwork from the Internet and relaysit to internal mail systems. Mail gateways are
commonly set up in conjunction with firewall systemsto limit the number of serversthat need direct accessto the
Internet.

Imagine acompany network such asthe one depicted in Figure 9-2. There are sub-domains for different workgroups
a the company, and each workgroup hasitsown interna mail server. The gateway system gw.example.com receives
al themail for the network. The human resources department gets email addressed as user@hr.example.com, and
their mail should go to the server mail L.example.com. The sales department uses user @sal es.example.com, and their
mail should go to mail2.example.com. The client hostsin each subnet retrieve mail from their respective mail servers.
Transport maps are required to set up the mail gateway gw.example.com to relay messagesto the correct interna
mail servers.

Figure 9-2. Email gateway to internal systems
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The following procedure demonstrates how to configure gw.example.com to relay messagesto the correct internal
sysgems

1.
Make sure that the DNS has been configured correctly with MX records for hr.example.com and
sales.example.com pointing to the gateway gw.example.com.

2.
Inyour main.cf file, set rdlay_domains to include thetwo internd domains.
rel ay_domai ns = hr.exanpl e.com sal es. exanpl e. com

3.
Make sure that the transport_maps parameter points to your transport lookup table:
transport_maps = hash:/etc/postfix/transport

4,

Add entriesto your transport filefor each doma',lwi nting to the correct internd mail systems:
#
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9.4 Outbound Mail Relay

When amail system does not have adequate connectivity or dl of theinformation it needsto relay messages, it can
forward them to another system that isin abetter position for relaying. Consider the network in Figure 9-2 again. If
theinternd mail systems don't have direct accessto the Internet, they can't deliver messages sent by the usersin their
subnets. They can, however, pass adong al messagesto the gateway mail system, which can make the ddliveriesfor
them. The following procedure demonstrates setting up Postfix on mail L.example.com to relay al messagesit
receivesto gw.example.com, which can then make the outbound ddliveries.

Before configuring the internd mail systems, make sure that the mail gateway is set up to permit relaying from the
interna mail systems. The mynetworks parameter (see Chapter 4) should encompass the | P addresses of the internal
mail systems, and if you use SMTP UBE redtrictions (see Chapter 11), be sure to include permit_mynetworks among
therulesto alow rdaying:

1.

Check the mynetworks (or mynetworks style) parameter to make sureit includes the client systems.

Have the usersin the workgroup configuretheir various mail clientsto use mail 1L.example.com astheir SMTP
sver.

In main.cf, set the parameter relayhost to point to the gateway system:
rel ayhost = [ gw. exanpl e. conj

Reload Postfix so that it recognizesthe changesin its configuration file:

# postfix rel oad

Now al messages ddlivered to mail 1.example.com are relayed through gw.example.com.
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9.5 UUCP, Fax, and Other Ddliveries

The Podtfix online documentation describes configuring Postfix for delivery to aFAX system and setting up a
gateway for UUCP. These provide good examplesfor configuring Postfix to work with al kinds of specid devices. If

you need to create a gateway between different types of systems or different networks, transport maps provide the
mechanism for directing mail to the other sysemsor devices.
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Chapter 10. Mailing Lists

Mailing lists provide a convenient way to send asingle email message to many recipients. They dlow anearly
unlimited number of correspondentsto carry on conversations through email. A server-based, centrally managed
mailing list has many advantages over other mechanismsto send messagesto multiple recipients. If you regularly send
emall to the same group of people, typing in lists of recipientsistoo tedious and proneto error to be practical.
MUAsusudly have afacility that letsyou creste persond aliasesthat associate an easily remembered name with alist
of email addresses. Persond diases arefine for anindividua, but as soon asthelist hasto be shared with others, it is
no longer apractica solution. Mgor advantages of centrally managed mailing lists are that changesare madein a
sngle place, and the new information isimmediately available to anyone sending messagesto thelist. Other
advantages become evident when you use Mailing List Managers (MLMs) to adminigter theligt, relieving
adminigtrators from manualy updating addresses.

Inthis chapter welook at cresting Smple mailing listswithin Postfix itsdlf, and then configuring Postfix to ddliver
messages to MLMsfor more sophigticated list management. In deciding whether or not to create your mailing list
within Pogtfix or to use an MLM, consder how often the list hasto be changed, who will make the changes, and
whether you need some of the other features of an MLM, such as moderated lists and digest versons. MLMs alow
users to subscribe and unsubscribe themselves and to make changes to their addresses, if necessary. If you have
relatively static lists or userswho come to you for subscribing and unsubscribing anyway, you probably don't need
the overhead of an MLM. Y ou can dways run both flavors of lists, if that fits your environment.

There are many aspects and nuancesto managing amailing list. If you will be taking on the task, you should consult a
text that dedls specificdly with mailing-list management such as Managing Mailing Listsby Alan Schwartz (O'Rellly).
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10.1 Simple Mailing Lists

Podtfix providesthe meansto create smple mailing lists through the normal diasfacility (see Chapter 4). Because
aliases can point to lists of addresses or filesthat contain lists of addresses, it is easy to create an dias that pointsto
multiple names. Y ou can cregte list diasesin the system aliases file, or in any other filethat you specify inthe
dias_maps parameter. See more about the dlias_maps parameter later in the chapter. The default diasfile when you
ingal Podfix is /etc/aliases.

Let's suppose that you administer mail for the domain example.com, and you want to creste anew mailing list for
people to discuss needlepoint. Y ou decide to creste amailing list aias needlepoint@example.com to be used for
online discussions. Edit your diasfile, and add the following line with the email addresses of people who want to
subscribeto thelist:

needl epoi nt: rgrier@reilly.com gnhopper @nl anp. com
[TeamLiB]
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10.2 Mailing-List Managers

Running mailing listswithin Postfix isfinefor Satic lists. But liststhat change frequently are better handled by a
mailing-list manager (MLM). With an MLM, the administrator of the list doesn't have to manudly edit thelist fileto
add, delete, or change addresses because list members can subscribe and unsubscribe themselves. MLMs aso
support other features such as archiving of messages, digests of discussions, and the ability to moderate alist by
alowing an administrator to review messages before they are posted to al members.

MLMswork by pointing normal Postfix aiasesto commands that handle the distribution of messages and
management of lists. MLMs use adminigtrative aliases that point to programsto handle list functions such as
subscribing and unsubscribing members from thelist, handling bounced messages, and possibly filtering messages
sent to theligt. Thelists themselves actudly work the same way asthe smple diasesfrom thelast section. Each ligt
hasits own fileto store list members, but rather than editing the file yourself, you can havethe MLM automeatically
add and remove addresses.

The next two sections ook at two popular MLMs: Mgordomo and Mailman.

10.2.1 Majordomo

Maordomo is one of the more popular MLMs and has been available since the early 1990's. It offers a complete set
of MLM features, and nearly al administration takes place by sending commands through email messages. Littleto
no intervention is required by a postmaster once alist has been created. There are a so web-based administration
packages available to work with Mgordomo, alowing much of the list administration to take place from aweb ste.

Mg ordomo is available at the Mg ordomo home page (http://mwww.gregtcircle.com/maordomal.) It requires Perl
and works with Perl4 Version 4.036 or Perl5 Verson 5.002 or better. Future releases will probably require Perl5.
Mg ordomo also makes use of asmall wrapper program written in C. If you are planning to build the package from
scratch, you must have an ANSI C compiler.

If you configure Mg ordomo for moderated lists, where alist administrator approves posts using the
Majordomo-supplied approve, you have to make an adjustment for Postfix and Mg ordomo to work together
correctly. Podtfix prepends a Delivered-To: header to messagesit handles. It then uses the header to detect mailer
loops. When aMgordomo message is delivered to amoderator for gpprova who then pipes the message through
the approve command, it is sent back to the list with dl of itsorigind headersintact. When Postfix receivesthe
message again, it recognizesthat it has dready seen the message and reports amail ddlivery loop.

The easest way to fix thisissue isto make asmal change to the Mgordomo approve script (which iswrittenin
Perl). You'l haveto edit thefile, normally located in the /bin directory located below the main Mgordomo
ingallation directory. If you follow the stepsin the procedure below, your file will be located at
/usr/local/majordomo/bin/approve. Edit the file and find the subroutine called process_bounce. Within that routine,
thereisawhileloop, as shown below. Insert the emphasized line as shown, save thefile, and you're done:

while (<$FILE>) {
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Chapter 11. Blocking Unsolicited Bulk Email

Unsolicited Bulk Email (UBE), dso referred to as Unsolicited Commercia Email (UCE), iscommonly called spam.
Spamming isthe practice of sending mass mailingsto large numbers of people who have had no prior relationship
with the sender and who didn't ask to receive such mail. Spam exists because it's so cheap to send. The incremental
cost of adding even hundreds of thousands of recipientsto amailing isrelatively small, so spammerstarget as many
emall addresses asthey possibly can. This chapter looks at the problem of spam and the tools Postfix providesto
help limit the consequences.
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11.1 The Nature of Spam

Thereisadecidedly dishonest component to most spam. Spammers make no effort to match message content with a
recipient'sinterests, and their messages frequently lie, claiming that the recipient has an association with the company
or its partners or in some way requested information. M essages are sometimes designed to look like an actua
exchange between two people that was mistakenly misdelivered in the hopes of sparking interest in some product or
srvice.

Spam frequently offersingtructionsto opt out from receiving more messages, however, in many casesthisisamply a
subterfuge on the part of the spammer to confirm that your email addressis good. By replying to such messages, you
confirm that your addressis alegitimate one. Following the directions provided will more than likely cause your
address to be added to more spammer lists.

Spammers often try to hide their trail so their messages cannot be traced back to them. They purposdy usefdse
return addresses and forge header information. They seek out misconfigured systemsthat alow them to relay
anonymoudly. More recently spammers have broken into systems and ingtalled their own secret relay servers.
Spammers commonly encode their messages or insert random |etters to circumvent spam filters.

Some of the techniques employed by spammers have sidesffects that make the problem much worse than the act of
spamming itself. In their scatter-shot approach, spammers send messages to email addresses they think arelikely to
exist whether they actually do or not. Some launch dictionary assaults on mail servers where they run through
preassembled lists of names hoping to find amatch with auser onthe mail server.
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11.2 The Problem of Spam

While spam may seem likeaminor issue on asmal scae, itisasignificant problem on the Internet. A system hosting
hundreds or thousands of users each receiving dozens or hundreds of unwanted messages every day can have
subgtantid difficulties dedling with the ondaught. Thereisared cost to the victims of gpam. It unfairly usesthe
bandwidth and disk space of its recipients and their providers.

Other costs brought on by spam include technica support personne time, when technicians or administrators must
help users clean up flooded mailboxes. Sometimes the volume of spam can even make a system unusablefor its
intended purpose (clogging bandwidth or filling disk space). In such a case the effects of spam are no different from
those of adenid-of-service attack. Even in less drastic circumstances, spam interferes with legitimate uses of email.
Important messages can easly be overlooked in aflood of spam or mistakenly deleted when littered mailboxes are
cleaned up.

A ggnificant issue with spam is dedling with messages addressed to nonexistent users. Some mail systems recognize
that a destination addressis bogus and can rgject mail beforeit is accepted; other systems must receive the mail first
and then bounce it as undeliverable. The volume of bounces can easly clog aqueue and interfere with the delivery of
legitimate messages. Since the return addresses often don't redlly exi<t, the bounces cannot be ddlivered and st in the
(ueue undergoing many reddivery attempts until they expire.

Another spamming trick isto use alegitimate return address that belongs to an innocent third party. The target or
relay systemsthat receive the spam send bounce messages to the supposed sender, hel pfully letting that person know
that the recipient does not exi<t. In this case, thousands or millions of bounce messages will be delivered to the
unfortunate victim in a phenomenon referred to as backscatter . Thisvictimisn't involvedin any way inthe origind
ddivery of the spam. In most cases, the only solution for these completely innocent bystandersis to abandon the
victimized address and Start using anew one.
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11.3 Open Relays

If you operate an email server on the Internet, you have aresponsbility to make sure that you do not create an open
relay that spammers can use as alaunching point for their activities. An open relay isamail system that permits
outsde systemsto send mail to other outside systems, passing the messages along so that the originating system does
not haveto deliver directly to itstarget. Spammers constantly scan for misconfigured systems that permit them to
relay mail. Before spam became such a problem on the Internet, mail administrators often operated open relays
because it made their systems convenient for their users. Now nearly dl SMTP software systems are configured by
default not to be open relays. Pogtfix isno exception.

If your system is abused as an open relay, it will most likely be so bogged down with sending spam that its
performance will be hindered for your legitimate users. If you choose to accept spam into your own system thet is, of
course, up to you, but you must take steps to ensure that your system is not used to abuse other systems. Thereisa
good possibility that if spammers use your system to relay mail, your network will end up on ablacklist. Once your
steisblacklisted, many steswill rgject al messages from your network, both relayed spam and legitimate messages
from your users. Chapter 4 discusses safely configuring Postfix to prevent your system from being abused.
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11.4 Spam Detection

Aslong as you're not operating an open relay, you can be confident that your systems are not being used to harm
other systems. Y our next consideration isto protect yourself and your users by limiting the spam your network
receives. |dedly, your mail server could Smply reect any message that looks like spam. Unfortunately, whereas
humans can look a amessage and know instantly that it's spam, computers have atougher time detecting it without
making mistakes. The ugly truth isthat once you start to regject spam, thereisaways arisk that you will block
legitimate correspondence.

Misdentifying alegitimate message as spam isreferred to as a fal se-positive identification. Y our anti-spam efforts
are an atempt to detect as much spam as you can with the fewest possible false-positives. Y ou have to weigh the
sze of your spam problem againg the possibility of rgjecting real email when deciding how aggressiveto bein
implementing your anti-spam measures. The extremes range from permitting al spam to accepting mail only from
preapproved individuas. Preapprova may seem severe, but the problem is getting bad enough for some people that
whitelist gpplications, where any correspondent you receive mail from must be identified ahead of time, are
becoming more common.

Therearetwo primary ways of detecting spam: identifying aknown spamming client and inspecting the contents of a
message for tell-tale phrases or other cluesthat reved the true nature of a spam message. Despite the difficulties,
postmasters can achieve some success with minimal fal se-positives by implementing various spam-detection
measures.

11.4.1 Client-Based Spam Detection

Client-blocking techniques use | P addresses, hosthames, or email addresses supplied by clients when they connect to
deliver amessage. Each piece of information supplied can be compared to ligts of items from known spamming
systems. Spamming systems might be owned by actual spammers, but they might aso be unintentionaly open relays
managed by hapless, (Amost) innocent mail adminigtrators. In either case, if asystemisregularly sending you spam,
you will probably decide to block messages from it. One problem with identifying spam by |P address, hostname, or
emall addressisthat theseitems are easily forged. While the IP address of the connecting system requires some
sophistication to spoof, envelope email addresses aretrivid to fake.

11.4.1.1 DNS-based blacklists

In agrass-roots effort to stem the tide of spam on the Internet, various anti-spam services, generdly caled
DNS-based Blacklists (DNSBL) or Redtime Blacklists, have devel oped. These services maintain large databases of
systems that are known to be open relays or that have been used for spam. A newer, increasingly more common
problem iswith systemsthat have been hijacked by spammerswho ingtdl their own proxy software that allows them
to relay messages. These hijacked systems can aso be used in distributed denia-of-service attacks. There are
DNSBL ligsthat are dedicated to listing these unwitting spam relays. Theideaisthat by pooling the information from
hundreds or thousands of postmasters, legitimate sites can try to Stay ahead of spammers.

Usudly, these systemswork by adding a DNS entry to their domain space for each of the IP addressesin their
database that have been identified as spam-friendly open relays. For example, if the host at IP address
192.168.254.31 has been identified as an open relay, the (fictitious) DNSBL service No Spam Unlimited using a
domain name of nogpam.example.com creates a DNS entry like 31.254.168.192.nospam.example.com. When a
client connectsto your Postfix system, Postfix can check t"8No Spam DNS server to seeif thereisan entry for the
client's1P address. If the IP address has been identified as an open relay system, Postfix can rgject the message.
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11.5 Anti-Spam Actions

Broadly speaking you have afew choices once you have detected spam:

Reect soam immediatdy during the SVITP conversation. Regjecting spam outright is an atractive idea
because you never have to store a copy of the message and worry about what to do with it. The sender of
the message isresponsible for handling the error. If your Site hasalow tolerance for rgecting legitimate
messages, you might prefer to accept suspect messages and develop a process to review them periodicaly to
make sure that there are no good messages in with the bad.

Save spam into a suspected spam repository. If you save the suspect messages and review them periodicaly,
you can be sure that you don't miss any legitimate mail. Thetask is cumbersome and usudly requires frequent
reviews, So you may not gain much over alowing suspect messagesinto users mail boxes.

Label spam and deliver it with some kind of spam tag. This option provides userswith flexibility in
determining their own tolerance for gpam versustheir sensitivity to missing real messages. Postfix doesn't
currently have abuilt-in mechaniam for labeling soam. Y ou can easly have Postfix work with an externd
content filter to handle the [abeling (see Chapter 14). If the content filter delivers tagged messagesto
individua users, they can configure their email software to dedl with it according to their own preferences.

When using an MTA for spam detection, the rgjection option is usualy best. If you want more flexibility, consider
using optionsthet filter spam a the MDA or MUA level. A combination of spam filtering is also agood dternative.
Y ou can configure Postfix to reject the obvious spam, alowing suspicious messages through to the next level where
another agent can perform the most appropriate action.

Podtfix redly excelsinitstoolsto help you identify spam clients and reject them. Rejecting messages with Postfix
requires fewer system resources than invoking externd filters after the message has been accepted. If you are
concerned about losing legitimate mail, there are till acouple of safety measures available that well 1ook at when
configuring Podtfix.
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11.6 Postfix Configuration

Therest of this chapter discusses the various types of UBE checks Postfix provides. It consdersfour different
categories of spam detection which are listed below.

Client-detection rules.

Four parameter rulesthat work with pieces of the client identity. Each ruleis assgned alist of one or more
regtrictions that can explicitly rgject or accept a message or take no position one way or the other (commonly
indicated as DUNNO). For example, you can configure arule that includes arestriction to regect aparticular client 1P
address.

Syntax-checking parameters.

Parametersthat check for strict adherence to the standards. Since spammers often don't follow the published

standards, you can reject messages that come from misconfigured or poorly implemented systems. Some of the client
restrictions aso fal under this category.

Content checks.

Y ou can check the headers and the body of each message for tell-tale regular expressions that indicate probable
spam.
Redtriction classes

Y ou can define complex client-detection ruleswith restriction classes. These dlow you to combine restrictionsinto
groupsto form new redtrictions.

When configuring Postfix to detect spam, you aso specify what to do with messagesidentified as spam. In generd,
Podtfix can rgject them outright, separate them into adifferent queue, or passthem aong to an externd filter.
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11.7 Client-Detection Rules

Postfix providesthe following rulesthat are assigned redtrictions based on client information:

amtpd _client_redtrictions

amtpd_helo_redtrictions

smtpd _sender_restrictions

smtpd_recipient_restrictions

smtpd_data redtrictions

Each one corresponds to a step of the SMTP transaction. At each step, the client provides a piece of information.
Using the client-supplied information, Postfix considers one or more restrictions that you assign to each rule. Figure
11-1 showsan SMTP conversation along with the client rule applied at each step. The header_checksand
body_checks are discussed later in the chapter.

Let'sreview the SMTP conversation to see where each of the parametersfitsin.

Figure 11-1. SM TP conver sation with client rules
Server: 220 smtp.example.com ESMTO Postfix I—SH?W_KMLJHMTWIF

Client: HELD mail.ora.com

Server: 250 smtp.example.,com " Smipd_helo_restrictians

Client: MAIL FROM::infofora.com:

Server: 250 0K — smfpd_sendler_restrictians

Client: RCPT TO:<kdent@example.com:

— pient_pestric Ko
Server: 250 OK smipd_recpient_fesiri

Client: DATA

Server: 354 End data with <[R:~<LF>.<ER5~:LF>_5W‘m‘mmm

Client: To: Kyle Dentckdent@example.coms  |— header_checks
From: <infolora . com:
Subject:sMIF Example

This is a -e-ssaﬁe body.
It continwes until a dot | body_checks
is typed on a line by itself. ==

11.7.1 The SMTP Conversation (Briefly)

The SMTP conversationin Figure 11-1 should be familiar to you from Chapter 2. Example 11-1 showsthelog
entries for the transaction. First, an SVITP client connects to Postfix over a socket. Because of the way sockets
function, Postfix learnsthe IP address of the client when it establishes the connection. Y ou don't seethe client IP
addressin thefigure, but it islogged by Postfix. Y ou camapgept or reject amessage based on the client hostname or
| P address, thus blocking specific hostnames or |P and network addresses.

My rvmimumnl ~ 11 1 CAATIMO ] ~ il vm
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11.8 Strict Syntax Parameters

There are two parameters configured in main.cf that require strict adherence to Internet email standards. Enable the
smtpd_helo_required parameter to require that SMTP clients sart the conversation with the HEL O/EHL O verb, as
described inthe SMTP RFC. By default Postfix is rather lenient with clients that do not follow the protocol exactly. If
you specify smtpd_helo_required = yes, and aclient skipsthis step, Postfix rejects the message. The RFC dso
specifies exactly how envel ope addresses should be formatted. Normally, Postfix accepts nearly any envelope
addressthat it can make sense of, but if you specify strict_rfc821 envelopes = yes, Podtfix rg ects messages from
clientsthat do not send correctly formatted addresses.

In actua practice, it's probably a good ideato require HEL O because most clients at least follow the basic steps of
the protocol. On the other hand, there are anumber of clients that don't get address formatting correct. Being too
grict here might lose legitimate messages.
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11.9 Content-Checking

Thelast chance you have to regject amessage from Postfix directly is by checking the contents of the message itsdif.
Pogtfix offers smple content checking through the parameters:

header _checks for message headers
mime_header_checks for MIME headers

nested_header_checks for attached message headers

body_checks for the body of a message

These checks are an dl-or-nothing feature with Postfix. Thereis no way to bypass checksfor certain senders or
recipients. For more sophisticated analys's, you should use a separate content filter specificaly designed to detect
spam. See Chapter 14 for more information on using filterswith Postfix.

Each parameter pointsto alookup table containing regular expression patterns and actions. The patternsare
compared to strings within email messages. If Podtfix finds a match, the specified action is executed. By default
regular expression checking is not case-sengtive. See Chapter 4 for information on using regular expressonswith
Postfix lookup tables.

11.9.1 Content Checking Configuration

By default mime_header_checks and nested _header_checks use the same lookup tables as header_checks. If you
want to distinguish checksfor each one, you can configure them separately; otherwise, configuring header_checks
causes mime_header_checks and nested header checksto use the same patterns as header _checks. When you
assign the checking parameters, indicate both the lookup table and which type of regular expression you are using

(see Chapter 4):
header _checks = regexp:/etc/postfix/header checks
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11.10 Customized Restriction Classes

Redtriction classes provide the last wrinkle in the Postfix anti-spam parameters. They adlow you to define a set of
restrictions that you can assign to the righthand side of an access table. They cannot be used in header and body
checks—only in accesstables. Restriction classes et you set up different restrictions for different clients, senders, and
recipients. Redtriction classes are apowerful tool that can provide greet flexibility in Postfix UBE restrictions. If you
require any sort of complicated rulesto block spam, it iswell worth your while to invest the time to understand
restriction classes.

Restriction classes are particularly useful when you need to create exceptions to your normal restrictions. To illustrate
with an example, let's create two classes of users. One group wants to receive all messages addressed to them
whether or not the messages are spam. The other group prefers particularly stringent checks againgt spam even at the
risk of loang some legitimate mail.

11.10.1 Sample Restriction Classes

WEell cdl the two classes "spamlover” and "spamhater.” Y ou must list dl of the restriction classes you plan to definein
the smtpd_redtriction_classes parameter:
sntpd restriction_classes = spam over, spanhater

Weve invented the names of the classes, but once listed with smtpd_restriction_classes, they can betreated like any
other retriction rule. Y ou can assign alist of regtrictions to be considered for the class. Once defined, the restriction
class can be used as an action in an access table. When Postfix encounters the class, it steps through the assigned
restrictions.

WEIl define " spamhater” with severa restrictions:
spamhater =
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11.11 Postfix Anti-Spam Example

Now that we've covered the many aspects of Postfix's anti-spam arsend, welll finish with an example configuration.
Requirements vary considerably from steto Site, so it'simpossible to make actua recommendations apart from the
congderations that have been discussed in this chapter. Example 11-2 can provide agtarting point, but you must
decide for yoursdf which redtrictionsfit your own circumstances.

Example 11-2. Samplerestrictionsto block UBE
sntpd restriction_classes =
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Chapter 12. SASL Authentication

The basc SMTP protocol does not provide a mechanism to authenticate users. Since email envelope addresses are
S0 easy to fake, you can't know who is sending mail to your server unlessyou have ardiable meansto authenticate
clients. To dlow mail relay privileges on your server, you need assurance that senders are who they clam to be, and
you cannot rely on the senders email addresses asidentification. In this chapter, we look at using the Smple
Authentication and Security Layer (SASL) asameansto control mail relaying and generdly to identify who is
using your mail server.

Y ou might want to provide accessto individuals using your mail server astheir SMTP server, or to other MTAsthat
relay through your system. Well dso look a configuring Postfix to provide its own credentid sto other MTAs that
may require authentication before permitting emall delivery or relaying. Chapter 4 discussesthe mall relay problemin
genera, and some other solutionsto consider.

Because you lock down your mail serversto prevent unauthorized relaying, some of your users might have trouble
sending email when they are not on your network. If you have usersthat travel with laptops, for example, they will
likely connect through anearby ISP and get an I P address from its dia-up pool. Or perhaps you have users that
work from home. In any case, whenever you don't know what users | P addresseswill be, SASL can provide the
meansto relidbly identify them.

RFC 2554, "SMTP Service Extenson for Authentication,” provides an extension to the basc SMTP protocol that
alows clientsto authenticate to an SMTP server using the SASL protocol. Well show how to usethe Cyrus SASL
librariesfrom Carnegie Melon to add SASL to Postfix. Y ou may optiondly aso want to add support for TLS (see
Chapter 13). TLS (formerly SSL) is most commonly used to encrypt conversations between web browsers and
sarvers, but works equdly well for mail servers and clients. Since some of the SASL password mechanisms transmit
passwords as plaintext, you can use TL S to make sure your passwords are not sent in the clear.

Adding SASL to Podtfix requiresthat you have the Cyrus libraries on your system and that your Postfix system be
compiled with them. Remote users must configure their email clientsto send alogin and password when they want to
relay mail through your system. Most modern emall clientsmake thisafairly easy configuration option.
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12.1 SASL Overview

SASL isagenera method to add or enhance authentication in client/server protocols. Its primary purposeisto
authenticate clientsto servers. When you configure SASL, you must decide on both an authentication mechanism,
for the exchange of authentication information (commonly referred to as user credentials), and an authentication
framework for how user information is stored. The SASL authentication mechanism governs the chalenges and
responses between the client and server and how they should be encoded for transmission. The authentication
framework refersto how the server itself stores and verifies password information. Figure 12-1 illustrates these two
processes. Once an authentication is successtul, the server knows the user'sidentity and can determine which
privileges the identified user should have. In the case of Pogtfix, it isthe privilegeto relay mail. You can dso
optiondly limit identified usersto using a particular sender addresswhen they relay mail.

Figure 12-1. SASL authentication framewor ks and mechanisms

SASL framework SASL mechanisms
Unix passwionds Plain
SSL0E feee] SMTP g P e w| S
Kerberos Digest
... elL...

12.1.1 Choosing an Authentication Mechanism

The client and server must agree on the authentication mechanism they'll use. (See the Cyrus documentation for
currently supported mechanisms,) Some of the more common mechanisms are listed below:

PLAIN

The PLAIN mechanism isthe smplest to use, but it does not include any encryption of authentication credentias.
Y ou may want to use TLS (see TLSinformation in Chapter 13) in conjunction with the PLAIN mechanism. Thelogin
and password are passed to the mail server as a base64 encoded string.

LOGIN

The LOGIN mechanismisnot an officidly registered or supported mechanism. Certain older email clientswere
developed using LOGIN astheir authentication mechanism. The SASL libraries support it in case you have to
support such clients. If you need it, you must specify support for it when you compile the libraries and Postfix. See
Appendix C if you are building your own Postfix. If you are using a packaged distribution and you need LOGIN
support, check the documentation with your distribution to make sureit includesit. If it is used, the authentication
exchange works the same asthe PLAIN mechanism.

OTP

OTPisan authentication mechanism usng one-time passwords (formerly SKey). The mechanism does not provide
for any encryption, but that may not be necessary since any captured password is good for only asingle session.
SMTP clients must be able to generate OTP authenticati o&%redenti as.

DIGEST-MD5
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12.2 Postfix and SASL

Before getting started with SASL, you should decide which framework and mechanism you will use because it affects
your ingtallation and configuration. In order to enable SASL authentication in Postfix, you must havethe Cyrus SASL
library and a copy of Postfix with SASL support compiled in. Some platforms have precompiled packages available
with support for SASL. If you want to use a precompiled Postfix package make sure that it specificaly includes
support for SASL and has the necessary SASL libraries. Furthermore, make sure that the SASL librarieswere
compiled with the options you need for your Situation. The relevant options are described throughout the rest of this
section.

Cyrus SASL library development is currently following two tracks: SASL and SASLv2. The SASL track isbeing
phased out in favor of SASLV2. In the future, you can expect Potfix to include support for SASLv2 only. This
chapter discusses SASLV2. Y ou must have the correct combination of versions of both Postfix and the SASL
libraries.

Y ou should be able to use the latest stable version of the SASLV2 track of the Cyrus libraries. Postfix support for
SASLV2 firgt appeared in the experimental release Version 1.1.7-20020331 and was included in the official release
2.0. It isvery important that you use aversion of Postfix that supports SASLv2 to follow the directionsin this
chapter. When the text mentions SASL, it refersto Verson 2 of thelibrary.
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12.3 Configuring Postfix for SASL

Before you get started, decide on the authenti cation mechanisms you plan to support and the authentication
framework you want SASL to use with Postfix.

12.3.1 Specifying a Framewor k

The SASL library uses a separate configuration file for each application it works with. Postfix uses afile named
smtpd.conf for SASL purposes. Thisfileisusudly located at /usr/local/lib/sasl 2/smtpd.conf. At aminimum,
smtpd.conf contains aline indicating the framework to use. We are going to look at specifying either Unix passwords
or separate SASL passwords for Postfix authentication. See the Cyrus documentation to see other options you might
includein smtpd.conf.

12.3.1.1 Unix passwor ds

Often, it'smost convenient for SASL to use the existing system database to authenticate users. Historicaly, this
meant using the /etc/passwd file. Today, it'smore likely that you use /etc/shadow, PAM, or some related
authentication database. Since these passwords are not available to unprivileged processes, and Postfix purposely
runswith limited privileges, it cannot normaly authenticate users.

The Cyruslibraries ded with the problem by providing a specia authentication server called sadauthd. It handles
requests on behalf of Potfix. The sadauthd daemon requires superuser privileges, however, Snceit runsasa
process distinct from Postfix and does not have to communicate outside of your network, the security impact is
minimized. If you are going to use Unix passwords with SASL, you must run the saslauthd daemon thet shipswith
the Cyrus distribution. Note that using Unix passwords with saslauthd limits you to plaintext passwords because the
daemon needs the actua passwordsto verify them. See Chapter 13 for using encryption between Podtfix and email
clients

To specify that you want Postfix to use the sadlauthd daemon for authentication, create the smtpd.conf withaline
likethefollowing:

pwcheck net hod: sasl aut hd

sadauthd comeswith the Cyrus SASL digtribution and should be ingtadled in a convenient location. The daemon
must be running in the background for Postfix to useit to authenticate clients. When you start saslauthd, you tdl it
what type of password system you are using with the -a option. The most common options are pam, shadow, or
getpwent (for the conventiona /etc/passwd). For example, to Sart the daemon on a system that uses PAM for
authenti cation, type the command:

# saslauthd -a pam

Conault the Cyrus documentation for other options when using saslauthd. Also, you probably want this daemon to
dart automaticaly at system initiaization so that it isaways available for your Postfix server. Y ou can add sadauthd
to your system'’s startup processes in the same way you add other daemons such as Postfix.

12.3.1.2 SASL passwords

If you don't want your mail server to use existing system accounts, you can creete a separate database of users and
passwords that isindependent of the system password méchbnism. Y ou can create accounts for email userswho
have mail access only and will not be ableto log into the hogt itself. Include the following linein your smtpd.conf file
pwcheck met hod: auxprop
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12.4 Testing Your Authentication Configuration

It's probably best to try authenticating to your SMTP server manudly before having your users attempt it with their
email clients. By connecting to your SMITP server and manualy authenticating, you can see exactly what response
you get, and you can immediady check your log file for any other important information.

The easiest way to connect to your SVITP server isto use a Telnet client and then start speaking SMTP to your
server. (Chapter 2 showsasample SMTP sesson.) The PLAIN mechanismisthe essiest to test, o if you have
disabled it, you may want to enableit just to confirm that authentication works. Y ou can disable it after you are
finished testing.

To authenticate using the PLAIN mechanism, you must send the command AUTH followed by your credentids
encoded using base64. Y our credentials are a combination of the authorization identity (identity to login as), followed
by anull character, followed by the authentication identity (identity whose password will be used), followed by anull
character, followed by the password. Usually, the authorization identity is the same as the authentication identity, and
well assume as much here. Using the credentids for the user kdent, you need to encode the string
'kdent\Okdent\ORumpel tiltskin'.

Thetricky part isto encode your credentialsin base64 without including a carriage return character. If your system
has the mmencode and printf commands, it should be smple. The printf command prints formatted strings, and
does not automaticaly include alinefeed like the more common echo command. The mmencode command Smply
converts stringsinto various MIME formats and uses base64 by default, which is exactly what we need.

Y ou can get the encoded string you need by executing the following:
$ printf 'kdent\Okdent\ORunpel stiltskin' nmencod
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12.5 SM TP Client Authentication

Y ou may want your Postfix server to relay through other serversthat require SVITP authentication. In addition to
requiring passwords on your own server, you can configure Postfix to provide login names and passwords when
relaying mail through other SMTP servers.,

Y ou haveto provide Pogtfix with a password file that contains the credentiasit should use when authenticating to
other servers. Entriesin the password file contain adomain or hostname, username, and password in the form:
domain username: password. For the domain or hosthame, Postfix first checksfor the destination domain from the
recipient address. If it doesn't find the domain, it then checksfor the hostnameit is connecting to. This allows Postfix
to work easly with stesthat have multiple MX hosts that share the same user database. Use

smtp_sad_password _maps parameter to specify where your password fileis.

Thecdlient smtp_sad_security _options parameter works just like server smtpd _sad_security _options (discussed
earlier in the chapter) for the SMTP servers. If you don't specify any options, the default dlows dl available
mechaniamsinduding plaintext but not anonymous|ogins.

12.5.1 Procedureto Enable SM TP Client Authentication

Usethefollowing stepsto configure Postfix to provide alogin and password when relaying mail. In thisexample,
you'll set up two different passwordsfor Postfix to authenticate when relaying through any server for the domain
ora.com and through ahost called mal.podtfix.org:

1.

Create afile caled /etc/postfix/sad_passwd with entriesfor each hogt, login, and password combination
you need. Y our file should resemble the following:

ora.com kdent : Runpel stiltskin
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Chapter 13. Transport Layer Security

Transport Layer Security, or TLS (formerly known as SSL), enhances TCP communications by adding encryption
for privacy and message integrity. RFC 3207 defines an extension to SMTP known as STARTTLS. Its primary
purpose isto provide privacy in peer-to-peer communications. It can aso give you assurances that your mail is not
being delivered to arogue system posing as the server you think you're sending mail to. Another useful gpplicationis
in combination with SASL, to protect plaintext passwords that would otherwise be sent in the clear.

One nice benefit of TLSisthat you can obtain the privacy and assurances of reliable server identification without a
previous arrangement between systems. Strong authentication isaso possible if your users email clients support it.
By using dient certificates, which are cryptographicaly sgned identifiers (see sdebar), your mail server can be sure
that connecting clients are indeed who they claim to be. Y ou can use client certificatesin place of or in conjunction
with SASL authentication discussed in Chapter 12. Thereisadministrative overhead in managing client certificates
and assigting usersin configuring their email dientsto use them, whileusing TLS just to encrypt authentication
credentidsisfairly easy to set up.

It isimportant to note, however, that TLSis not meant to protect the contents of email messages. When you encrypt
the transmission between a client and server, everything (including the message) is encrypted. However, TLS
protects only the transmission between the two systems. After the server receives amessage, it is probably stored as
plaintext. Y ou can't be sureif the message will be encrypted or not when the server forwardsit to the next
degtination, or when thefina recipient downloads the message to read it. Unless you can control and encrypt the path
al the way from the originating client to the ultimate recipient of the message, it will most likely passinthe clear a
some point on itsway to delivery. To achieve end-to-end privacy you need a client solution such as PGP or
SMIME.
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13.1 Postfixand TLS

Support for TLSin Podtfix is provided by aset of patcheswritten by Lutz Janicke. Y ou can follow thelink for
Add-on Software from the Postfix home page to download the patches. (See Appendix C for information on building
Pogtfix with the TLS patches.) If you are using a prebuilt Postfix package for your platform, make surethat it hasthe
TLS patchesbuilt in.

In addition to compiling Postfix to support TLS, you must also create and configure TLS certificates. Y ou need both
aprivate key and apublic key. The public key isasigned certificate identifying your server. It isvaidated and
digitdly Sgned by a certificate authority (CA), which atests that your certificate does, in fact, identify your system
(see ddebar in TLS Certificates Brief Overview). In addition to your own certificates, you must also have the public
key of the CA that signed your certificate.

Y ou can register with any of the many CAsto obtain asigned certificate, or you can act as your own CA. The clients
connecting to your TL S-enabled server must recognize and acknowledge the CA you use and agree to accept it as
an authority to attest to your identity. Generaly, itisafarly smple configuration option in email clientsto accept a
certificate and have the CA public key added toitslist of trusted authoritiesif it isn't listed already.

TLS Certificates Brief Overview

TLSuses public-key cryptography to allow aclient and a server to communicate privately. It also
provides assurance that no one has tampered with transmitted information and that the information is not
forged because the protocol alowsfor both the client and server to authenticate each other. Always
keep in mind, however, that the benefits of TLS arelimited to just the end pointsof agiven TLS
connection. What happens to any data before or after it passes between the client and server is not
protected by TLS.

Public-key cryptography uses apair of complementary keys. One can be widdly distributed and the
other is a secret key. Data encrypted with one key can be decrypted with the other key and vice versa
Others can send you data encrypted with your public key that only you can decrypt with your private
one. In most implementations, the private key can be used to create a digitd signature of ablock of
data. The public key can then be used to verify that a particular private key created agiven signature.

Moreover, your public key is associated with an identifier, referred to asits common name (often the
hostname of your server). Others can be sure your server iswhat it claimsto be by comparing the
common name associated with its public key againgt its DNS hosthame or aname supplied during
connection handshaking. In general, you want everyone to have your public key, but your private key
must be guarded at dl costs.

Public keysare digitaly sgned by CAsto create certificates. CAs are usudly third-party organizations
that are trusted by both sides of the exchange. In theory, the CA'sdigital Signatureindicatesthat it has
verified the identity of the public-key holder and attests th@This public key belongsto this server. Chapter
13 A public key validated by a CA is often referred to as a Signed certificate. Y our trust in acertificate
should extend only asfar asyour faith in the CA that sgned it. The only assurance that existswith
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13.2 TLS Certificates

The TLS patchesfor Postfix were written using the OpenSSL libraries. Thelibraries come with command-line tools
for managing certificates, which you will need to generate certificates. For Postfix purposes, al of your certificates
must bein the PEM format, which is base64 encoded datawith some additiona header lines. The default output for
the OpenSSL toolsis PEM, so you won't have to convert any certificates you generate to use with Pogtfix. By
default, the OpenSSL tools areingtalled below /usr/local/sd . The opensd command isthe utility you'll use most
often in managing your certificates.

13.2.1 Becoming a CA

Y our server certificates have to be signed by a CA. Y ou can easily set yourself up asa CA to sign your own
certificates. The OpenSSL distribution includes a script to configure yourself asa CA. From the SSL home directory,
typethefollowing:

# msc/CA pl -newca

Answer al of the prompts as requested. This setsup al of the necessary CA files below ./demoCA. Later, when you
issue the command to sign a certificate, the openss command will refer to these root certificates.

13.2.2 Generating Server Certificates

Y ou can usethe openss command to generate the public and private keysfor your server. From the public key, you
create a certificate Sgning request (CSR) to send to aCA for vaidation. Once signed, your public certificate can be
widely distributed, but your private keys must be carefully guarded. In fact, many applications store encrypted private
keys and require a pass phrase to access them. Y ou cannot use encrypted keys with Postfix, however, because
different components need read accessto the keys asthey are started by the master daemon.

The OpenSSL digtribution includes scripts to help you generate keys and certificate-signing requests, but the scripts
encrypt the keys by default. Since you want to leave the keys unencrypted, it's just as easy to use the opensd
command directly. Execute the following command to create a public and private key to be used with Potfix:

$ openssl req -new -nodes -keyout nailkey. pem\
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Chapter 14. Content Filtering

A content filter isautility that scansthe headers and body of an email message, and usualy takes some action based
onwhat it finds. The most common examples are anti-virus and anti-gpam programs. Viruses are commonly spread
within the contents of email messages, and if you cannot detect spam based on the connecting client or envelope
information, you might have better luck by ingpecting the actua contents of amessage. Filters might change
messages, redirect them, respond to them, or tag them for later processing by another toal.

In this chapter welll ook at content filtering at your mail server, dthough that may not aways be your best option for
filtering. MTA filtering is gppropriate for filtering that should occur with al or nearly al messages. If you need filtering
that is configurable by user, the M TA is not the best choice for it. Other types of filtering to consider are:

Mail delivery agent (MDA)

Configurable MDAs such as procmail or sieve dlow usersto manage their own delivery configuration files.
Generdly, MDAs expect your usersto edit their own configuration files on the mail server system. If they don't have
system accounts, you must provide another means for them to configure their filtering, such asthrough aweb-based
goplication.

Mail user agent (MUA)

Y ou might also consder alowing your usersto take advantage of filtering capabilitieswithin their email clients. If their
client packages support filtering, thisis an excellent way to provide per-user filtering for virtua usersthat don't have
system accounts on your mail server. It has the added advantage of moving processor- and memory-intensive
scanning from the server out to multiple clients.

Postfix body and header checks

Pogtfix body and header checks can provide limited filtering. They cannot be configured by the user, but they are
probably the smplest to implement. See Chapter 11 for information about setting them up.

A combination of MTA and MUA filters might make anice compromise. The MTA filter can tag messageswith a
valueto be read by users MUA filters. Users can then configure their own filters to accept, reject, or categorize
messages based on the tagged vaue.

An anti-virusfilter isan excellent choice for MTA filtering. Y ou can maintain it centrally and block viruses before they
even enter your network. Actionsthat should occur for every message that enters your system are best handled by
theMTA.

Postfix body and header checks, while powerful, can consider only oneline of amessage at atime, and they're
always applied to al messages. They don't offer aconverfidrk way to set up complex options for rejecting or
redirecting messages. Anything more than smplefiltering should probably not be handled within agenerd MTA like
Podtfix.
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14.1 Command-Based Filtering

The smplest way to set up content filtering isto use a program that runs as acommand and accepts the contents of a
message on its standard input. Postfix delivers messagesto your filter command viathe pipe mailer. Y our filter
command performsits checking and then gives the filtered message back to Postfix using the Postfix sendmail
command.

For thisdiscusson, well assume that the filter command operates on mail that comesin through the SMTP daemon
but not on mail that isddivered locdly (using the sendmail command), so that your filter can use sendmail to give
the message back to Postfix without looping. Figure 14-1 illustrates the path messages follow once you put your filter
in place. Rather than passing the message to adelivery agent, the queue manager invokesthefilter.

Figure 14-1. Mail-filtering command
Postiiy
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SEFver

filier
corrmand

.........

Y our filter program must be able to accept the message on its standard input and then deliver it to the Postfix
sendmail command. If you have afiltering program that doesn't handle input and output in thisway it should be easy
enough to create a shell script wrapper to deal with those details. In the Postfix distribution, the FILTER_ README
file contains an example of such ascript.

14.1.1 Configuration

When you configure Postfix to use your filter program, you must specify auser that the program runs as. Y ou should
create a pseudoaccount whose sole purpose isto run the filter.

Let's set up an example configuration and assume that you have afilter program named simple filt stored at
lusr/local/bin and that you have crested a pseudouser called filter to run it. Edit your master.cf fileto add an entry
for your filter:

filter uni x - n n - - pi pe
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14.2 Daemon-Based Filtering

Daemon-based filtering offers a more advanced architecture over the command-based method with lower cost in I/O
and CPU usage. It can provide better error handling than is possible with the command method. If implemented asa
resident process, the startup overhead per message is diminated. A daemon-based content filter can pass email
messages back and forth with Postfix using the standard SMTP or LMTP protocol. Such afilter canrunasa
standalone daemon or it can be started by Postfix if configured to do so in master .cf.

In this configuration, we want the content filter to handle all messages, whether ddlivered localy (via sendmail) or to
the smtpd daemon. Y ou have to configure Postfix in master.cf to use a specid smtp client component to deliver the
messages to your filter and an additional smtpd daemon to receive messages back from your filter. Figure 14-2
illugtrates how a filtered message travel s through Postfix to your content filter and back into Podtfix for delivery. In
thisdiagram, thefilter receives mail vialocahost port 10025 from the additional smtp client and submitsit back to
Podtfix vialocahost port 10026 to the additional smtpd server component.

Figure 14-2. Mail-filtering daemon
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If the filter wantsto reject amessage, it should reply with an SMTP code of 550 aong with the reason for the
reglection. Otherwisg, it should accept the message and perform its operations before passing it back to Postfix. If
your filter rgjects amessage, Postfix bouncesit back to the sender address with the message your filter provides.

14.2.1 Configuration
For the purposes of thisdiscussion, I'll assume that you are running a standal one content filter daemon that listensfor

incoming messages using SMTP. After processing, it sends the message back to Postfix usng SMTP. The basic
sepsto configure this setup are:

1.

Create a pseudoaccount for your filter.
2.

Ingtal and configure your content filter.
3.

Ediit master.cf to add two additional Postfix compfhents.
4.



[TeamLiB] [ rrevious L |

146



[ TeamLiB]

14.3 Other Considerations

Y ou can run multiple content filters, if necessary, by chaining them. If, for example, you have both an anti-virus and
an anti-gpam content filter, smply configure the first one to ddliver to the next one rather than immediately back to
Postfix. The Pogtfix configuration doesn't have to change from what's presented here. Only the find filter ddiversthe
message back to Postfix.

Be aware of any email address rewriting that occurs before your filter receives amessage. When thefilter resubmitsa
message, if the rewritten addressisn't in one of the recipient maps, Postfix will rgject it. Y ou may have to turn off
address rewriting in your norma SMTP server and configure it instead in your SMTP server that accepts messages
back from your filter.

Some filters recommend that you configure them to accept mail in front of your norma MTA, and then they passthe
messages on to your MTA after processing. Y ou probably do not want to do this. Postfix is specificaly designed to
accept messages over an unfriendly network. A content filter is specifically designed to dedl with processing the
contents of messages and probably isn't optimized for dealing with the load and potentia hazards of accepting
connections from the outside. Likewise some filterswant to handlethe find delivery of messages without re-injecting
them into Postfix. Again, Postfix offersalot of flexibility and security in degling with thefina disposition of messages
that you might lose by delegating the ddlivery to another package.
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Chapter 15. External Databases

Postfix map files provide an easy and efficient mechanism for the many lookup operations needed when handling
emall. In some Stuations, however, it can be more convenient to have the information in a database separate from
Postfix. A database can provide a central repository available to many system or network servicesthat need similar
information, such as account names and passwords. A database can be ussful when redundant systems running
Pogtfix need to share the same configuration information. A central database might aso be more convenient when
you have multiple people who need access to edit information.

Databases can also dow Podtfix performance compared to normd index files. In generd, if you don't have a definite
need for a database, you're better off with the standard Postfix maps. In many cases you can get the best of both
options by storing information in a database and running regular scripts that update your Postfix filesfrom the centrd
datarepository. But if your environment requires instant access to revised data, an external database configuration
may be your only option.

In this chapter, well look at configuring Postfix to work with MySQL and LDAP. (Postfix also has support for
PostgreSQL asof Version 2.1.) In either case, Postfix must be compiled with additiond librariesto support the
mysgl and Idap map types. If you are using a prebuilt package, make sure that it has support for the type of database
you planto use. If you built your own Postfix, see Chapter 15 for information on compiling with the additional
libraries.

Y ou can easily check if your Postfix ingtdlation contains support for LDAP and MySQL with the postconf -m
commeand:

$ postconf -m
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15.1 MySQL

MySQL isan open source relationa database system that uses Structured Query Language (SQL) for querying and
managing itsdata. Y ou don't have to know SQL to use Postfix with MySQL, but it will help to understand how they
interact. Normally, you would use MySQL because you aready have a database of information about each user such
asafull name, account name, phone numbers, etc. Y ou have to make sure your database includes the information
you need to accomplish a particular task with Postfix. A common useisto map an email diasto theloca account
name. For thisto work there must be one database column containing email diases and another with local account
names. Postfix can query your database with the recipient address of an email message asthe key to look up the
vaue of the local account for delivery. Any of the Postfix lookup table parameters can work with MySQL queries.

Y ou just have to figure out which columns contain the information you need.

15.1.1 MySQL Configuration

MySQL maps are specified like any other map in Postfix. Y ou specify the map type and the file containing the
mappings. In the case of MySQL, however, the file you specify is not the lookup map itself, but rather afile that
contains configuration information that specifies how to get the desired value from your database:

alias_maps = nysql:/etc/postfix/nysqgl-aliases.cf

Thefile mysgl-aliases.cf contains configuration information that specifies how to get the information from MySQL.
The parametersfor thisfile are explained below.

15.1.1.1 MySQL parameters

MySQL parameters provide the information necessary for Postfix to connect to your database server and construct
an SQL statement to look up the datait needs. These parameters are placed in aMySQL map configuration file that
functions like a Postfix configuration file with blanks and commentsignored. Comments are marked by a# asthefirst
character of aline. Y ou can have as many MySQL configuration files as needed in place of normal Postfix |ookup
files. All of the MySQL parameters presented here are required except for additional_conditions.

Figure 15-1 shows an SQL statement that Postfix creates using the parameters described.

Figure 15-1. Sample SQL statement

selec_fialid tatie

setect [T rron [

WHERE | | = ['kdent ||

wheve_field  <key sugpited by Postfiv = aaabtional_conditians

hosts

List of hostnames or P addresseswhere aMySQL server isrunning. Y ou can aso indicate a Unix domain socket by
preceding a path to a socket with unix:. Y ou should list more than one host or socket only if you have multiple
redundant database servers. Each host istried in the order listed until asuccessful query can be made. For example:
hosts = uni x:/tnmp/ nysql . sock, db.exanple. cd@0 192. 168. 150. 15

user
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15.2 LDAP

LDAP isaprotocol that provides accessto directories of information. LDAP directories are composed of entries
that are organized into hierarchies. Y ou have to understand how LDAP works and how your own directory is
organized to use it with Postfix. Many networks are starting to make use of LDAP for user information, which makes
it anice way for Postfix to determine what users and addressesit should accept mail for. If your organization uses an
LDAP directory, you can query your existing information for your Postfix configuration.

15.2.1 LDAP Configuration

LDAP maps are specified with the Idap map type and can be listed aong with any other maps for agiven parameter.
Unlike MySQL, LDAP parametersare dl listed in main.cf. Y ou haveto invent aname for the particular LDAP
configuration you are creating and specify it with the ldap map type. If you cal your LDAP configuration |dapaliases,
for example, sat your dliasmapslikethis:

alias_maps = | dap: | dapali ases

The LDAP parametersfor this configuration al start with the name you invented followed by the name of the
parameter. Thus, the LDAP server isidentified by the parameter name_server_hogt, so for the example above, the
parameter iscaled Idapdiases server_host:

| dapal i ases_server _host = | dap. exanpl e. com

Theimportant LDAP parameters are defined below. The completelist isavailableinthe LDAP_README filethat
comeswith the Postfix distribution:

name_search_base

The base DN from which to start the search. Y ou have to know the naming context for your directory so that you
can specify the common container for your entries. Often it istheroot of the directory. Example:

|dapaliases search base = dc=example, dc=com

name_scope

The scope of the search. There are three possible options for the scope: sub, base, and one. Y our directory
hierarchy determines which vaue you need. The base option israrely useful. With sub the entire tree under the base
Is searched, and with one only direct child nodes are searched. The _scope parameter defaultsto sub if you don't
specify another value. Example: |dapaliases scope=one

name_query filter

The attributes and val ues that should form your search filter. The variable %s can be used as a placeholder for the
current recipient email address. Example: Idapdiases query filter = (mail Type=forward)

name_result_attribute

The attribute containing the value you want returned for thislookup. Y ou can list multiple attributesin order of
preference. Example: Idapaiases result_attribute = emai I,1 r5f8822M allbox.

15.2.2 LDAP Example
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Appendix A. Configuration Parameters

Thisappendix contains an dphabetica listing of parameters normally configured in the Postfix main.cf file. The brief
descriptions are only meant to give you an idea of the purpose of the parameter. All of the parameters are fully
documented in the sample configuration files and manpages that come with the Postfix distribution. This quick
reference can point you in theright direction, but you will have to consult the body of this book or the online
documentation to understand how each parameter works.

All of the parameters are listed with atype of value that should be assgned to it. Most of the val ue types are obvious.
Those that require some explanation are described here:

Explicit list

The parameter requires one or more items from a specific list of possible values. See the online documentation for a
particular parameter to see what the possible values are.

Lookup tables

When a parameter points to lookup tables, the tables are specified with their map type and the table name separated
by acolon:
transport_map = hash:/etc/postfix/transport

Pathname
The complete path to afile.
Template
Some parameter val ues are specified as strings that contain macros:
snt pd_banner = $nyhost nane ESMIP $nwmi | _nane
The macros are expanded into their values a the time the parameter is used. See the online documentation to find out
what macros are alowed for aparticular template parameter.
Time units
Many parameters are specified as an amount of time:
gueue_run_del ay = 1000s
They are assgned avaue and atime unit abbreviation. Time unit abbreviationsarelised in Table A-1. If you leave

off thetime unit, each time parameter has a default unit tHbd assumes for the value specified. Y ou can check the
online documentation to see what the default unit isfor aparticular parameter.
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A.l1 Postfix Parameter Reference

bounce_notice_recipient

"2bounce’ isone of several possible error classes. Each class of error can optionaly generate an error notice.
2bounce _notice _recipient designates the recipient address for " 2bounce” error notices.

Possible values:

email address

Default:

postmaster

Example:
2bounce_noti ce_recipi ent = postnmaster

access map _reject_code

SMTP response code sent when arequest is rejected because of an access map restriction.

Possible values:

reply code

Default:

554

Example:
access_map_reject _code = 554

alias_maps

List of dias databases used by the loca ddivery agent.

Possible values:

diasmaps

Default: hash:/etc/aliases, nis 159
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Appendix B. Postfix Commands

Postfix command-linetools are listed below. Each oneisfully documented in a manpage that comes with the Postfix
distribution. This appendix is meant to give you an idea of what each command isused for. Y ou should refer to the
manpages for complete information about each of the commands:

postdias

Creates or queries dlias databases.

postcat

Prints the contents of queuefiles, allowing administratorsto display the text of a messagein the queue.
postconf

Digplays or changes Postfix parameters. Can display one parameter a atime, or the entirelist of parameters.
postdrop

Injects amessage into the maildrop directory for ddlivery by Postfix.

posifix

Starts and stops the Postfix system. Can aso be used for other Postfix maintenance, such as checking the
configuration and flushing the queue.

postkick

Sends arequest to a particular Postfix service. Meant to provide away for shell scriptsto communicate with Postfix
services,

postiock

Locks a specified file for exclusve access. Provides ameansfor shell scriptsto use Postfix-compatible locking.

162
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Appendix C. Compiling and Installing Postfix

The generd stepsto build Postfix from the source files are to obtain the software bundle, uncompressit, compileit,
andingal it. Thetoolsyou need are common on nearly dl distributions of Unix: gzp, tar, make, and aC compiler.

Pogtfix generdly expects the GNU gec compiler, but you can aso build it with your platform's native compiler, as
long asit supports ANSI C.
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C.1 Obtaining Postfix

The officid Pogtfix web ste (http:/Amww.postfix.org/) has adownload link that displays alist of mirrorsfrom which
you can get the software. Y ou should select the mirror that is closest to you. Get the package you want by sdlecting
the " Source code" link under either the Officia or Experimental release (see Chapter 1). The examples here assume
that you have downloaded afile caled postfix-2.0.10.tar.gz. If thefile you download is different, change the
filename accordingly in the commandsin the examples.
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C.2 Postfix Compiling Primer

Before we move on to the specifics of building Postfix, let'stake alook at some of the basics when compiling C code.

The optionsfor aparticular build are usudly contained within adescription file normaly called Makefile. The make
utility usesthe Makefile to determine prerequisites, dependencies, and options to use when building a package.
Usng thisinformation, make callsacompiler to create object files, and then alinker (usudly called 1d) to link them
together into executables.

Since the Pogtfix digtribution createsits own Makefile, you don't have to worry about editing that (and you shouldn't
edit it, snce any changes you make would likely get overwritten later). Optionsthat Postfix needsin its Makefile are
defined in environment variables such as CCARGS. The INSTALL file that comeswith the Postfix distribution
discusses dl of the available options. Well 1ook at some of the more common ones here.

The following environment variables are available to set compile-time options. Y ou should use quotes around the
vauesto retain spaces or other shell metacharacters.

AUXLIBS

Tellsthe linker whereto look for additiond librariesthat are not in the standard locations. For example, if you build
support for an add-on package, you may have to indicate where the libraries are for that package.

CC

Specifiesaparticular compiler to use. If you want to use acompiler other than the one Postfix selects, set this
variableto your compiler. Postfix normally uses gec except on platforms where the native compiler is known to work
better. Y ou can check the makedefs file to see which compiler Postfix uses by default on your system.

CCARGS

Provides additional argumentsto the compiler. If your compiler allows specia options or your supporting files are not
located in default directories, indicate those options with this variable.

DEBUG

The DEBUG parameter specifies debugging levelsfor the compiler to use when building the Postfix binaries. Turning
on debugging produces extrainformation that adebugger can use. Y ou can aso turn off debugging features
completely to build Podtfix for a production system.
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C.3 Building Postfix

The source file that you download isin a compressed, tar archive and must be uncompressed using the gzip
command. In the same directory as the downloaded bundle, type the following:
$ gzip -d postfix-2.0.10.tar.gz

This uncompresses the file and produces atar file without the .gz extenson. Next, untar thefile:
$ tar -xf postfix-2.0.10.tar

This creates adirectory called postfix-2.0.10 below the current directory. Set that directory asyour current
directory for the rest of the compilation:
$ cd postfix-2.0.10

If you accept al of the default parametersfor building Postfix, compiling isas Smple as executing make inthe
top-leve directory of the distribution:
$ make

Executing make creates a Makefile for your particular platform, which isin turn used to compile Postfix for your
system. If you don't need any changes to the default build, you can skip ahead to the Section C.4 section.

C.3.1 Customizing Your Build

Thefile makedefs contains platform-specific information that Postfix uses when configuring the package for your
system. If you are curious, you can look at the file to see which parameters Postfix usesfor your platform. It identifies
your environment and crestes the macros and definitions that are used in the Makefile for building Postfix on your
system. The resultant Makefile isinvoked by the make command which in turn calls your compiler and linker to build
the Pogtfix system. When you type make as above, dl of this happens automatically, so you don't normally need to
worry about thisfile.

If you want to change any of the parameters for your environment, you can execute the build in two steps. The
command make makefiles creates a new Makefile based on parametersthat you specify on the command line. To
st specific parameters, smply define variables on the command line. For example, you can use adifferent compiler
from the default that Postfix choosesfor your environment. The following example works on an HP-UX system to be
surethat make finds the correct compiler:

$ make makefiles CC="/opt/ansic/bin/cc -Ae"

Y ou would, of course, specify the path to your own compiler plus any necessary options. If you need to specify an
additiond directory for header files on your system, define CCARGS to include your directory:
$ make nmakefiles CCARGS="-I| /usr/local/include/"

And, of course, you can combine options:
$ make makefiles CC="/opt/ansic/bin/cc -Ae" CCARGS="-1 /usr/local/include"

C.3.2 Modifying Postfix Defaults

Pogtfix providesalot of flexibility through its configuration files. Nearly dl of Postfix's runtime parameters, including
the various directoriesit uses, can be set in its configuration file except, of course, the location of the configuration file
itself. Y ou can change the location by defining DEF_CONFG_DIR within the CCARGS varigble:

$ make makefiles CCARGS='—DDEF_CCNFIG_DIR:Hﬁkysr/local/etc/postfix\"

The single and double quotation marks and backd ashes are important since the value for DEF_CONFIG_DIR
chniild it f be alinted A ftar comnilation PacHiy lonlkee for ite main of eonficn iration file in the directon 7
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C.4 Installation

After you have successfully compiled Postfix, you are ready to ingtdl it. Y ou will have to be the root user in order to
perform the ingtalation steps.

Y ou heed to create a dedicated account that will own the Postfix queue and most of its processes. The account
should not permit logins and does not need ashell or ahome directory. Use your norma adminigtrative toolsto
creste an account. Y ou can st the password to * and its home directory and shell to invalid paths (something like
/bin/false or /dev/null). By convention the username should be podtfix. The entry in /etc/passwd should resemble the
following:

postfix:*:1001: 1001: postfi x:/ no/ where:/bin/fal se

Y ou must also create a dedicated group that is not used by any user account, including the postfix account you just
created. By convention the group nameis postdrop. On most systems you creste groups be editing the /etc/group.
Add alinelikethefollowing:

post drop: *: 1007:

Remember that Postfix isareplacement for Sendmail, and in order to maintain compatibility it ingtalsitsown
sendmail binary in place of your existing one. Y ou may want to rename the existing one to save it from being
overwritten. Depending on your platform your existing sendmail iscommonly in /usr/shin/sendmail or
fusr/lib/sendmail . Y ou should be able to determine the exact location of your sendmail by executing:

# wherei s sendnai |

Thismay list anumber of files. Y ou are looking for the binary that has no extension. Once you have found it, rename
it to moveit out of the way:
# mv /usr/sbin/sendmail /usr/sbin/sendnail.orig

Y ou will also want to rename two other filesthat will be replaced by Postfix: mailq and newaliases. These are
commonly found inthe /usr/bin directory, but you can use the whereis command to locate them if necessary. These
commands might be symbalic links on your systems.

# mv /usr/bin/mailqg /usr/bin/mailq.orig
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C.5 Compiling Add-on Packages

This section waks through building Postfix with various add-on packages that are mentioned in the book. Before
recompiling Postfix with any additional packages, it isimportant to first clean up from any previous builds. Execute
thefallowing:

$ make tidy

Now you'll be starting with a clean source tree for your new builds. Each of the examples below takes you through
creating anew Makefile. Once you've accomplished that, Smply type:
$ make

to rebuild Podtfix. If your new build is successful, you can upgrade your currently installed Postfix:

# make upgrade

If you hadn't previoudy ingtaled Podtfix, use make install instead.

C.5.1 Cyrus SASL

See Chapter 12 for information on Cyrus SASL and Postfix. Y ou can download the source for the Cyrus SASL
libraries from the Carnegie Mdlon web ste at http://asg.web.cmu.edu/sad/sad-library.html . Note that this book
assumesthat you are working with SASL Version 2.x libraries. Follow theingtructions for building the Cyrus SASL 2
libraries. Thereisaso a SAS._ README filethat comeswith the Postfix distribution.

Oneissue when compiling Cyrus SASL that affects Postfix iswhether or not to include support for certain Microsoft
clientsthat authenticate using anonstandard mechanism. The slandard plain-text authentication mechanismis
identified as PLAIN, but these clients use LOGIN. If you need to support such clients, be sure that the librariesare
built with the workaround enabled using the --enable-login option when you run configure.

When you ingdl the libraries, be sure to note their location. This example assumesthat they areingaledin
/usr/local/lib and that the header files are located below /usr/local/include. If you are using different locations,
adjust the examples accordingly.

To build Postfix with SASL support, you must definethe USE_ SASL._ AUTH macro and specify the directoriesfor
thelibraries and header files. Y ou must dso link againgt the libsad 2.50 library file. Run make tidy if necessary. Build
your Makefile with the following options:

$ make makefil es CCARGS='-DUSE_SASL_AUTH -I/usr/l ocal /include/sasl' \
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C.6 Common Problems

If you run into problems, check the various README filesfor information about your build. Frequently, they contain
informeation about problemsyou might runinto. Certainly, if thereisa README file specific to your platform, be sure
to read it. Some possible problems are mentioned below. Exact messages vary depending on your platform and
compiler, so thefollowing are generad errors Smilar to what you might see when building Postfix.

C.6.1 Compile Time

No such file or directory

Make sure that the path to your compiler is correct. If you specified acompiler by setting CC when building your
Makefile (for example, make makefiles CC="/path"), double-check the path you typed. If the path to your compiler
came from the Postfix makedefs file, you might need to overrideit with:

$ nake makefiles CC="/path/to/your/conpiler"

Another possibility isto have Podtfix cal your compiler without apath, assuming its directory isin your environment
peth:

$ make nmekefil es CC="cc"

Could not open sourcefile

Make sure that the path to your includefilesis correct. Theincludefilesare normaly stored in /usr/include. If your
system uses adifferent path for some reason, you will have to specify it with the -I option setin CCARGS:
$ make makefiles CCARGS="-1/path/to/include"

If you already specified a path with -1 double-check your typing.

Unresolved (or undefined) symbol

Make sure that the library paths you specified with the -L option are correct and that you have specified the libraries
themsalves correctly with the -l option.

Warnings from header files

If you see errors associated with aheader file like mail _conf.h, you may not be using an ANSI C compiler. Nearly
al platforms ship with acompiler that is used to reconfigure the kerndl, but they do not dll includean ANSI C
compiler that you can use for development. Y ou may have to contact your vendor to get an ANSI C compiler if you
want to build Postfix. Also, the GNU gec compiler works on nearly dl platforms and is available as open source
software. If you are using the compiler for HP-UX, you must use the -Ae flag to compilein ANSI mode. Includeitin
your CCARGSvaiable:

$ make nmkefil es CCARGS="- Ae"

Don't know how to
175

Y ou have probably lost your Makefile or never had one. Y ou can easily create your Makefile by executing the
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C.7 Wrapping ThingsUp

Y ou can mix and match any of the options or add on libraries described in this appendix to build Postfix for your
environment. If your command linefor building the Postfix Makefile is getting alittle complicated, you should
probably create asmple shell script that invokes the options and additiond libraries you need. Creating abuild script
has the added advantage of documenting the options you used when you last built Postfix. Fed freeto include plenty
of commentsto yourself to explain the reasons you are including an option or not, and how you came to that
decison. Thefollowing isan example of ashdl script you might use, dthough you will certainly need to customizeit
for your own environment. Thisexampleincludesal of the add-on librariesweve discussed. Y ou should exclude the
onesyou don't need:

#
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Appendix D. Freguently Asked Questions

| can't seem to recelve messages. What does this error mean: " <test@example.com>: mail for example.com loops
back to mysdlf*?

Podtfix reports this error when a DNS reply points to your mail server, but Postfix has not been configured to accept
mail for the domain. Postfix accepts mail for domainslisted in mydegtination, relay_domains,
virtud_mailbox_domains, virtua _dias domains, and domainsthat resolveto IP addresseslised iningt_interfaces
and proxy_interfaces. Y our domain must be listed in one of these parameters.

When | make changesto configuration files or lookup tables, do | have to reload Postfix?

It depends on the type of file you are changing. Changesin filesthat Postfix readsinto memory at startup requirea
reload. Examples of such filesare main.cf, master.cf, and any lookup table using regular expressons. DB or DBM
filesare not read into memory and don't require rel oading Postfix when they are changed.

Isthere somekind of "include’ directivefor main.cf?

No. Most administrators with complex configurations creste a Makefile that will cat the necessary filestogether. If
you have other regular adminigtrative tasks, add them to your Makefile too. Y our Makefile should have an entry that
looks something likethis:

main.cf: filel file2 file3
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Colophon

Our look isthe result of reader comments, our own experimentation, and feedback from distribution channels.
Digtinctive covers complement our distinctive gpproach to technica topics, breathing persondity and lifeinto
potentialy dry subjects.

The anima on the cover of Postfix: The Definitive Guideisadove. Doves belong to the class Aves (birds) and the
order Columbiformes (doves and pigeons), to which the now-extinct dodo bird (Raphus cucullatus) aso belonged.
Their family, Columbidae, includes over 300 species of pigeons and doves, including the common rock dove or fera
pigeon (Columbalivia).

In 1679, the French astronomer Augustin Royer discovered the dove-shaped congtellation Columba. A congtellation
in the southern hemisphere, located near Puppis and Caglum, Columbas stars were origindly part of the constellation
CanisMgor.
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Definitive Guide . Colleen Gorman and Claire Cloutier provided qudity control. Mary Agner provided production
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I' (exclamétion point)
marking messagesin hold queue
preventing rewriting of domain names
" (quotation marks)
indiasdefinitions
lookup tables and
parameter valuesand
# (root prompt
$ (dollar sign)
command prompt
in configuration variables
% (command prompt)
* (asterisk), for messagesin active queue
forwardfiles
/ (dash)
infile pointers
in regular expression keys
letc/passvd file
? (question mark), ending wakeup time with
\ (backdash), continuing long command linesin Unix
| (vertical bar), commands as diastargets
2bounce notice recipient parameter
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A records
domainswithout
for mail exchangers
MTA routing of email with
for MX hosts
access maps
client checkingwith 2nd
actionsto take after checking
example configuration
regular expression tablesfor
access map reject code PARameter
account names, excluding from masquerading
active attacks
activequeue 2nd 3rd 4th
messages marked with asterisk (*)
additiona_conditions parameter 2nd 3rd
address classes
masguerading dl
addresses, email
address completion, turning off
asdiastargets
blocking spam from [See spam]
client-based rules, restrictionsto check
correction by cleanup daemon
cregting text filefor mailing lists
deleting queued messages by
format in message header (RFC 2822)
handling by trivid-rewrite daemon
identifying spam from
legitimate return address appropriated by spammers
rewriting
with canonica maps lookup table
canonica addresses
masguerading hosthames
relocated users
unknown users
sender and recipient, sent during SMITP transaction
adminidraion
lagging
pseudo account for processes
gueue management [ See queue manager]
root privilegesand
running Podtfix at system Startup
writing an initiaization script
garting, sopping, and reloading Postfix
adminigtrator, email (postmaster)
agents emall [Seealso MDAs, MTAs, MUAS]
listing of
diasfiles
building dias databasefiles
ddivery to command or file specifiedin
format of
important diases 183
locating aliases
redtrictions on targets
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backscatter
backup MX
base64 encoding of credentias
Berkeley DB, CyrusIMAP and
berkeley db read buffer Sze parameter
biff
bin and daemon (pseudo accounts)
binary format, diasesfile
BIND (DNS server gpplication)
blacklisted Stes
DNS-based Blacklists (DNSBL)
regltime blacklist checking redtrictions
redtime blacklists
client redtrictions based on
body of emall messages
checks during client-based spam detection
content filtering with body checks
body_checks parameter 2nd
pattern comparisonin
body checks size limit parameter 2nd
bounce daemon
bounce service name parameter
bounce sze limit parameter
bounced messages
mallinglig
Spam sent to non-existent users
broken sad auth clients parameter
btree (lookup table database)
buffer overflow attacks
building Posifix 2nd [See aso compiling Postfix] 3rd
customizing your build
modifying defaults
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C code, compiling
CA [See Cetificate Authority]
canonical addresses
canonical domain
canonica namesfor hostname diases
canonical_maps parameter 2nd 3rd 4th
assigning lookup table to
Carnegie Mdlon University, CyrusIMAP
catchall addresses
virtud dias
virtual mailbox
Certificate Authority (CA)
client certificates Sgned by
digital Sgnature of public keys
public certificatesidentifying
certificate sgning request (CSR)
certificates
authentication by
CA, ingdling
TLS
becoming aCA
cient-5de
public-key cryptography, use of
check client_accessredtriction
check_helo_accessredriction
check recipient_accessredtriction
check sender accessredtriction
chroot 2nd
executing correct script for your system
inmagter.cf file
Podtfix running in, DNSfileand
class notice recipient parameter
class transport parameter
classes
address
error
cleanup daemon  2nd
error messages, checking
fixing email addresses
queue manager, notifying of incoming mail
client certificates
common name
cregting
fingerprintsfor
client errors, increasingly frequent
client-based spam detection
configuring rulesfor
defining ruleswith redtriction classes
DNS-based blacklists
rules, restrictions assgned to
access maps
DNSredtrictions
generic redrictions 187
how restrictions work
liging restrictions
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daemon (pseudo account)
daemon_directory parameter
daemons
chrooted, making all resources availableto

content filtering 2nd
configuration
exampleof
default Podtfix directory for
master daemon, control by
optionsfor
DATA command (SMTP) 2nd
database formatsin lookup tables
databases, externd
LDAP
configuration
example Podtfix/LDAP configuration
MySQL
configuration
MySQL /Postfix configuration example
days (d)
dbm (lookup table database)
dbname parameter
debug peer list parameter
Oebugging
domain nameresolution
enabling information for
tracing servicefailuresin chroot
default_database _type parameter 2nd
default_degtination_concurrency_limit parameter 2nd
default dedtination recipient limit parameter
default_extra recipient_limit parameter
default_privs parameter
default_process |limit parameter 2nd 3rd
default recipient limit parameter
default verp ddimiters parameter
defer daemon
defer service name parameter
defer transports parameter
deferred messages
deferring ddlivery 2nd
deferring mall rday
reason for inability to deliver
timein queue, pecifying
deferred queue 2nd 3rd
reddivery attempts, scheduling
definitions
of diases
parameter, in main.cf
ddlay notice recipient parameter
delayed messages, information about
ddays
introducing with each client error
scheduling ddlivery attempts for deferred mal 190
ddeting queued messages
ddiver lock attempts parameter
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ease-of-use (Postfix)
echo command -n switch
egrep command, finding Podtfix logging messages with
EHLO command (SMTP)
requiring with strict syntax parameter
emal
DNSand
Internet 2nd
agents, summary listing of
DNSand
envel ope addresses and message headers
format of addresses
history of
limitingincoming
MDA (message ddlivery agent)
message and address format in header (RFC 2822)
message format
MTAs (mall trandfer agents)
MUAs (mail user agents)
POP/IMAP, mailbox access and
Postfix security 2nd 3rd
postmaster

protocols 2nd
rejected or bounced messages

RFCs (Request for Comments)
SMTP
software packages for
empty address recipient parameter
encode sad plain (Perl script)
encoding
credentialsin base64
exchange of credentids
HTML in messagesto avoid spam detection
encryption, TLS
end of emall message, indicatingin SMTP
enhanced SMTP (ESMTP)
envelope addresses
address masguerading and
faking by spammers
grict formatting rulesin SMTP RFC
€rror service name parameter
erors
codesfor, SMTP
compiletime
emall, natificationsfor
host
lookup problems
malling ligt, sending natificationsto list owner 2nd
messages about deferred or bounced email
runtime
ESMTP (enhanced SMTP)
ETRN command
expand owner dias parameter 193
expanson of incomplete emall addresses, turning off
Experimental Release package
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falback relay parameter

falback transport parameter
fdse-pogitive spam identification

fed flushing 2nd

fagt_flush_domains parameter 2nd 3rd
fagt flush refresh time parameter

Fax ddiveries, configuring Pogtfix for
fent (locking type)

fifo

filelocking

file permissons, Mgordomo and
filenames asdiastargets

files (specified in diasfiles), ddiveriesto
filter degtination recipient limit parameter
fingerprintsfor dient certificates

flexibility (of Postfix)

flock (locking type)

flush daemon

wakeup for
flushing queued messages

fadt flushing
fork attempts parameter
forward expanson filter parameter
forward path parameter
forwardingemall 2nd [Seedso diasfiles; aiases]
diasssand
by locd ddivery agent
locdl ddlivery
virtud dias messages
frequently asked questions
fully qudified domain names, strict syntax restrictions based on
fully qudified hostname
relection of client requests based on

Sysem
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gateways
inbound mail
outbound mall
UUCP, stting up
generic redriction rules 2nd
gethogtname function
groups
deiveriesto virtud mailbox files
group id (GID) for processinvoking Malman
postdrop group
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hard links, chroot and
hash type (Iookup table database)
hash queue depth parameter
header checks
comparing with patternsin lookup table
content filtering with
header address token limit parameter
header_checks parameter 2nd
regular expressonsinfile
header sze limit parameter
headers
address masguerading
checking in client-based spam detection
Ddivered-To:
fiddsin
Insartion by trivid-rewrite daemon
malling lis messages, example of
To: addressin
HEL O command (SMTP)
requiring with grict syntax parameter
redriction lig, tracing
smtpd helo redtrictions
hiding names of internd hosts
hierarchicd naming of hosts
hold queue
messages marked with exclamation point (1)
MoVing messagesinto
moving messages out of
placing messagein after client access map check
placing messagesin after content checking
home_mailbox parameter 2nd
host [See aso DNS; hostnames] 2nd
destination, for inet transports
Inet socket
lookup problems
tool
hosting multiple domains
ddivery to commands
automatic reply program
configuring virtua auto-responder
configuring virtud mailing lis manager
mailbox file ownership
Posifix configuration for, deciding on
separate domains with system accounts
Sseparate domains with virtual accounts
catachal| addresses
mailbox file ownership
virtud diases
Separate message store
shared domains with system accounts
hostname command (Unix)
hostnames
client redtrictions based on dtrict syntax 198
client-based rules, redtrictions for checking
connected SMTP client, sent with HELO
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ignore mx_lookup_error parameter
ignoring headers or linesfrom body of message
IMAP [See dso POP/IMAP] 2nd
CyrusIMAP
POP versus
in flow delay parameter
inbound mail gateway
indudefiles
asdiastargets
security riskswith
incoming emal, limiting
incoming queue 2nd
incomplete emall addresses, turning off address completion for
inet sockets
LMTP server usng
Inet target
infofile
initid_detination_concurrency parameter 2nd
initidization scriptsfor Unix systems
input/output
standard input and standard output, Unix
ingtaling daemon-based content filter
ingdling Podtfix 2nd
upgradi
Internet
emal and
major email protocols
MDA (message ddlivery agent)
MTAs (mall trandfer agents)
MUAs (mail user agents)
software packages for email
Internet Engineering Task Force (IETF)
web dite
Internet Mail Application Protocol [See IMAP)
| P addresses
client-based rules, redtrictions for checking
dynamic, SMTP authentication of client
for mail exchangers, in MX records
identifying spam from 2nd
mapping hosthamesto [See DNS]
PTR records associated with
for remote users
reverse lookup of hosthame for
ipc_idle parameter
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Kerberos authentication

key agreement

key/value pairs
in canonica maps|ookup table
in lookup tables, format of
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labeling spam and delivering with spam tag
LDAP 2nd
compiling
configuration
directory
example Podtfix/LDAP configuration
Pogtfix support for, checking
left hand side (or LHS) of email addresses
line continuetion
in lookup tablefiles
inmain.cf file
line_length_limit parameter 2nd
link files, chroot and
listing messagesin queues
lists, parameters that accept
lookup tablesand
LMTP (Locd Mail Transfer Protocol) 2nd
Postfix and Cyrus IMAP
Pogtfix and Cyrus IMAP example
Imtp delivery agent
Imtp connect timeout parameter
Imtp data init_timeout parameter
Imtp Ihlo timeout parameter
Imtp_quit_timeout parameter
Imtp tcp port parameter
local addresses
LHSAdiases
loca delivery
forwardfiles
diss
domain ligingsin mydegtination parameter
Locdl Mall Transfer Protocol [See LMTP]
mailbox
message store formats
malldir
mbox
mbox versus malldir
recipients listing of
local ddlivery agent 2nd 3rd
local ddlivery trangport
local domains
virtud malling lig, pardld verson of
loca email submission (to Postfix)
local part, email addresses
my _origin, appended to supply domain
searching for inlookup tables
local_destination_concurrency _limit parameter 2nd
local_recipient_maps parameter 2nd
configuring for LDAP
configuring for MySQL/Postfix
preventing rgection of mail for unknown users
Setting to query LDAP directory
local _transport parameter 203
LMTP and Unix domain socket, using
Podgtfix delivery of messagesto CyrusIMAP
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mal [Seedsoemall, Internet]
incoming, limiting
rdaying

backup MX
client authentication for

inbound mail gateway
outbound
transport maps
UUCP, fax and others
mall delivery agents [See MDAS]
mail ddivery loops
M ajordomo moderator approval and
preventing with myhostname vaues
mail exchangers
A recordsfor
diasssand
backup MX
fadt flushing

relay recipients
DNSMX records 2nd [Seeaso MX records] 3rd

host preference values

hostname instead of |1P addressin M X record

Postfix server asMX hogt

preference valuesin MX records
MAIL FROM command (SMTP) 2nd

checking address supplied by client with

no vaid DNS entry with

rgect_unknown _sender domain ruleand
mail logfile
mail servers, DNSand
mall trandfer agents [See MTAS|2nd [See MTAS]
mall user agents [See MUAS]
mail_owner parameter 2nd
mail_spool_directory parameter 2nd
mailbox access [See message stores POP/IMAP)
mailbox ddlivery
mailbox file ownership
mailbox names, required (RFC 2142)
mailbox_command parameter
mailbox_delivery lock parameter
mailbox_transport parameter

Postfix, passing messagesto Cyrus IMAP
maildir formet

configuring Podtfix to use

mbox versus

virtud mailbox files
maildrop directory 2nd
mailing lig for virtua domain, configuring manager for
Mailing Lis Managers [See MLMS|
mallingligs

additiond diasfilesfor

cregtingsmple

MLMs 206

Malmen
Maordomo
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named pipes (fifo transport type)
names
fifo trangport type
inet transport in master.cf
unix transport type
namesarversfor domains
namespaces (separate), for virtual domains
nested header checks parameter
network emall
entering Pogfix sysem
message delivery with Pogtfix
network/netmask notation
networks
ddiveries between mail sysemson same
| P addresses, lookup tablesfor lists of
sockets (inet trangportation type)
new directory (maildir)
newaiasescommand 2nd 3rd 4th
newdiases path parameter
newlis command (Mailman)
NIS
noactive (password mechanism)
noanonymous (password mechanism)
nobody account
nodictionary (password mechanism)
non fqdn reect code parameter
noplaintext (password mechanims)
notifications of email errors [See aso errors|2nd 3rd
notify_classes parameter 2nd
nd ookup tool
nsswitch.conf file
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Officia Release package
One-Time Passwords [See OTP authentication mechanism|
openrelays 2nd
anonymous authenti cation mechanism and
DNS-based blacklists of
preventing with Postfix UBE rules
opensd command
generating public/private key for user
generating public/private keysfor your server
sgning your own certificate
OpenSSL libraries
opensd x509 command
operating systems, precompiled Postfix packages for
other client checks (restrictions)
OTP authentication mechanism
outbound mall relay
outgoing messages, controlling resources for
owner request specia parameter
owners of mailing lists, bounce naotification messageto
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PAM, using as SASL authentication framework
parameters
content-checking
documentation in samplefiles
for domain types
LDAP
main.cf and sample configuration files, ligingin
MySQL
SASL password authentication
grict syntax
system hosthame and domain
TLSwithin SMTPdient
TLSwithin SMTP server
parent_domain_matches subdomains parameter 2nd
password parameter, setting for MySQL
passwords
authentication framework, choosing
authentication mechanism for, gpecifying
protectingwith TLS
SASL authentication for storing and verifying
SASL, using as authentication framework
Unix system passwords as SASL framework
pathnames
paths, specifying with variable expangon
pattern matching [Seeregular expressions]
pcre (Perl-compatible regular expressions)
PEM format for certificates
performance, Postfix and
Perl
deleting queued messages by email address, script for
encode sad plain.pl script
Magjordomo approve script
Majordomo, requirement for
Perl-compatible regular expressions (pcre)
permit redriction 2nd
permit_auth degtination parameter
permit_mynetworks parameter 2nd
permit_sad_authenticated redriction 2nd
permit_tls clientcerts
persistent message storage
PGP
pickup daemon 2nd
wakeup for
pickup _service name parameter
pipe daemon
ddivering messagesthrough
executing your own commands with
pipe delivery agent
variable expanson of recipientslist
pipdining, relect unauth pipeining rule
pipes, named (fifo transport)
PKCS12 format, client certificates
PLAIN mechanism (authentication) 2nd 211
plaintext passwords
noplantext mechanism
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gmgr deemon [See queue management]
gmgr _clog warn time parameter
gmgr_message active limit parameter
gmgr_message recipient_ minimum parameter
gmgpd error_delay parameter
queuelD
digplaying queue contents by
gueue management
gmgr daemon, how it works
corrupt messages
deferred mail
error notifications
message ddlivery
queue scheduling
toolsfor
deleting messages
displaying messages
flushing messages
holding messages
listing messages
requeuing messages
queue manager [See aso queue management] 2nd
network emal, handling
queue manager, Postfix
gueue scans
scheduled intervalsfor
specifying time between
queue_directory parameter 2nd
chroot | ocation, specifying
root directoriesfor chrooted services
queue minfree parameter
queue_run_delay parameter 2nd 3rd
gueueing messages
queues [See ds0 (see dso queue management; entries under individual queue names)]
default Podtfix directory for
incoming, active, deferred, hold, and corrupt
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rbl reply maps parameter
RCPT TO command (SMTP) 2nd
checking address client supplied with
relection of client after
redtime blackligts
client redrictions based on
restrictions based on
Receaived: header
recaiving limits
erorsfromaclient
recipientsfor asingle message
for any trangport type 2nd
recelving mal, DNSand
receiving messages (Postfix system) 2nd
emall forwarding
emall natifications
locdl emall submisson
network emall
recipient addresses
for queued messages
recipient_canonical_maps parameter 2nd
recipients
for error messages
locd ddlivery, ligting of
multiple, for amessage
relayed mall
variable expanson of list by pipe daemon
recursive lookups
redelivery attemptsfor deferred messages
regexp
regular expressons
content checking parameters, lookup tables for
in lookup tables
lookup tables for access maps
lookup tables for content checking
Perl-compatible (pcre)
POSIX extended (regexp)
testing with postmap command
reject redtriction 2nd
reject code parameter
rgect_invalid_hostname parameter 2nd 3rd
rgect non fgdn hostname
rgect non fgdn recipient
rgect non fgdn sender
rgect rbl client
rgect rhsbl client
rgect rhsbl sender
rglect sender login_mismatich
regject_unauth_destination parameter 2nd
reect unauth pipdining
rgect_unknown client
reect_unknown_hostname
rgect_unknown recipient doman 215
regject_unknown_sender_domain 2nd
rejected messages 2nd [See aso response codes]
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SKey [See OTP authentication mechanism]
SMIME
sample configuration files
sample_directory parameter 2nd
SASL authentication 2nd
choosing authentication framework
choosing authentication mechanism
client authentication for STMP server
configuring Pogtfix for
configuration summary
enabling SASL
parametersfor SASL authentication
permitting authenticated users
preventing sender spoofing
specifying aframework
Specifying password mechanisms
overview
Pogfix, usng with
requirementsfor
SASLv2
testing authentication configuration
SMTPdient authentication
sadauthd daemon
-aoption
saddb auxiliary property plug-in
sadpasswd2 command
saving spam into a suspected spam repository
search order, lookup tables
seconds ()
security 2nd
chroot environment for services
design factors preventing attacks
includefilesand
modular Pogtfix architecture
shellsand processes
Simple Authentication and Security Layer [See SASL]
Transport Layer Security [See TLY
sdect_field parameter 2nd 3rd
sender
of messagein queue
sender addresses
indicated in MAIL FROM command [See MAIL FROM command]
spoofing, prevention of
sender_canonicalmaps parameter
sending mal, DNSand
Pogfix configuration options
reverse PTR records
Sendmall
-( option, specifying time between queue scans
diasfiles format compatible with
Postfix compatibility with
security problems as privileged process
sendmall command 2nd 3rd 4th 218
sendmail_path parameter
Separate domains
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table parameter (MySQL)
targetsfor diases
redrictingin diasfiles
TCP sockets, listening for LM TP deliveries
telnet, testing SASL authentication with
text editors, editing main.cf file
timelimits on deferred mail reddivery attempts
timeunits 2nd
TLS (Transport Layer Security) 2nd 3rd
certificates
becoming aCA
dient-5de
generating server cartificates
ingdling CA certificates
public-key cryptography, use of
compiling
configuring TLS-SMTP dlient
Pogifix and
Postfix/TLS configuration
summary of
tmp directory (maildir)
To: addressin email message headers
tracing message through Pogtfix
tracing servicefaluresin chroot environment
Transport Layer Security [See TLS]

transport maps

3
3

BIE

right hand side vaues, formatsfor

transport

postponing mall ddivery

deferring ddivery
deferringmall rday

trangport table, listing of ddivery agents
transport types

ingt, unix, and fifo

mester.cf file entry for

vaid service namesfor
transport_destination_recipient_limit parameter 2nd
trangport_maps parameter

configuring for LDAP

lookup table, search order in

pointing to trangport lookup table
transport_retry time parameter
transports

message ddlivery, configuration for

Podtfix delivery
trivia-rewrite deemon 2nd

routing information, determining for queue manager
truss
tusc
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UBE (Unsolicited Bulk Email) [See spam]
UIDs (user ids), Unix
undeliverable messages, information about
undisclosed recipients header parameter
Urix
command prompts
hosthame command
initidization scriptsfor
login namesand UIDs
long lines, continuation with backdashes
man pages
Pogtfix and
pseudo accounts
shell accessto message store
shell process, Postfix and
standard input/standard output
superuser (root) account
system passwords as SASL authentication framework
uniX (trangportation type)
Unix-domain sockets, listening for LM TP deliveries
unknown_address reject_code parameter 2nd
unknown_client_reject_code parameter 2nd
unknown _hostname reject code parameter
unknown local recipient relect code parameter
unknown virtud_dias reject code parameter
Unsolicited Bulk Email (UBE) [See spam]
upgrading Postfix
user accounts
SASL, credting for SMTP server
separate domains with virtua accounts
mailbox file ownership
system
separae virtua domainswith
shared domanswith
system and virtud
virtua, separate domainswith
user parameter, setting for MySQL
users
forward files, checking by local delivery agent
NIS database of
passwords [See passwords)
postfix user
relocated, address rewriting for
gpam, labdling for
unknown
UUCP, setting up gateway for
uuencoding
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variable expanson
vaiables
configuration
specifying path with variable expanson
Venema, Wigtse
verboselogging information
verp delimiter filter parameter
VexiraAntiVirusfor mal servers
virtua accounts
Separate domains with
separate password database for SMTP users
virtud diasaddresses 2nd
virtud diases
caichall addresseswith
virtua ddlivery agent 2nd
virtud delivery transport
virtud domains 2nd
DNS configuration
MySQL configuration
Podtfix handling of mail for
virtua mailbox addresses
virtua mailbox catchdl address
virtud mailbox domains, virtud delivery trangport for
virtud mailboxes
virtud mailing lis manager, configuring
virtua_alias_domains parameter 2nd 3rd
virtua_alias mapsparameter 2nd 3rd 4th 5th 6th
virtua gid maps parameter
virtua_mailbox_base parameter 2nd 3rd
virtua_mailbox_domains parameter 2nd 3rd
ligting virtud domainsfor mail acceptance
virtud mallbox_limit parameter
virtua_mailbox_maps parameter 2nd 3rd
pointing to lookup file with vaid addresses
virtua_transport parameter 2nd
virtua uid _maps parameter
viruses
anti-virusfilters 2nd
scanning for with header checks
VexiraAntiVirus program
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wakeup (magter.cf)

warn if reect parameter

warning message after content checking

web ste, Podtfix online documentation

weeks (W)

well-known ports (port 25 for SMTP servers)
where field parameter (MySQL) 2nd

whitelist gpplications (pre-gpprova for sending mail)
WHOSON
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