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Preface

Sinceitsreleasein 1998, gmail has quietly become one of the most widely used applications on the Internet. It's
powerful enough to handle mail for systemswith millions of users, including Y ahoo Mail and VSNL (thelargest ISP
in India), while being compact enough to work on even the smallest PC Unix and Linux systems. Its component
design makesit easy to extend and customize while keeping its key functions secure.

Qmall'sdesgnisrather different from its best-known predecessor, sendmail. People who are familiar with sendmall
often have trouble recasting their problems and solutionsin gmail terms. In thisbook, | try first to help the reader
establish agmail frame of mind, then show how the pieces of gmail work, and finaly show how gmail can ded with
some more complex mailing tasks such as handling mail for multiple domains, mailing lists, and gatewaysto other
services,
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What's I nsde?

Thisbook is organized into two sections, consisting of the following chapters.

Part I: Introduction to Qmail

Chapter 1, provides an overview of Internet email and the terminology used to describeit.

Chapter 2, outlines how gmail works, and gives adescription of its basic parts and the philosophy behind its design
and use.

Chapter 3, coversthe basics of downloading, configuring and installing gmail, and other essential packages.

Chapter 4, finishesthejob of configuring and starting gmail.

Chapter 5, addressesissues encountered when converting an existing sendmail system and its configuration filesto
gmal.

Chapter 6, looks at theissuesinvolved in accepting mail from users on the gmail host and other systems, including
cleaning up the doppily formatted mail that most user mail programs send.

Chapter 7, describes the processing of incoming mail, various tricks to let usersidentify themsalvesaslocal users
when roaming away from the loca network, and adding cryptographic security to mail trandfers.

Chapter 8, covers sorting, reading, and otherwise dealing with local mailboxes.

Chapter 9, covers anti-virus and anti-gpam techniques, both those that can be built into gmail and waysto call
externd filterslike Spamassassin.

Part I1: Advanced Qmail

Chapter 10, definesthe way that gmail deliversmail to local addresses.

Chapter 11, defines the way that gmail delivers mail to remote addresses.

Chapter 12, describes gmail's smple but powerful abilities to handle domains with their own sets of addresses,
including building mail gatewaysto other services, and specid routing for selected mail detinations.

Chapter 13, covers POP and IMAP, the standard ways that users pick up mail from PC mail programs, aswell as
"POP toasters," dedicated POP servers with many mailboxes.
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Style Conventions

Thisbook usesthe following typographica conventions:
Italic

I ndicates the names of files, databases, directories, hostnames, domain names, usarnames, email addresses, sendmail
feature names, Unix utilities, programs, and it is used to emphasize new terms when they arefirgt introduced.

Congant width

I ndlicates configuration files, commands and variables, m4 macros and built-in commands, and Unix command-line
options. It is used to show the contents of files and the output from commands. Keywords are a so in constant width.

Constant wi dth bold
Used in examples to show commands or text that you would type.
Constant width italic

Used in examples and text to show variables for which a context-specific substitution should be made. (The variable
filename, for example, would be replaced by some actud filename.)

[ TeamLiB]
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Examples and Patches

The examples from this book and the author's source code patches for gmail and related packages are freely
downloadable from the author's web site at:
http://gmail.gurus.com
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Comments and Questions

We have verified the information in this book to the best of our ability, but you may find that festures have changed
(or even that we have made mistakes!). Please let us know about any errorsyou find, aswell as your suggestionsfor
future editions, by writing to:

O'Reilly Media, Inc.1005 Gravenstein Highway NorthSebastopol, CA 95472(800) 998-9938 (in the United States
or Canada)(707) 829-0515 (internationa or local)(707) 829-0104 (fax)

We have aweb page for this book, wherewe list errata, examples, or any additional information. Y ou can access
thispage a:
http:/Mmww.orellly.comv/catd og/gmall

To comment or ask technical questions about this book, send emall to:
bookquestions@oreilly.com

Y ou can sgn up for one or more of our malling ligts at:
http:/digsorelly.com

For more information about our books, conferences, software, Resource Centers, and the O'Reilly Network, see our
web Stedt:
http:/AMww.orelly.com

Y ou may aso write to the author directly at:
gmail @gurus.com
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Part |: Introduction to Qmail

Thefirst nine chapters provide an introduction to Internet email and gmail. They describeingtaling and configuring
gmail, including advice on setting up agmail syssem asamail hub, converting an existing system from sendmail, and
filtering out viruses and spam from incoming mail:

Chapter 1
Chapter 2
Chapter 3
Chapter 4
Chapter 5
Chapter 6
Chapter 7
Chapter 8

Chapter 9
[TeamLiB]
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Chapter 1. Internet Email

Despite being one of the oldest gpplications on the Internet, email remainsthe Net's "killer application” for most
users. For users emall to be sent and delivered, two kinds of programs have to work together, a mail user agent
(MUA)[1] that aperson uses to send and read mail, and a mail transfer agent (MTA) that movesthe mail from
server to server. Qmail isamodern MTA for Unix and Unix-like systems.

[1] Popular MUAs include pine and mutt on Unix systems, and Eudora, Netscape, Outlook, and Outlook Express
on PCsand Macs.

Before diving into the details of gmail, it'sagood ideato closaly examine some of the basics of Internet email that
gpply to dl MUAsand MTAs. Common terms like envel ope and mailbox have specid meaningsin Internet mail
parlance, and both the structure of mail messages and the path that messages take through the mail system are
carefully defined. The essential documents are RFC 2821, which definesthe Smple Mail Transfer Protocol (SMTP)
used to move mail from one place to another, and RFC 2822, which defines the format of mail messages. These
RFCswere published in April 2001, updating the origina RFCs 821 and 822 published in 1982. (All RFCs are
avalableonline a http:/Aww.rfc-editor.org.)

For many years, the only widely used MTA for Unix and Unix-like sysems was the venerable sendmail, which has
been around in one form or another for 20 years. Asaresult, many people assume that whatever sendmail doesis
correct, even when it disagrees with the RFCs or has unfortunate consequences. So even if you're familiar with
sendmail (indeed, especidly if you're familiar with sendmail), at least skim this chapter so we al can agree on our
terminology.

[ TeamLiB]
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1.1 Mail Basics

TheInternet's SMTP mail delivers amessage from a sender to one or more recipients. The sender and recipients are
usudly people, but may aso be mailing lists or other software agents. From the point of view of the mail system, the
sender and each recipient are addresses. The message is a sequence of lines of text. (RFC 2821 uses the word
"mailbox" asasynonym for "address' and "content” for the message)

1.1.1 Addresses

All email addresses have the smple form locd-part@domain. The domain, the part after the at-sign, indirectly
identifies ahost to which mail should be delivered (dthough the host rarely has the same name as the domain). The
local-part, the part before the at-sign, identifies amailbox within that domain.

The set of valid domainsis maintained by the Internet's Domain Name System (DNS). Every domain is a sequence
of names separated by dots, such as example.com. The namesin email domains consist of letters, digits, and
hyphens. (If current efforts to internationaize domain names ever seitle down, the set of valid characterswill probably
become larger.)

Thelocd-part isinterpreted only by the host that handles the address's domain. In principle, the mailbox can contain
any characters other than an at-sign and angle brackets, but in practice, it isusudly limited to letters, digits, and a
smdl set of punctuation such as dots, hyphens, and underscores. Upper- and lowercase | etters are equivalent in
domains. It's up to the receiving mail host whether upper- and lowercase are equivaent in loca parts, dthough most
mail softwareincluding gmail treats them as equivaent.

Addresses appear in two different contexts. "envelope" datathat is part of an SMTP transaction defined by RFC
2821, or inthe header of a message defined by RFC 2822. In an SMTP envelope, addresses are always enclosed in
angle brackets and do not use quoting characters or permit comments. In message headers, the address syntax is
considerably moreflexible. An address like " Fred.Smith" @example.com (Fred Smith) isvalid in message headers
but not in SMTP. (The form Fred.Smith@example.comisvdidin ether.)[2]

[2] Sendmail has often confused the two address contexts and has accepted message header formatsin SMTP, both
causng and masking avariety of bugs.

1.1.2 Envelopes

Every message handled by SMTP has an envel ope containing the addresses of the sender and recipients). Often the
envelope addresses match the addresses in the To: and From: headersin the message, but they don't have to match.
There are plenty of legitimate reasons why they might not.

The envelope sender addressis primarily used as the place to send failure reports (usualy called bounce messages) if
message can't be delivered. If the sender addressisnull (usually written in angle brackets as <>), any failure reports
are discarded. Bounce messages are sent with null envelope sendersto avoid mail loops if the bounce message can't
be delivered. The sender address doesn't affect norma mail delivery.

The envelope reci pient address(es) control where amessageisto be ddivered. Usualy a message starts out with the
envel ope reci pients matching the ones on the To: and Cc: lines, but as amessage is routed through the network, the

Aardreceee channe |f for evamnle a2 meceanie i cont 10 ahl orMevy amnl 2 com and halkker Mdomain com the convy cont



This document is created with the unregistered version of CHM2PDF Pilot

[TeamLiB] [ rrevious L |



This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] [«rrevious]nex



This document is created with the unregistered version of CHM2PDF Pilot

1.2 Mailstore

The mailstore isthe place where messages live between the time that gmail or another MTA ddiversthem and the
user picksthem up. Often, it's al so the place where the user saves messages after reading them.

| divide mailstoresinto two varieties: transparent and opague. A transparent mailstore is one that an MUA can
directly access asfiles, while an opague one requires anetwork protocol to access. (As you might expect, there's
cons derable overlap between the two, with an MUA running on the system where the mail is stored using auser's
mailstore as transparent and one running on a PC elsewhere using the same mailstore as opague.)

A mailgstore has severa jobs beyond receiving messages. It must:

Maintain alittle per-message status information, such as whether amessage is read, answered, or deleted

Makeit possible to group messagesinto multiple folders

Make it possble to del ete messages and move them from folder to folder

1.2.1 Transparent Mailstore

Unix sysems have had avariety of mailstore file formats over the years. The oldest and till most popular is mbox, a
format invented in two minutesin the 1970s for an early Unix mail program, and largely unchanged since then. An
mbox isjust atext file with the messages one after another. Each message is preceded by a From line and followed
by ablank line. The From linelookslikethis:

From fred@xanpl e. com Wd Cct 06 19: 10: 49 1999

The addressisusudly (but not ways) the envelope sender of the following message, and the timestamp isthe time
the message was added to the mailbox. Although it's easy to add a new message to an mbox, it's difficult to
mani pul ate messages in the middle of amailbox, and sharing amailbox reliably between two processesis very tricky
due to problemswith file locking on disks shared over a network. Mboxes have been surprisingly durable
considering their nearly accidental originsand their drawbacks, discussed in more detail in Chapter 10.

TheMH mail system, developed a the RAND corporation in the 1980s, used a more sophisticated mailstore that
made each mailbox adirectory, with each message a separate file in the directory. Separate files made it easier to
move messages around within mailboxes but till didn't solve the locking problems.

Qmail introduced Maildir, amailbox format that uses three directories per mailbox to avoid any need for locking
beyond what the operating system provides. Maildirs are covered in detail in Chapter 10.

1.2.2 Opaque Mailstore

Opague mailstores became popular when PCs started to gain dia accessto the Internet, and users started running
mail programs on the PCs rather than using Telnet to connect to shared servers and running mail programsthere. The

F a1 et il ar Arver 1A sl A Aas Ara Dacd YR AA T Y AtAanal 7Y FfAar VA 7Aares s D\ AnA Tt Aarimed M A A\ Ao
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1.3 The Structure of Internet Malil

Now that we've seen dl the pieces of Internet mail, let's put them together and watch the typical path of amessage as
it's sent from one person to another.

First the sender runsaMUA, such as Pine or Eudora, and creates the message. Then aclick of the Send button (or
the equivdent) gartsit onitsway by passing it tothe MTA (most likely gmail if you're reading this book), aprocess
known as submitting the message. If the MUA is running on the same computer asthe MTA, the MUA submitsthe
message by running the MTA'sinjection component with the message asan input file. If the MUA isrunningon a
Separate computer, such asaWindows PC, the MUA makes a network connection to the computer running the
MTA, and transfers the message usng SMTP or aminor variant of SMTP caled SUBMIT that's specifically
intended for host-to-host message submission.

Either way, the MTA recelves the message envelope with the sender and reci pient addresses and the message text.
Typicaly the MTA fixes up the header linesin the submitted message so that they comply with RFC 2822, then
looks at the domain parts of each recipient address. If the domain is onethat the MTA handleslocaly, the MTA can
ddiver the message immediately. In the more common case that it's not, the M TA has to send the message over the
Net.

To figure out where to send the message, the MTA consultsthe DNS. Every domain that receives mail hasan MX
(Mail eXchanger) record in DNS identifying the host that receives mail for the domain.[3] Oncethe MTA hasfound
the MX hogt for adomain, it opens an SMTP connection to the MX host and sends the messageto it. In some
cases, the MX host uses SMTPto forward the message again if, for example, the MX host isafirewal that passes
mail between MTAson a private network and the rest of the Internet.

[3] Well, they're supposed to at least. For backward compatibility with pre-1980 mail systems, if adomain has no
MX record but does have an A record containing anumeric | P address, the mail system uses that instead.

Eventually the message arrives at ahost wherethe MTA knows how to deliver mail to the recipient domain. Then the
MTA looks at the locdl part of the recipient addressto figure out where to deliver the mail. In the sSmple case that the
addressisauser mailbox, the MTA ether deposits the message directly into the mailstore or, morelikdly, cdlsa
local delivery agent program to ddliver the mail. (On Unix, apopular loca delivery agent is procmail , which does
mail sorting and filtering aswell as delivery.) Depending on the MUA that the recipient user has, the MUA may read
the message directly from atransparent mailstore on the mail server, or use POP or IMAPto read themail ona
client PC.

A domain can have more than one M X record inits DNS. Each M X record contains a numeric value known asthe
preference or distance aong with the name of ahost. Sending systemstry the MX host with the lowest distance first,
and if that M X host can't be contacted, successively higher distances until one answersor it runs out of MXes. If
there are severa M X hogts at the same distance, it triesthem all in any order before going on to hosts at ahigher
distance. If the sending host can't contact any of the M Xes, it holds onto the message and retries|ater.

When the Internet was lessreliable, backup MXeswith a higher distance than the main MX were useful to receive
mail for adomain when the main MX was unavailable, and then send it to the main MX when it came back. Now,
backup M Xes are only margindly useful, because sending hostsretry mail for at least afew days before giving up.
They wait until the main MX isavailable and then ddliver the mail. Multiple MXes a the same distance are il quite
useful for busy domains. Large | SPs often have adozen or more M Xesto share the incoming mail load.



This document is created with the unregistered version of CHM2PDF Pilot

[TeamLiB] [ rrevious L |



This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] =

Chapter 2. How Qmail Works

People who are familiar with other mail transfer agents (MTAS), notably sendmail, rarely receive satisfactory results
from gmail. Qmail was designed and written in avery different way from most other mail programs, so gpproaches
used to solve problems with other programs don't work with gmail and vice versa.

[ TeamLiB]
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2.1 Small ProgramsWork Together

Earlier MTAswere written aslarge monalithic programs. Sendmail, for example, is one large executable program
that listensfor incoming SM TP connections, accepts locally generated mail, queues mail, attempts outgoing SMTP
ddiveries, performslocd ddiveries, interprets .forward files, retriesmail that for which earlier delivery attempts
failed, and about 50 other functions. While this meansthat al of these functions can share utility routines and it's easy
for one function to cal on another or pass a message to another, it dso meansthat sendmail isalarge program (300
KB of code on my system, not including any librariesit uses) that isdow to start up and expensveto fork, and bugs
anywherein the code can potentialy make any of the functions misbehave or fail. Other monolithic MTAS, such as
smail and exim, share these problems.

Qmail, on the other hand, isabout 10 small programs, none with as much as 30 KB of code, working together. This
design gpproach offers many advantages.

2.1.1 Each Program Does One Thing

Each of gmail's programs performs asingle function. For example, gmail-Ispawn spawns (starts up) local ddliveries,
and gmail-clean deletes the queue files of messages that have been completely processed. The various programs use
documented protocols to communicate, which makesit easier both to debug them and to substitute one version of a
program for another.

For example, on alocd areanetwork (LAN) with several workstations, the most common mail setup isfor one
server to handle dl of theincoming mail and ddliveries. All the other workstations use that server asa" smarthost™ and
immediately forward localy generated mail to the smarthogt. In this arrangement, each workstation traditiondly hasa
completeimplementation of the M TA, with configuration files set to forward mail to the smarthost. Note that about
90% of the MTA'sfunction is present but not used, and strange bugs often surface when the configuration files on the
workstations get out of sync with each other. The optional QM QP package makesit possibleto ingtall atiny
"mini-gmail" package on the workstations, with the only configuration being the address of the smarthogt. In aregular
gmall ingtdlation, the program gmail-queue takes a message and creates a queue entry so the message can be
processed and delivered. Severd other programs call gmail-queue, induding gmail-smtpd, which receivesincoming
mail viaSMTP, and gmail-inject, which receives|ocally generated mail. QM QP replaces gmail-queue withasmal
program that immediately forwardsincoming mail to the smarthost. Theres no need to ingtal the queueing and
ddivery part of gmail on the workstations, but to the programsthat call gmail-queue, mail worksthe same asit
awaysdid.

2.1.2 ThePrinciple of Least Privilege

Maost monalithic MTAS have to run as the super-user to open the "privileged" port 25 for SMTP service and deliver
mail to user mailboxesthat are not world-writable. Qmail usesthe principle of least privilege, which meansit runs
only the program that startslocd mail deliveries, gmail-lspawn, asroot. All of the other programsrun as
nonprivileged user IDs. Different parts of gmail use different IDs?or example, only the parts that change the mail
gueue run asthe user that can write to the queue directories. This offers an extralevel of resistance to accidenta or
deliberate errors.

Qmall dso offersthe very useful ability to delegate management of avirtual domain to aUnix user inasmple and
secureway. The user can manage al the addressesin the domain by adjusting his own files as needed without ever
having to bother the system manager or run super-user privileged programs.

D1 2 Dramryr arm \ A/ vrannino
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2.2 \What Doesa Mail Transfer Agent (MTA) Do?

The Internet model of email delivery dividesthe processinto severa separate stages and the software into severd
parts. The two important kinds of software arethe Mail User Agent (MUA) and the Mail Trandfer Agent (MTA).
The MUA isthe program that permits a user to send and recelve mail. Familiar mail programs such as Pine, EIm, and
Gnus on Unix and Eudora, Pegasus, Outlook, and Netscape or Mozillaon PCsare all MUAs. Each MUA hasa
rather complex user interface, and has many features, such as composing and reading mail, moving mail among
mailboxes, and selecting the order in which to read mail. But an MUA doesn't deliver mail to other users; for that it
handsits messagesto an MTA.

Inthefirg stage of mail delivery, the messageis submitted or injected to the MTA.. Usualy the message comes from
an MUA, but it can just aswel come from another program, such asamailing lis manager. The MTA examinesthe
address(es) to which each message is sent, and elther attempts to deliver the message locally if the addressislocal to
the current hogt, or attemptsto identify ahost to which it can relay the message, relaying the message to that hogt. (If
that last sentence soundsalittle vague, it's ddiberately so, because there are many different waysthat mail relaying
happens.) Each of these steps could fail ? local address might not exit, it might exist but the MTA might be
temporarily or permanently unable to ddiver the messageto it, the MTA might be temporarily or permanently unable
to identify arelay host, or the MTA might be able to identify arelay host, but temporarily or permanently unableto
relay messagesto it. In case of permanent failure, the MTA sends afailure report back to the message's sender. In
case of temporary falure, the MTA hangs on to the message and retries until elther the ddlivery succeeds or
eventudly the MTA treatsthe failure as permanent.

Although the basic ideaof an MTA issmple, the details can be complex, particularly the details of handling errors.
Fortunately, gmail handles most of the details automaticaly, so administrators and users don't haveto.

[ TeamLiB]
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2.3 The Pieces of Qmail

Qmail congts of five daemons that run continuoudy, and about ten other programs run either from those daemons or
from other commands, asshownin Figure 2-1.

Figure 2-1. How the gmail daemons connect to each other
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The primary daemon is gmail-send, which manages the message queue and dispatches messagesfor delivery. Itis
connected to two other daemons, gmail-lspawn and gmail-rgpawn, which dispatch loca and remote ddliveries,
respectively, usng gmail-loca and gmail-remote.

Once amessage has been completely processed, with al deliveries having either succeeded or permanently failed,
gmail-send natifies gmail-clean to remove thefilesfor the message. The fifth daemon, tcpserver isdiscussed next.

2.3.1 A Message's Path Through Qmail

A message enters gmail either from another program within the system or viaincoming SMTP. Regardless of where
the mail originates, the originating program runs gmail-queue, which copies the message to afilein the queue
directory, copies the envelope sender and recipient to asecond file, and notifies gmail-send. For locdly originating
mail, gmail-queue isgenerdly called from gmail-inject, or newinject, which adds missng header lines and cleans
up addressfidlds. (It'sentirely legitimate for programsto cal gmail-queue directly if they create messageswith dl
needed headers. Mailing list managers such as Mgordomo2 do for efficiency.) Mot often, gmail-inject isrunfrom
sendmail, asmal program that interpretsits arguments like the legacy sendmail and calls gmail-inject. It'sauseful
shim to maintain compatibility with the many applicationsthat cal sendmail directly to send malil.

For mail arriving from remote systems, tcpserver runs as adaemon listening for incoming connections onthe SMTP
port. Each time a connection arrives, it runs gmail-smtpd, which receivesamessage viaSMTP and cdlls
gmail-queue to queue the message.

Regardless of where the message originates, gmail-queue writes the message to atemporary file in the queue/todo
directory, putting anew Received: line a the top, and also saves the envel ope sender and reci pient addressesto files.
Thenit notifies gmail-send by writing abyteto a"trigger” socket file.

gmail-send takes the message out of queue/todo, and analyzes each recipient addressto seeif it'slocal, remote, or
virtud.
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Chapter 3. Installing Qmail

Qmail probably doesn't come preinstalled on your machine. It probably isn't even shipped in source form with your
machine. Y ou must go to the FTP server, download it, configureit, compileit, test it, and ingtdl it. If thissoundslike
ahuge amount of work, it's not?ome of these steps can be a single command.
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3.1 Whereto Find Qmail

Theofficid placeto get gmail isthrough Dan Bernstein's web and FTP server at http://cr.yp.to. (The .to domainis
actudly theidand nation of Tonga, but they'll sl a"vanity" addressto anyone willing to pay, and Dan's professond
interests center around cryptography.) An dternate addressis http://pobox.com/~djb/gmail.html.

Both URL s are currently redirected to Dan's FTP server, koobera.math.uic.edu, at the Math department of
University of lllinoisa Chicago. For therest of thisbook, well nickname that site koobera. The actual name of the
Steissubject to change at any time, which isthe whole point behind using cr.yp.to and pobox.com.

If you use aweb browser or agraphical FTP program to open an FTP connection to koobera, thelist of filesyou
receive may be scrambled. Dan uses an FTP server of his own creation, publicfile, which is good and bad. It's good
because it'satypical Dan Bernstein program: small, secure, and fast. It's bad because most web browsers and visua
FTP programs don't know how to parse the server'slisting format.

Visud FTP programswithout specia support for anonftpd'sfile format (EPLF, Easlly Parsed Listing Format) cannot
giveyou aligting of files. The stlandard command-line FTP that comes with BSD, Linux, and most versions of Unix
has no such troubles, nor does the FTP distributed with versions of Windows, because neither attemptsto parse the
listing. The current version of squid, apopular proxy server, has support for EPLF, soif you're accessing the Net
through asquid FTP proxy, you should have no troubles.

Once you've made sure you can contact the FTP server, make adirectory where you're going to download and build
your software such as /var/src or /usr/local/src, and FTP acopy of gmail there. Use gunzip and tar or pax to
unpack it into asubdirectory.

3.1.1 Copyright

Dan Berngtein reserves most rights when he distributes gmail. Copyright law lets him prohibit anyone from making
copies (except within fair use, which includes actualy loading the software from disk into memory, memory into
cache, cache into processor, and disk onto backup media and back again). Dan has given users severa permissions,
however. Y ou can redistribute the source to any of gmail 1.00, 1.01, 1.02, and 1.03. This source must be
unmodified, intheorigind .tar.gz format, and match a certain checksum provided by Dan.

In addition to redistributing unmodified source, you can aso redistribute certain derived works. An executablethat is
equivaent to that which a user would create through the documented ingtd| processisaso redistributable. In
practice, this means that you can download, compile, patch, ingtal, and use gmail any way you want. The onething
you can't do isto digtribute modified versons of gmail. That'swhy al of the user modifications are ditributed as
patches relative to the distributed 1.03, rather than as modified versons of gmail itsalf.[1]

[1] Disclaimer: this description undoubtedly has a different legal import than Dan's permissions. Read Dan'slicense
before you make any decisons about redistributing gmail yoursaif.

Netgmail


http://cr.yp.to/default.htm
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http://www.qmail.org/netqmail
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3.2 Creating the Users and Groups

Qmall uses aset of user ids and group idsto control accessto various gmail facilities. Because Dan doesn't trust the
system libraries (history ison hisside), he doesn't make system calls to determine these uids. Instead, the uids are
compiled into various programs. That meansthat the gmail users must exist prior to compiling the programs.

Someversonsof Unix and Linux are distributed with the gmail users and groups dready defined. If your /etc/passwd
(or equivdent) contains entriesfor dias, gmaild, gmaill, gmailp, gmailg, gmailr, and gmails, and your /etc/group
contains entriesfor gmail and nofiles, you're dl set and can skip ahead to " Configuring and making the software.”
Otherwise you must create the users and groups yourself. There are severa waysto do this.

3.2.1 The adduser Script

Some Unices have aprogram called useradd or adduser to create users and groups. Often, use of thisprogramis
mandatory, because the machine uses shadow passwords. To be safe, use the program when it exists. The
INSTALL.ids file has the necessary commands. Copy that fileto /tmp/mu, locate the right set of commands, delete
everything e se, delete the pretend root prompt charactersin front of the commands, saveit to afile, and run that file
usng sh /tmp/mu.

3.2.2 Adding by Hand

Some Unices |et you create groups by editing the /etc/group file and users by editing the /etc/passwd file, the latter
typicaly through the vipw program. Edit /etc/group and add thefollowing two lines:
grmai | : *: 2107:

[TeamLiB]
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3.3 Configuring and M aking the Software

The vast mgority of the gmail configuration occurs at runtime. There are, however, afew configuration options that
can only be changed a compiletime. These options are, as you might expect, not often changed. If you're reading
this book front to back, skip this section and come back to it later, because most of the compile-time optionswon't
make any senseto you.

These configuration options are each in a separate file in the gmail source directory, thefirst line or linesof which are
the value. Lines beyond those have an explanation of the meaning of the vaue.

3.3.1 conf-break

Qmail permits usersto have subaddresses, which gmail calls extensons. For example,

nel son-gmail-book@crynwr.com has an extension of "gmail-book™ if the bregk character isadash. By defaultitis
adash character, but some sysadmins may wish to use a plus or equals character for competibility with other
software. (Sendmail usesaplussign.[2])

[2] One potential cause of confusion is the difference between the bresk character and the character that separates
the parts of extensons. conf-break specifiesthe break between the username and the extension. Extensionsare dso
split into parts; however, they are dways split at a dash character. So, if you set your break character to aplus, then
nelson+list-gmail will be matched by ~nelson/.qmail-list-default if there's no better match. See Chapter 7 onlocdl
ddivery for moreinformation.

3.3.2 conf-cc

The compiler isnot set in the makefile, asistypica for aUnix program. The makefile actually uses ageneric compile
script. Thisscript is created by the makefile. It combines conf-cc with some more information. If your C compiler
needs specia optimization flags, thisisthe place to put them.

3.3.3 conf-groups

Thefirg two lines of thisfilelist the names of the groupsthat gmail uses. They are used in the building processto get
the group id (gid) for theingtal process. Thefirst isthe name of the group that severd gmail usersuseto share
information through group permissions. The second is the name of the group used by the other gmail userswho don't
need to use group permissions. Don't change this unless your system aready has groups called gmail or nofile that
conflict with gmail'suse of them.

3.3.4 conf-ld

Thefirg line of thisfileisthe command used to link .o filesinto an executable. The most common changeisto replace
the --sflag it contains with --g to preserve symbols for debugging. If your linker supports static shared libraries,
which start up faster than the more usua dynamic shared libraries, thisiswhere you put the flags or command to use
them.

3.3.5 conf-patrn

Omail refiices to ddiver mail to incectire accor inte 1f arier Alowe anvvone to modifyv file<in hic home directory
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3.4 Patching Qmail

Dan'slicense for gmail forbidsthe ditribution of modified versons of gmail, so many people offer add-onsand
patches that you can apply to gmail yourself. Add-ons are distributed as installable packages that you download and
ingd like any other package, but patches are distributed astext files of differences between the origind and the
patched version of gmail, as created by the diff utility. Y ou don't need any patchesto get gmail going (other than the
errno patch for recent Linux versions), but because so many useful changes are distributed as patches, nearly
everyone uses afew of them, so you should be prepared to use them.

The patch program, distributed with most Unix-like systems, reads the patch files and applies the changes. If your
system doesn't haveit, it's available for download from the Free Software Foundation at

http://Amww.ff .org/software/patch/patch.html . To apply a patch to a package, be sure the source code for the
package is stored in a subdirectory of the current directory with the package's usual name (such as gmail-1.03), then
feed the patch file to patch:

$ patch < some- patch. t xt

patch produces a chatty report of its progress. Patch filesinvariably contain context diffs, so patch warnsyou if the
file you're patching appears not to match the one on which the patch is based. Y ou must look at the regjected patches
in the source directory with filenameslikefilename.rgl and figure out where the patches should go. Occasiondly
when you're applying multiple patches to the same set of files, the patches can collide, but for the most part, the useful
patches to gmail apply without trouble. Once a patch is applied, rebuild and reingtal the package from the patched
source code.

If you're ingtaling the recommended netgmail package, you've aready patched the source. Netgmail includes apatch
filecdled netgmail-1.05.patch that isautomaticaly applied by ./collate.sh.If you want to try patching gmail, agood
patch to start with isthe QMAILQUEUE paich, available at http:/mww.gmail.org/gmailqueue-patch. (Netgmall
users needn't bother, because it's adready applied.) It's quite small but very useful. Once you've applied the patch, any
gmail component that calls gmail-queue to queue amail message checks the QMAILQUEUE environment varigble
and if it's sat, usesit asthe name of aprogram to run instead. This makesit easy to insert filters of various sortsinto
gmail's processing without having to add specia codeto individua programs.

Now that you've built and installed gmail, daemontools, and perhaps other add-on packages, the next chapter tells
you how to sart it dl up.

Building with Recent GLIBC and Fixing the
errno Problem

If your system usesthe GNU GLIBC Verson 2.3.1 or newer, gmail won't compile without some small
patches. This problem affects most recent versons of Linux. The gmail source code defines errno, the
place where system calls put error codes, to be an int variable, but in these librariesit's not, it'samacro.

In the sourcefile errno.h, replace the line that declares errno with this:
#i ncl ude <errno. h>

| Y PR o [P R R | PR [P o [ (LI | Y S PR [ P (R P [ R T P
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Chapter 4. Getting Comfortable with Qmail

This chapter guides you through the basics of running gmail and ddlivering mail to users on your gmail hogt. It's quite
possibleto run gmail in pardld with your old mail system, which isusualy agood idea during atrandtion, o you can
do everything in this chapter whileleaving your old mail syslemin place.

[ TeamLiB]
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4.1 Mailboxes, L ocal Delivery, and L ogging

Before you start up gmail, you must make afew configuration decisons. None of these areirrevocable, but if you
know what you want, it's easier to set them that way at first than to change them later.

4.1.1 Mailbox Format

Qmail supports two mailbox formats: the traditiona mbox and Dan's newer Maildir. | won't belabor the difference
here (see Chapter 10 for more details) other than to note that mbox storesall itsmessagesinasinglefileand is
supported by dl existing Unix mail software, while Maildir stores each messagein aseparatefilein adirectory, andis
supported by areasonable set of software (including procmail, the mutt MUA, and severd POP and IMAP servers)
but not as many as mboxes. If you're converting from an existing mail system that uses mboxes, it's easier to keep
using mboxes, but if you're starting from scratch, go with Maildirs.

4.1.2 Local Delivery

If you use mbox files, gmail normdly puts the incoming mailboxesin users home directories. That is, for user fred, the
mailbox would be ~fred/Mailbox. Older mail programs often put al of the mailboxesinto /var/mail . For both
security and disk management reasons, it's better to put the mail in the user's home directory with hisor her other
files, but if you have exiging mailboxesin /var/mail, it's not hard to persuade gmail to continue delivering mail there.

If you're converting from an older MTA, you can ether set up gmail to deliver into the same mailboxes asthe old
MTA or, if yourefeding cautious, set gmail to ddliver into Maildirs or home directory mboxeswhiletheold MTA
dill ddiversto /var/mail . (The disadvantage is that once you're happy with gmail, you have to convert and merge the
old mailboxes. See Section 4.7 later in this chapter.)

4.1.3 Logging

Thetraditiond way to make log filesiswith the system sydog facility. It turns out that sydog is a serious resource hog
and on abusy system can lose messages. On asmall system this doesn't matter, but on abusy mail hogt, it sucks up
sgnificant resources that otherwise could be devoted to something more useful. Dan Bernstein wrote alogging
program called multilog, part of the daemontools package, which isfar faster and more reliable than sydog, but not
particularly compatible withit. If you're sure that sydog won't be a bottleneck, go ahead and useit, but if you might
eventualy want to use multilog, you're better off starting with it because switching arunning sysemisapaninthe
neck.
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4.2 An Excursion into Daemon M anagement

A daemon isa program that runsin the background (that is, without interacting with auser) and is useful. On Unix
systems, there are two kinds of daemons:. the ones that run continuoudy and the ones that run on demand. Familiar
Unix examples of continuous ones include named, the DNS server, and httpd, the Apache web server, while
on-demand onesinclude serversfor network services, such as telnet and ftp, and cleanup scripts run once aday or
once aweek. The on-demand ones are al started from continuous servers such as cron for time-based services, and
inetd or tcpserver (the gmail replacement for inetd) for network services.

The daemontool s package provides a cons stent way to run continuous daemons, optionaly (but amost invariably)
aso arranging to collect log information that the daemons produce. Thetwo key programs are supervise, which
controls asingle daemon, and svscan, a" superdaemon,” which controls multiple copies of supervise and connects
each daemon with itslogger.

For each daemon to be controlled, supervise usesadirectory containing informeation about the daemon. The only file
that you must createin that directory is run, the program to run. Although it can be alink to the daemon, it'susudly a
short shell script that sets up the environment and then exec's the daemon. The supervise program creates a
subdirectory also called supervise, where it storesinfo about what it's doing. Once supervise isrunning, you can use
the svc program to stop and start the daemon, and send signalsto it. (This consistent way to signal daemonsis one of
supervise's greatest strengths.)

Torun supervise, follow these two steps: creste /service, which you do with aregular mkdir command asthe
super-user, and start svscan, which | cover in the next section. Once svscan isrunning, it looksat /service and starts
a supervise processin each of its subdirectories. Every five secondsit looks again and creates new processes for
any new subdirectories. If a subdirectory has a sub-subdirectory caled log, svscan arrangesto log the output of the
program. In this case, it starts a pair of processes connected by a pipe, equivalent to:

supervi se subdir | supervise subdir/log

The log subdirectory contains a run filethat invariably runs multilog to write the output into arotating set of log files.

4.2.1 Starting a Daemon

One of theleast standardized aspects of Unix and Unix-like systemsisthe way that you start daemons at system
boot time. Even if you use supervise as| recommend, you still must start the svscan daemon to get everything ese
going. Here are some hintsto start svscan. If you ignore my advice and run daemons directly, start each of them the
way | recommend you Start svscan.

Versons 0.75 and later of daemontools include a startup script for svscan caled svscanboot, and the daemontools
ingtallation processtries, usudly successfully, to edit acal to that program into your system startup scripts. It setsup
the environment and runs svscan, piping its output into anew program called readproctitle that copies anything it
reads on top of its program arguments, which meansthat any error messages from svscan will show upin pslisings
in the argumentsto readproctitle. Thiskludge makesit possible to see what'swrong if svscan hastrouble starting up
or sarting supervise for any of the directories under /service:

Snglercfile

Solaris and some versons of BSD put dl of the sartup commandsin afile called /etc/rc, usudly with locd
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4.3 Setting Up the Qmail Configuration Files

Thefind hurdle before starting up gmail isto create aminimal set of configuration files. The gmail ditribution includes
ascript called config that makes a set of configuration filesthat's usualy nearly right. | suggest you run the config
script, then look at the filesto seewhat it did and fix the files up as needed. All of the configuration filesarein
/var/gmail/control . The ones you need to create include:

The name of thishogt, e.g., mail.example.com. This provides the default to use for many other configuration files.
defaulthost

The hogtname to add to unqudified addresses in submitted mail. If your email addresses are of the form
mailbox@example.com, thiswould contain example.com, so that mail to, say, fred isrewritten to
fred@example.com. (Note that this rewriting happens only to localy submitted mail sent via gmail-inject, not to mail
that arrivesviaSMTP.)

defaultdomain

The domain to add to unqualified domainsin submitted mail addresses, usualy your base domain, such as
example.com. Thiswould rewrite fred@dul uth to fred@dul uth.example.com. (Thisrewriting aso happensonly in
locally submitted mail.)

locals

Domain namesto be ddivered locdly, one per line. Mall to any domain listed in locals is ddlivered by tresting the
mailbox part asaloca address. Thisusually contains the name of the host and the name of the domain used for user
mailboxes, such as example.com and mail.example.com. Do not list virtua domains (domains hosted on this machine
but with their own separate sets of mailboxes) in locals. | discussthem later.

rcpthosts

Domains for which thishost should accept mail viaSMTP. Thisgeneraly containsal of the domainsin locals, aswell
asany virtua domains and any domains for which thishost isabackup mail server. If repthosts does not exist, gmail
accepts and ddiversmail for any domain, a severe misconfiguration known asan "open relay,” which will be hijacked
by spammers. Be sure your rcpthosts file exists before starting gmail. If you haven't defined any virtud domains, just
copy locals to rcpthosts.

There are over 20 more contral files, but therest can beleft for later.
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4.4 Starting and Stopping Qmail

Sarting gmail iseasy in principle. Y ou run gmail-start and it sarts the four communicating daemonsthat gmail
needs. Two details complicate the situation: the default ddlivery ingtructions, and connecting the daemons to whatever
you want to use for logging.

Because the daemontool s package of which supervise isa part wasn't written until after gmail 1.03 wasreleased, dll
of the provided startup files use splogger to send thelog information to sydog. | find daemontools gregtly preferable,
s0 | primarily discuss how to set up gmail using supervise.

4.4.1 Choosing a Startup File

Qmail 1.03 comeswith a sdection of sartup filesyou can use, either directly or asagtarting point for acustomized
gartup file of your own. Y ou can find the startup filesin /var/gmail/boot. None of them are usable directly with
daemontoals, but they're useful astemplates. The differences among them only affect what happenswhen mail is
delivered to a user who has no .gmail file, because the only differenceisthe string to use asadefault .gqmail . They
indude:

binm1

Default ddivery using /usr/libexec/mail.local , the 4.4BSD mall ddivery agent, which puts mail in /var/spool/mail
binm1+ df

Same as binml, aso providing dot-forward emulation

binm2

Default ddivery usng /bin/mail with SVR4 flags, which dso putsmail in /var/spool/mail

binm2+ df

Same as binm2, aso providing dot-forward emulation

binm3

Default ddivery uang /bin/mail with flagsfor older versons of Unix; puts mail in /var/spool/mail

binm3+ df
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4.5 Incoming M ail

Next, ingal the SMTP daemon to receive incoming mall. If you have another mail system dready running, set up
gmail's SMTP daemon for testing on a different port than the standard port 25.

4.5.1 Configuration Files

The SMTP daemon only needs one configuration file to run: /var/gmail/rcpthosts. For smple gpplications, rcpthosts
can contain the same list of domainsas locals. It is very important that you set up rcpthosts before starting your
SMTP daemon. If you don't, your mail sysem will be an "open rday,” which will transmit mail from anywhereto
anywhere and be abused by spammers and blacklisted.

A littlelater welll aso be setting up acontrol fileto tell the daemon what 1P addresses are assgned to local users
dlowed to rdlay mail.

4.5.2 Setting Up the Daemons

Setting up SMTPinvolvesthree layers of daemons. Supervise runs tcpserver, which waits for incoming network
connections. Each time aremote system connects, tcpserver starts acopy of gmail-smtpd, which collectsthe
Incoming message and passesit to gmail-queue for ddlivery. To runit under supervise, create apair of directories,
and cdl them /var/gmail/supervise/gmail-smtpd and /var/gmail/supervise/gmail-smtpd/log:

# nkdir /var/qgmail/supervise/gmail-sntpd

[ TeamLiB]
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4.6 Procmail and Qmail

If you do any sorting or filtering of incoming mail, you should ingtal the popular procmail mail filtering package.
Although procmail'sfilter definition language isterse to the point of obscurity, it's very powerful and easy to use once
you get the hang of it. In the past, procmail's default mailbox location wasin /var/mail , and it didn't support Maildirs.
Recent versions of procmail work well with gmail. Version 3.14 added support for Maildirs, and it's now easy to
compile procmail to put the default mailbox in gmail's preferred place.

The source for procmail isavailable at http://Mmww.procmail.org. Download it to aloca work directory and unpack it.
To makeitsdefault ddivery beto Mailbox, edit thefile src/authenticate.c. Around line 47 find the definition of
MAILSPOOLHOME, remove the comment characters at the start of the line, and change the file name to Mailbox:
#def i ne MAI LSPOOLHOVE "/ Mai | box"

Or to make the default ddlivery to auser'sMaildir, type:
#define MAI LSPOOLHOVE "/ Maildir/"

(Note the dash after the directory name, which tells procmail that it'saMaildir rather than an mbox.)

Then make and ingtdl procmail asdescribed inits INSTALL file. The procmail ingtdlation recommends that you
ingtall procmail as set-uid to root. When working with gmail, it does not need set-uid to work correctly, and |
recommend that you don't do this. When used asthe mail delivery agent for sendmail, procmail needs set-uid to run
astheid of the ddivered-to user. Qmail switchesto the correct user ID before running procmail, asit doesfor any
delivery agent, so procmail doesn't need to do so. Ingtalling as set-uid won't cause any immediate problems, but it
will pose apossible security problem should there turn out to be lurking bugsin procmail.

To use procmail asyour default ddivery agent, usethisin your gmail run file
exec env - PATH="/var/qmail/bin: $PATH' \
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4.7 Creating Addresses and M ailboxes

With the setup so far, every user in /etc/passwd automaticaly has amailbox with the same name asthe login name.[1]
If you're using mbox mailboxes, each mailbox is created the first time amessage isddivered to it. If you'reusing
Maildirs, you must cregte the Maildirs yoursef usng maildirmake. If dl of your home directoriesare stored in
/usr/home or /home, it's easy enough to give everyone aMaildir. Run ascript like thisasroot to create them:

[1] That's not quite true; for security reasons gmail won't deliver mail to the root user.
cd / home
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4.8 Reading Your Mail

If you use mbox mailboxes, the only additiona change you may haveto makeisto tell your mail program (and your
shell if it'sonethat reports new mail) that the mailbox isin ~/Mailbox rather than in /var/mail . Most mail programs
check the shell variable SMAIL. For testing, change the MAIL variable at your shell prompt:

% setenv MAIL ~/ Mai | box (in csh)
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4.9 Configuring Qmail's Control Files

Qmall is controlled by alarge set of control files stored in /var/gmail/control . Unlike some other MTAsthat group
everything into one hugefile that they have to parse to figure out what'swhat, gmail puts each different kind of
information into aseparate file, so that each file needslittle or no parsing. All filesarelines of plaintext (dthough a
few filesare compiled into CDB databases before use). Some, noted below, allow comment lineswith a# at the
beginning of theline. In fileswhere each line contains multiple fids, the fields are separated by colons.

Most of the contral filesare optiona, and gmail uses areasonable default in most casesif afileisn't present. The only
filesthat are absolutely essentia are me, which contains the hosthame of the local host, and rcpthosts, which lististhe
names of the domainsfor which this host accepts mail.

Herésalig of dl the control filesin aphabetica order, noting which component uses each one. Many of the optiona
patches introduce new control files, which are discussed during the description of the patch.

Checking Your Configuration with
gmail-showctl

Because gmail has along and somewhat daunting set of configuration files, the packageincludesa
program to tell you what your current configuration is. Run /var/gmail/bin/gmail-showctl and pipeits
output through a pager like more to see adetailed narrative of the contents of al of the configuration
files. For missing filesit tellsyou what defaulted vaues arein use.

If you receive the message | have no ideawhat thisfile does, it meansthat the fileis not one that
gmail-showctl recognizes. Y ou can put any extrafilesyou want in the control directory and gmail
doesn't care. Occasiondly, it's useful to leave notesto yourself or to save an old version of afileyou're
changing. Thereisan exception: gmail-showctl looksat dl the files and makes that complaint about the
onesnot initslig. If you apply patchesthat use new configuration files, most of the patches don't bother
to update gmail-showctl, soit'll typically complain about those files too, which is equaly harmless.

badmailfrom (gmail-smtpd)

Envelope addresses not dlowed to send mail. If the envelope From address on an incoming message matches an
entry in badmailfrom, the SMTP daemon will rgject every recipient address. Entries may be either email addresses,
or @dom.ain to rgect every addressin adomain. Thisisa primitive form of gpam filtering. These days, it's mostly
useful to block quickly amailbomb or flood of rejection messages.

bouncefrom (gmail-send)
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4.10 Using ~alias

Although gmall automatically handles ddliveries to most users with entriesin the Unix password file (or gmail's
adjusted version of it; see Chapter 15), any useful mail setup aso needsto deliver mail to addresses unrelated to
entriesin the password file. Qmail handlesthisin asmple, e egant way with the alias pseudo-user. As part of the
ingtallation process, create auser caled dias and set its home directory to /var/gmail/alias. When gmail isrunning, if
mail arrivesfor aloca mailbox that isn't in the normd list of users, gmail prepends dias- to the address and retries the
ddivery. This makes any address not otherwise handled in effect a subaddress of alias, so you can handle addresses
by putting .gmail filesinto ~alias. For example, if you have a user robert and want mail addressed to bob to be
forwarded to him, create ~aliag/.qgmail-bob and init put & robert. Since gmail handles ddliveries using the .gmail
filesin ~alias the same way that it handles any other ddliveries, you have dl of the same options ddlivering to nonuser
addresses that you do to user addresses.

Because gmail doesn't ddliver to root and other usersthat have a0 user ID or that don't own their home directories,
you should arrange to send root's mail to the system manager by creating ~alias/.qmail-root. Also create
.gmail-postmaster, .gmail-abuse, .gmail-webmaster, and any other role addresses that you want to support.

Thefind default ddlivery is, not surprisngly, found in ~alias/.gmail-default. If that file doesn't exist, unknown
addresses bounce, often just what you want. The most common thing to put in thet fileisalineto run the fastforward
program (see the next section) to take delivery ingtructions from afile of addresses, roughly as sendmail does. Y ou
can aso implement other default delivery rules. For example, if you want to make mail to subaddresses of ~alias
users default to the base address, so mail to fred-foop is delivered to fred if it's not otherwise handled, put alinelike
thisin your default delivery file. (It appears wrapped here, but it hasto be on onelong linein thefile))
| case "$DEFAULT" in *-*) forward "${DEFAULT®e*}" ;; *) bouncesaying

i NEX
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4.11 fastforward and /etc/aliases

Sendmail and other MTAS use configuration files such as /etc/aliases that contain lists of mailboxes and forwarding
ingtructions. While gmail doesn't have a built-in feature to do that, the add-on fastforward package (available at
http://cr.yp.to/fastforward.html provides both amostly compatible way to handle existing /etc/alias files) and amore
generd schemeto handlefileswith forwarding ingtructionsand mailing ligts.

4.11.1 Installing fastforward

Y ou can download and ingal the fastforward package the same way you instal Dan's other programs, as described
in Chapter 3. This section describes fastforward Version 0.51.

4.11.2 Using fastforward

The centrd program inthe fastforward packageis fastforward itsdf. It's designed to be run from a .gmail file
When run, it gets the recipient address from $SRECIPIENT or optionaly $SDEFAULT@$HOST, looks up the
addressin addivery database, and if it finds the address, follows the ddivery ingtructions for the address.

fastforward takesitsingtructions from a CDB-format file. There are two waysto create thefile: using newaliasesto
create /etc/aliases.cdb from /etc/aliases, which isin sendmail format, or using setforward to creste a CDB from an
arbitrary file, which isin adifferent, moreflexible format. All of fastforward's CDB files have the same format,
regardless of which program created them.

The CDB file can refer to mailing list files of addresses; the difference isthat the CDB file contains addresses and
ddivery indructions, whileamailing list filejust contains alist of addresses and other mailing list files, for usewithina
ddivery ingruction. Mailing list files can be created by newinclude, which readsinput containing alist of addressesin
aformat smilar to the one sendmail usesfor :include: files, or by setmaillist, which readsinput inamoreflexible
format. Mailing list files created by either program have the same format, so you can use the input format that is more
convenient. Compiled mailing ligt files have the extenson .bin. In this section, | describe /etc/alias compatibility and
leave the rest for the sections on virtual domains (Chapter 12) and mailing lists (Chapter 14).

The most common way to use fastforward isto cal it from ~alias/.gmail-default so it can take acrack at any
addresses not handled otherwise:
| fastforward /etc/aliases.cdb

Or you can dso combine it with other default rules. For example, to use fastforward and then reddiver mail to
subaddresses to the base address of the subaddress:
| fastforward -p /etc/aliases.cdb
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http://cr.yp.to/fastforward.html

This document is created with the unregistered version of CHM2PDF Pilot

[TeamLiB] =
Chapter 5. Moving from Sendmail to Qmail

More often than not, asite that plansto run gmail isaready running some other mail software on a Unix-ish server,
and more often than not, that software is sendmail. This chapter walks through the steps involved in moving amall
system from sendmail to gmail.
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5.1 Running Sendmail and Qmail in Parallel

Users tend to be upset when they can't accesstheir email, so it'srarely possible to shut down the old mail system,
spend aday getting the new system ingtalled and tested, then turn the mail back on. Fortunately, you don't haveto.
It'seasy to run sendmail and gmail in paralel on the same machine, ddivering mail into the same mailboxes, until
you're satisfied gmail isworking properly, and then shut sendmail down.

Any MTA receivesmail through two routes: loca and remote. On Unix systems, local mail isinjected viathe
sendmail program, and remote mail isinjected viaSMTP. When you're running gmail and sendmail in pardld, as
long as /usr/lib/sendmail isalink to sendmail, loca mail will go to sendmail, and aslong as sendmail islistening on
port 25, remote mail will aso go to sendmail. While you'e testing, put gmail's version of sendmail somewheredse,
say /var/gmail/bin/sendmail, and run gmail's SMTP daemon on port 26.

Once you're happy with your gmail ingtalation, movethe origina /usr/lib/sendmail to /usr/lib/sendmail.old (and
amilarly for any other linksto it such as /usr/sbin/sendmail) and link the gmail versoninits place. That will start
routing locd mail to gmail.

For remote mall, kill the sendmail daemon, and restart the gmail SMTP daemon running on port 25. That will start
routing remote mail to gmail. Because sendmail probably still has some mail to flush out, restart the sendmail daemon
but without the -bd flag that makesit listen on port 25. A typica command would be sendmail -g30m to keep
retrying failled ddiveries every 30 minutes. After afew days, or when the sendmail queue is empty, you can shut
sendmail down for good.

5.1.1 Sendmail Switching Systems

Someversgonsof BSD and Linux have their own schemesto handle multiple mail sysemswith different versons of
sendmail by providing alayer of indirection between the sendmail program that other gpplications cal and the actua
program provided by the mail package. These schemes don't do anything that the direct approach can't aso do, but
they document the setup better and are more likely to survive system upgrades, so you should use them when you
can.

NetBSD and FreeBSD use a program called mailwrapper , which isingtaled where sendmail would usudly go. It
consultsafilecdled /etc/mail/mailer.conf, which has the names of the actua programsto run when sendmail is
called under any of itsmany diases. (See Example 5-1.)

Example 5-1. Typical mailer.conf
sendnai | [ var/ gmai | / bi n/ sendnmi |
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5.2 User |ssues

There are two important differences visble to mal users when moving from sendmail to gmail: mailbox formeat and
location, and .forward files. The stlandard gmail distribution includes some examplesin /var/gmail/boot to set up for
various degrees of sendmail compatibility, discussed in Chapter 4.

5.2.1 Mailbox Format and L ocation

Sendmall invariably deliversmail into mbox format mailboxes, which are usudly dl located in /var/mail or
Ivar/spool/mail . Qmail can deliver to either mbox or Maildir files, but normally puts each user's mailbox in the user's
home directory. Y ou have severa options during a conversion.

The easest option isto leave dl the mailboxesin /var/mail or asmilar shared directory. The disadvantage isthat
Ivar/mail isn't avery good place to put mail, because mail doesn't count toward individual disk quotas, and minor
protection errors on mailboxes make it possible to snoop on mail. Because gmail doesn't have abuilt-in delivery
agent that putsmail in /var/mail, you must tell it to use an externa one such as /usr/libexec/mail.local (4.4 BSD and
descendants) or /bin/mail (older versonsof BSD, System V, and Linux).

Itisnot agood ideato leave mail in /var/mail other than for testing. A reasonable compromiseisto have gmail
deliver to mbox filesin the home directories, and leave sendmail delivering to /var/mail . Then when you're happy
with gmail, copy dl the old mailboxes to the new location using scripts described later in this chapter. Y ou must dso
adjust the .profile and .login files so that they set the MAILBOX environment variable to point to the new location.

Although Maildir mailboxes have many operationa advantages over mboxes, switching users over on sysemswith

shell usersispainful dueto the dearth of Maildir mail clients. On syssemswhere most or al of your users pick up mail
with POP or IMAP, switching to Maildirsiseasier, and | recommend it. Again, set up gmail with Maildirs, then when
you stop sendmail, copy the contents of the old mailboxes into the new ones, converting mbox to Maildir at thet time.

Qmail comeswith apair of scriptscaled ping and eq, which copy the user'sincoming mail from ~/Maildir to
~/Mailbox and then run pine or em. While they work fine, if auser isgoing to useamail client that expects an mbox,
It makes more sense to ddliver to the mbox in the first place. One semiplausible reason to use ping or €q isif the
filesystem to which the mail isddlivered is on adifferent host than the one uses to read mail, with the files mounted
using NFS. Because NFS has locking problems with mboxes, it makes sense to do the ddiveriesinto Maildirs, which
work reliably. Assuming the user runsonly one copy of ping or eq at atime, it can safely copy mail from the Maildir
into an mbox on hisloca disk, and then run pine or em.

5.2.2 Qmail and .forward Files

Sendmail shell usersfrequently have .forward filesto handle their mail deliveries. The most common usesareto
forward mail to another address and feed incoming mail to procmail for filtering and sorting, but the .forward scheme
Isquite generd, dbeit not very well specified.

Qmail offerstwo migration pathsfor .forward. The format of .gmail filesissmilar enoughto .forward filesthat the
maost common .forward files can beturned into .gmail fileswith little or no twesking. If you have asmdl number of
shdl users, turnthem into .gmail fileswhen you convert, to get rid of .forward filesonce and for dl.
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5.3 System |ssues

The sendmail.cf configuration file provides afantastic amount of configurability to sendmail, some of whichisquite
useful. Mogt of sendmail'stricks have straightforward equivaentsin gmail. It may be useful to print out sendmail .cf
S0 you can check off each configuration option asyou ded withit.

5.3.1 Deconstructing sendmail .cf

Much of the configuration information in atypica sendmail.cf needs no gmail equivaent. Since sendmail was written
inan erawhen it wasn't clear what mail system would predominate, it can handle awide variety of long-dead mail
addressing formats, and much of sendmail.cf definesthe syntax of email addresses, something that's built into gmail.

Nonetheless, sendmail.cf filesusualy do have someloca customization that you need to trandate. Because the
configuration language is so arcane, most Sites use a st of m4 macrosto generate thefile. In the following discussion,
| mention primarily the m4 macros rather than the generated configuration codes.

5.3.2 Local Deliveries

Sendmail uses several macros starting with LOCAL_MAILER to define theloca mail configuration. The gmail
equivaent isthe default delivery agent set at startup time. The sample boot scripts described in Chapter 4 cover most
of the common cases.

If you want to ddiver mail into mbox filesin /var/spool , use one of the binm boot scripts, whichever one calsthe
same maller that sendmail iscaling. If any of your usershave .forward files, use the +df versons of the boot scripts.

If you want to deliver to mbox filesin users home directories, use the home or home+df boot script. If you want to
deiver into Maildirs, start with the home or home+df script, but change ./Mailbox to ./Maildir/. Don't forget the
trailing dash, which tdlsgmail that it'saMaildir. Qmail will not create Maildirs automaticaly, so you must cregte them
yoursdlf. If your user directoriesare al under /home, running this script asroot does the trick:

cd / hone
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5.4 Converting Your AliasesFile

Animportant but tedious part of atransition from sendmail to gmail isto convert /etc/aliases. There are two general
drategies. Thefirgt isto create a .gmail filein ~alias corresponding to each entry, which worksfinefor smdl dias
filesbut becomes unwieldy after afew dozen entries. The other isto instal the fastforward package (described at the
end of Chapter 4) which handlesaversion of /etc/aliases pretty closeto sendmail’s, and then just adjust the dias
entriesthat fastforward doesn't handlewell.

When sendmail runs aprogram for addivery from the diasesfile, it usesavariety of heuristicsto decide which user
runsthe program. Qmail'smode is much smpler: al programsrun from ~alias, induding fastforward when it does
[etc/aliases deliveries, arerun asthe dias user. In most casesthat's fine for deliveriesthat don't store messages or
update files. For ddiveriesthat do store messages or update files, you may need to rewrite the delivery rulesto be
sure that they're run asthe appropriate, user as described next.

5.4.1 Address Forwarding

The syntax for addressing forwarding is:
addressl: address2
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55Trusted Users

Sendmail hastrusted users who can perform certain mail actions not permitted to the hoi polloi. Depending on your
point of view, gmail ether trustsal users or no users. Each user hasfull control over hisown filesand deliveries, but
no user has any specia ability to masquerade as others, run programs, or anything else. If asendmail setup depends
on trusted users (not many do), the setup must be redesigned to work with gmail.
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Chapter 6. Handling Locally Generated Mail

Mail comesfrom two conceptua places. ingde your system and outsideit. In this chapter, welook at mail that
originatesingde your system, mail generated localy on the host where gmail isrunning. We dso take afirst ook at
mail injected by MUASs on computers running on the same LAN, and mail injected by "roaming" local users
elsawhere on the Net, which we address in detail in the next chapter.
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6.1 gmail-queue

The only way to pass amessage into gmail is gmail-queue. All of the other relay and injection programs, for both
loca and remote originated mail, call gmail-queue to queue a message and scheduleit for delivery. Thisdesign has
two advantages. it's easy to write new frontends to inject mail because they only need to call gmail-queue to pass
aong the mail, and by replacing gmail-queue with another program that offers the same interface, you can create
interestingly different systlems, such as mini-gmail. (See Chapter 16 for details.) It also offers security advantages,
because gmail-queue is one of the few set-uid programs (to gmailg, not root) in the gmail package, so it can write
filesin the queue directories.

gmail-queue isintended to be run from other programs, not from the command line, so it has an interface that only
another program could love. It takes no command-line arguments and reads its input from two file descriptors. The
fird input isread from file descriptor and isthe text of the message. gmail-queue treats the message asan
uninterpreted block of bytes and doesn't changeit at all, other than prefixing a Received: line at the front. The
received line includes the PID, the message source, and atimestamp:

Received: (qmail pid invoked source); 4 Apr 2004 22:35:00 -0000

The sourceisby diasif theinvoking user isthe dias user; from network if the invoking user isgmaild, the daemon
user that meansthe caler was the SMTP daemon,; for bounceif the user isgmails, the gmail-send user; or by uid
NNN otherwise.

Then gmail-queue reads the envel ope information from file descriptor 1 in aconcise binary format. (In most
programs, that's the standard output, but thisisn't most programs.)
Fsender @ender.com 0 Trcptl@cpt.org\0 ... Trcptn@cpt.net\0 \0

Firg istheletter F, the sender's address, and anull byte. Then thereisalist of recipient addresses, each preceded by
theletter T and followed by anull byte. Findly there comes an extranull byte.

Once it has the message and the envelope, gmail-queue writesthem in filesin the queue directories and notifies
gmail-send to process queued messages.

The only output from gmail-queue isthe return code, which is zero if the message could be queued, and any of a
long ligt of other valuesif not. (See the manpage for thelist.) Because gmail-queue only queues amessage, itsreturn
code says nothing about whether the message could be delivered, only that it could be queued for the rest of gmail to
do something with it. If there are ddivery problems, gmail reports them by sending bounce messagesto the
message's sender address.

6.1.1 Passing I nput to gmail-queue

gmail-queue reads two input files from two file descriptors, and more often than not both input files are pipesfrom
the caling program, so some care is needed to avoid deadlock. It'simportant to remember that gmail-queue reads
the message from fd O firgt, then the envelope from fd 1. Thisisn't an implementation accident; it's part of the spec.

If you'rewriting programsthat call gmail-queue and use pipes, be sure that you write the entire message firg, then
close the message pipe, and then write the envelope. If the structure of the program doesn't make that convenient,
write the envelopeinformation to afilein /tmp. (Y ou could write the message to atemporary file instead, but the
envelopeisusudly alot smaler than the message)
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6.2 Cleaning Up Injected Mail

Unlike some other MTAS, gmail distinguishes between injected mail, new messages entered into the mail system, and
relayed mail, which is ddivered from somewhere e se. The differenceisthat injected mail needsto haveits headers
cleaned up, while relayed mail doesn't. Configuring gmalil to clean up injected mail isn't hard, but depending on your
setup, there are severa possible waysto handleit.

The new-inject package contains two programs. new-inject, which isareplacement for gmail-inject, and ofmipd
(Old Fashioned Mail Injection Protocol Daemon), an SM TP daemon that includes the functions of new-inject.
Although you can survive without new-inject, it'seasy toingtal and | encourage you to useit.

6.2.1 Accepting and Cleaning Up Locally Injected Mail

Theusud waysto inject loca mail areto feed it to gmail-inject or sendmail . Both do the cleanup automatically. (The
gmail verson of sendmail isasmall wrapper that runs gmail-inject.)

Because new-inject isamost completdly upward compatible with gmail-inject, useit in place of gmail-inject:
# cd /var/qgmail/bin
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6.3 Accepting Local Mail from Other Hosts

Most networks have asmal number of mail serversthat handle the mail for many userswho use MUAs on their
individua PCsto read and send mail. Outgoing mail from these PCsis sent to the mail server usng SMTP, at which
point it isthe mail server'sjob to clean up the headers and send the mail onitsway.

Locdly injected SMTP mail presentstwo problems. Oneisto tell which SMTP mall isinjected mail from local users
rather than the normal incoming mail. Thisisacrucia distinction, because loca users can inject mail addressed
anywhere, whileincoming mail should be accepted only for the domainsthat this server handles. (Hosts that
promiscuoudy accept and forward mail from third parties are known as "open relays’ and tend to be quickly
blacklisted, because the third parties are invariably spammers.) The other, smpler problem isto arrange to clean up
the headersin the injected mail the way that gmail-inject or new-inject clean up locdly injected mail.
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6.4 Distinguishing I njected from Relayed Mail

All of these techniques involve configuring and patching the SMTP daemons. They're discussed in detail in the next
chapter, but hereisashort overview.

Hogts on the local network are easily recognized by their | P addresses. Each time tcpserver accepts a connection, it
consults arule database indexed by | P address and marks each connection asloca or remote. In the common case
that anetwork has afixed, known set of 1P addresses, and users on the network have PCsthat use the gmail host to
send and receive mall, thisisthe only setup needed.

Mogt networks have at least afew "roaming” users who sometimes or dways connect from outside the loca
network. In order for the network to recognize their mail aslocal, the users have to provide a username and
password. The most common way is SMTP AUTH, an extension to SMTP defined in 1999 that adds password
authentication to SMTP. Qmail doesn't provide SMTP AUTH, but it's not hard to patch it into the SMTP daemon.

If you have old MUAs that don't handle SMTP AUTH, an older kludge called pop-before-smtp implicitly uses POP
logins to authenticate SMITP. Each time auser logsin for POP (or IMAP, for systemsthat run an IMAP server), the
system notes the | P address from which the user logged in. For an hour or so thereafter, SV TP connections from the
|P address are treated aslocal . Users only need to check their mail before sending new mail, so MUAS need no
specid featuresto support it. Qmail doesn't support pop-before-smtp either, but add-on packages are available that
fitinas"shims' that can be configured to run between the standard parts of the gmail POP and SMTP daemons.
These are covered in the next chapter.

Most systems that support SMTP AUTH a so support Transport Layer Security (TLS), the same cryptographic
security scheme known as SSL on the Web. TLS permits authentication in both directions; the client can check the
server's TLS certificate to be sure that the server iswho it purportsto be, and the client can aso present a certificate
to the server. In practice, most TL S systems use self-signed certificates that provide no authentication, but like SSL it
adds extra security if the traffic passes through networks whereit's subject to snooping. Patching gmail touse TLSis
also straightforward, but the steps required to set up MUASs with appropriately signed certificates that can be used
for authentication are alot more difficult than setting up SMTPAUTH.
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Chapter 7. Accepting Mail from Other Hosts

Unlike some other mail systems, gmail uses separate daemons for incoming and outgoing mail. Incoming mail is
handled primarily by gmail-smtpd. Asdiscussed at the end of the previous chapter, loca mail injected from MUAS
on other computersaso arrivesby SMTP, and it'simportant to distinguish the local from the incoming mail because
they're handled differently.
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7.1 Accepting Incoming SMTP Mail

Chapter 4 discussed the basic setup of the SMTP daemon in /service/gmail-smitpd. The supervise daemon runs
tcpserver, which listens for incoming connections, then runs gmail-smtpd to run the SMTP session and queue the
received mail. The contral file rcpthosts lists the domains for which it accepts mall. (If that file doesn't exit, it accepts
mail for al domains and can be an open relay, which spammers see as an open invitation to abuse.)

The norma SMTP setup consults a tcprules file that lists the 1P addresses from which to accept and deny
connections. Therulesfileis /var/gmail/rules/smtprules.txt, which is compiled into the binary
Ivar/gmail/rules/smtprules.cdb that tcpserver consults.
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7.2 Accepting and Cleaning Up Local Mail Using the Regular SM TP
Daemon

Inthe FAQ distributed with gmail 1.03, question 5.5 describes the classic technique for cleaning up remotely injected
mail. The smtprules.cdb filethat tcpserver consults containslinesthat set the RELAY CLIENT environment varigble
for hosts alowed to inject and rlay mail. If RELAY CLIENT isset, gmail-smtpd both skipsthe usud relay
vaidation and appends the contents of RELAY CLIENT to al envelope destination addresses. If RELAY CLIENT
has the value @fixme, mail addressed to fred@example.com is sent to fred@example.com@fixme. If you define
fixmeasavirtua domain, dl mail from these hogsis handled as virtua domain malil.

More concretely, start by cresting afixme virtual domainin virtualdomains:
fixme:alias-fixup

Then create ~aliag/.gmail-fixup-default:
| bouncesaying 'Perm ssion denied [ "@HOST" != "@ixme" ]
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7.3 Dealing with Roaming Users

Themog difficult part of dedling with injected mail isto recognize mail from "roaming” users not located on thelocdl
network. Y ou can recognize them directly by requiring a user/password when they send mail or indirectly by noting
their IPwhen they log into the POP server, then treating mail from the same |P address aslocd. Theformer isSMTP
authorization, the | atter is pop-before-SMTP.

Using an IP Tunnel

A different approach to the roaming user problem isto make the roaming user's computer logically part
of theloca network by assigning it an 1P address on theloca network, and arranging to "tunnd* the
traffic over the Internet between the PC and the local network. Tunnels have the advantage that once
they're set up, they alow accessto any local-only service, such asintranet web servers.

The most popular tunnelling systems are the IETF's | P security (IPSEC) and Microsoft's point to point
tunnelling protocol (PPTP). IPSEC is available on most recent Unix-like systems and on Windows 2000
and XP. It isquite tediousto set up but isvery securein use, with strong encryption on both the login
and dl the data that's passed through the tunndl. PPTPis built into al recent versons of Windows, and
free Unix servers caled poptop and pptpd are available. It's considerably easier to set up than IPSEC
but is much less secure, passing data either unencrypted or at best using an encryption schemethat's
known to be easy to break.

Thewiddy used ssh secure remote login system provides a per-port version of tunnelling called "port
forwarding.” For example, users can specify that port 2025 on their remote machine isforwarded to
port 25 on the mail host on the home network, then set up their mail gpplication to use localhost:2025
for outgoing mail, with the SMTP server seeing the ssh host on the local network as the source of the
mail. Even though it's possible to log into POP and IMAP servers directly from remote networks, it's
also useful to forward remote portsto ports 110 or 143 on the mail server so that the login passwords
and retrieved messages are transferred via ssh's encrypted connection rather than in the clear. ssh
requires ashell login for authentication on the home network, and must be set up (onetime) for each
port that's to be forwarded. Regardless, ssh is often agood compromise, becauseit iseasier to set up
than IPSEC while gill being reasonably secure.
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7.4 SMTP Authorization and TL S Security

To use SMTP authorization with gmail, you must patch gmail-smtpd to handle the AUTH command for remote
usersto log into the server. Although AUTH lets remote users prove who they are, it doesn't provide any security
againg third parties snooping on the mail asit leaves whatever network the roaming users are on, nor doesit provide
Security againgt port redirection, where anetwork connects you to their own SMTP server rather than the one you
asked for. (AOL does port redirection, not for malicious purposes, but becauseit letstheir users send out modest
amounts of mail as roamers without needing to reconfigure their MUAS, while blocking blasts of spam and viruses)

The transport-level security (TLS) extension provides an encrypted channd for SMTP sessons Similar to that used
by SSL secure web servers. TLSis based on certificates that include the host owner's name and address along with
the hostname and an email address. Each certificate isin two parts, the private key, which needs to be kept secret,
and everything e se including the public key, which is not secret. For incoming SMTP sessons, SMTP clientsstart a
secure sesson, verify the server's certificate and check that the hostname in the certificate matches the name of the
host that the client thinksit'staking to. The client can optionally present a certificate to the server for which the server
can make the same checks. The server can aso use the addressin the client certificate to authenticate the user
instead of aseparate AUTH step, as described later in Authenticating Client Hostswith TLS.

Theresacombined patch for gmail-smtpd that adds both SMTP AUTH and TLS, and a doubly combined patch
that adds SMTP AUTH and TLS, as well as the badrcptto anti-spam patch described in Chapter 9 and some extra
logging (the version that | use). The two combined patches both add the same SMTP AUTH and TLS code, so
they'rethe ones | describe here. These are the largest patches described in this book, which makesit more likely that
they contain bugs. I've looked at the code and it appears OK to me, but if you're concerned about security, you
should read through the patch you use yoursdif.

For SMTP AUTH, the setup involves setting up a login/password checking program to vaidate the authorization
values that remote hosts present and adjusting the tcpserver invocation of gmail-smtpd. If you're usng the gmail
POP server, use the same password vaidator. Users generaly only need to set an option in their MUASsto use
AUTH on outgoing mail using the same userid/password pair they use for POP or IMAP.

TLSrequiresthe opensd library (included with many but not al recent Unix-like systems) and aTL S certificate for
the SMTP server. If you happen to have an SSL web server with the same name asthe mail server, usethe same
certificate it uses. Otherwise, make anew certificate. All certificates are signed; you can sign yours yourself, but most
MUASs expect server certificatesto be signed by a certificate authority (CA) that vouchesfor the authenticity of the
certificate. The MUA has aset of vaidation certificates from well-known CAs built-in (Outlook and Outlook
Express sharether ligt with Internet Explorer), and if the Sgnature isn't from one of the authoritiesintheligt, the
MUA at least warns the user that the certificate isn't properly sgned, and in many casesrefusesto transfer any mail.
Theres generdly someway for the MUA's user to tell the MUA to accept the self-signed certificate from the server.
If you have very sophisticated users, you can set up your own miniature CA to Sgn your certificates and try to get
your usersto ingal your CA certificate into their MUA'swdl-known ligs. Alternatively, you can pay one of the
well-known CAsto sign your certificate, which costs between $50 and $300 depending on the CA.. At this point,
most TL S users are sophisticated enough to get their MUA to accept one self-signed certificate for the smarthost
they useregularly, but if you plan to offer TLSto alesstechnica user community, your easest courseisto pay a
well-known CA for asgnature.

If thisal soundslike more trouble than it'sworth, build your patched gmail with the TLS code turned off, and worry
about it later if your usersask for it.


http://www.qmail.org/default.htm
http://http:/www.openssl.org
http://members.elysium.pl/brush/cmd5checkpw
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7.5 POP-before-SM TP

An older and moreindirect scheme for roaming user authentication is POP-before-SMTP, first used in 1997. It'sa
very smpleideaand has been implemented many times. Whenever auser successfully logsin using POP or IMAPto
pick up mail, it notes the | P address where the user logged in. For the next hour or so, that |P addressis alowed to
usethe mail gateway. It hasthe practical advantage of working with any POP or IMAP MUA, merdly by telling
usersto check their mail before sending. For MUAs that support SMTP AUTH, which is now most of them, AUTH
IS better than POP-before-SM TP because it doesn't require the extramail check, and it identifies sent mail with a
particular user, not just an | P address. But for the benefit of users who never upgrade their MUA, it'sworth keeping
POP-before-SMTP around.

| wrote a homebrew POP-before-SM TP system with a daemon that updates the smtprules files, but | now prefer
Bruce Guenther's relay-ctrl package (http://untroubled.org/relay-ctrl/), which has the advantage of not needing any
patches to existing software and working reasonably well on clusters of multiple hosts running POP, IMAP, and
SMTP servers.

POP-before-SM TP hasthree parts. The first part observes the POP and IMAP logins and notes the | P addresses.
relay-ctrl usesthefilesystem for its database, so if auser logsin from address 10.1.2.3, it creates afile
Ivar/spool/relay-ctrl/allow/10.1.2.3. The second part checks the | P address on each incoming SM TP connection,
and if the IP has a corresponding filein /var/spool/relay-ctrl/allow, it sets the environment to dlow relay. Thethird
cleansup stde entries by deleting filesin /var/spool/relay-ctrl/allow that are older than the window of time alowed
for POP-before-SMTP. The relay-ctrl documentation suggests 15 minutes, but I've used times aslong as aday
without trouble. To keep the relay database reasonably secure, make /var/spool/relay-ctrl owned by root with
mode 0500 so that only root can chdir into it, but make /var/spool/relay-ctrl/allow mode 777 so that the
unprivileged program that notes logins can write there.

For clusters of multiple hosts, whenever auser is authenticated on one hogt, relay-ctrl sends notices to the other
hosts about the I P that authenticated, usng UDP packets.

Toinddl relay-ctrl, download it from http://untroubled.org/relay-ctrl/. (This description isof Version 3.1.1.) Unpack
it, adjust the conf-cc, conf-ld and conf-man if you need to reflect your loca commands for compiling and linking,
and the place to put the man files, then make. Become super-user and run /installer to ingall the various programs.
The runtime configuration of the relay-ctrl package isamost entirely done through environment variables. | suggest
cregting adirectory /etc/relay-ctrl so you can use envdir from the daemontools package to set the environment.
(Each filein the directory isthe name of avariable, the contents of the file becomesthe vaue of the varigble)) Files
and environment variablesto createinclude:

RELAY CTRL DIR

The directory where the relay data goes, usudly /var/spool/relay-ctrl/allow.

RELAY CTRL_EXPIRY

Thetimein secondsto permit relay after auser isvdidated. Defaultsto 900 (15 minutes), but | suggest 3600 (an
hour.)


http://untroubled.org/relay-ctrl/default.htm
http://untroubled.org/relay-ctrl/default.htm
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Chapter 8. Delivering and Routing L ocal Mail

Mail isn't very useful unlessit's delivered successfully. This chapter looks a delivering mail addressed to locdl
mailboxes, both for local delivery and for redelivery e sawhere.
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8.1 Mail to Local Login Users

Locd login users usudly receive mail in mbox format in ~/Mailbox and ~/.mail .[1] Or they receive mail in Maildir
format in ~/Maildir/.

[1] For historical compatibility, some gtill use /var/spool/mail/username, but in this chapter | assume that you have
at least moved your users mailboxes into their home directories where they belong.

8.1.1 Local Delivery .gmail Filesand Default Delivery Rules

Inthesmplest case, auser's .gmail file needsto contain only asingle line to specify the user's mailbox, ether the
mbox format mailbox:
# deliver into $HOVE/ Mail box
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8.2 Mail Sorting

Unlessusers receive very little mail, they generally want to sort it before they read it. While Windows mail userstend
to pick up dl their mail from asingle POP mailbox and sort it into local mailboxesin their mail client, Unix users often
arrange to sort the mail asit's ddivered into mailboxes on the server, and use a client that can handle multiple
mailboxes ether directly or usng IMAP.

There aretwo generd srategies to mail sorting: use multiple incoming addresses or use afiltering program on
incoming mail.

8.2.1 Mail Sorting with Subaddr esses

The easiest way to sort mailing list mail isto subscribe to each list with adifferent subaddress. That is, if your address
is mary@example.com, you might sign up for three lists as mary-gol d@example.com, mary-nade@example.com,
and mary-land@example.com.[2] If your system is set up with per-user subdomains as described in Chapter 12, the
three addresses could be written as gold@mary.example.com, nade@mary.example.com, and
land@mary.example.com. Then create three files ~mary/.gmail-gold, ~mary/.gmail-nade, ~mary/.gmail-land,
each with the ddivery indructionsfor thelist mail. If you are using amail client that handles multiple mailboxes, either
directly or through the Courier IMAP server (see Chapter 13), deliver each list to its own mailbox.

[2] These are presumably lists about horticulture, cooking, and geography.

This scheme works very well when you only receive mail from alist and you can access the signup through aweb
ste. | useaunique address every time | buy something from aweb site that wants an email address. That's useful for
both mail sorting and reminding me that a dubious looking piece of mail isin fact from aplaceto whom | gavethe
address. It doesn't work so well on discussion liststo which you send aswell asreceive mail, becauseit's not easy to
put the subaddress on outgoing mail, elther to set up the subscription or to send messagesto thelist. (I've
occasiondly been reduced to running gmail-inject and typing mail headerstoit.) It's possible to write awrapper
around gmail's sendmail program or gmail-inject or, if you're using the QMAILQUEUE patch from Chapter 3,
write awrapper around gmail-queue that looks up the destination addresses for a user's outgoing mail in afile and
adjuststhe return addressfor mail going to lists. Asfar as| know, though, nobody's done so. The pragmeatic
approach is to subscribe both a subaddress and your regular addressto alist, and set your regular addressto
NOMAIL or diasthe two together if the list management software permits, so incoming mail from the list goesto the
subaddress, while you send outgoing mail from your regular address.

8.2.2 Mail Sorting with Filter Programs

For mail that's sent to a user's regular address, procmail and maildrop provide flexible script-driven mail sorting. They
both provide smilar sets of features, with the largest difference being one of style. The procmail control languageis
extremely terse with single-letter commands and options, while maildrop's language is more reminiscent of the Unix
shellsor Perl. Maildrop includes some extra festures to do smple text processing intended mostly for extracting and
handling email addresses, and an optiond interfaceto GDBM keyed files. A significant practicd differenceisthat
procmail reads an entire message into memory, which means it won't work on very large messages that don't fit.
Maildrop fals back to temporary files so it can handle even the largest messages, dowly.

| use procmail, mostly because I've been using it since before maildrop was available. The sizelimit isnt aproblemin
practice, because | rarely get mail bigger than 10 MB (certainly not mail that | want), and thefiltering | do doesn't
need the extra featuresin maildrop.
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Chapter 9. Filtering and Rgjecting Spam and
Viruses

Filtering spam and viruses out of incoming mail isan unfortunate necessity on today's Internet. It would be essy to
write abook on spam filtering techniques, but this chapter is designed to present techniques and examples rather than
acompletefiltering strategy. (Evenif it did have acomplete strategy, by the time you read it, the character of spam
would have changed enough that you'd have to change your filters anyway.)
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9.1 Filtering Criteria

Spam and virusfilters can use any of awide range of message characterigticsfor filtering. They include:

The IP address from which the message is received

Theinformation sent in commands in the SM TP session, including the argument to the HEL O or EHLO
command, the envel ope sender in MAIL FROM, and the envelope recipientsin RCPT TO

The contents of message headers, including From:, To:, Subject:, and Received:

The contents of the message body

It'sdso possible and often useful to make filtering decisions based on combinations of messages, such asthe number
of messages received per minute from aparticular 1P address, or "bulkiness' scores based on the number of
messages seen with smilar or identical contents.
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9.2 Placesto Filter

Filtering can be applied at several placesin the receipt and delivery process. The earlier afilter is applied, the more
quickly amessageis dedt with. Filtering pointsinclude:

At connection time, for |P address and rDNS-based filters

During the SMTP session, before the message isreceived, for filters based on envelope information
During the SMTP session, after the message is received, for filters based on message contents
Asthe messageisddivered, for user-cusomizablefilters

Mogt systems use multiplefilters gpplied at different points. The sandard gmaill SVITP daemon isvery lightweight
compared to most other MTAS, and does aslittle work as possible to collect the message and queueit, leaving al of
the rest of the work for ddlivery time. Many of the spam filtering tools, such as Spamassassin, acomplex filter that
computes a"spamminess' score based on multiple criteria, can run at either SMITPtime or ddlivery time.

If yourunita SMTPtime, the disadvantageisthat it ties up an incoming SMTP process alot longer than normdl,
possibly causing mail to bergected if tcpserver reachesits concurrency limit. Also, the SMTP daemon doesn't
know where the mail will be ddlivered, which makesit hard to apply per-user parameters. The advantages of filtering
a SMTPtime are that mail can be regjected before it's queued, so the bounce goes back to the actual sending system
rather than a probably forged return address; a message addressed to multiple recipients can be processed once
rather than separately for each user; and in case of abarrage of spam, the tcpserver concurrency limits prevents mail
from being accepted faster than it can be delivered.[1]

[1] Hitting the concurrency limit and rejecting mail isgood if the rgected mail is spam; it's not so good if the rejected
mail isn't spam. But legitimate mail softwarewill retry the delivery, so red mail will only be delayed, not lost.

| used to think that only lightweight filters, such as |P address lookupsin DNS blacklists and envel ope address
lookupsin badmailfrom, should berun at SMTPtime, but asthe ratio of spam to red mail has grown, and | see
blasts of spam come in that flood the queue and can take hoursto filter at delivery time, now | think that it makes
senseto run anything at SMTP time that isn't user-specific and doesn't need accessto data that the SMTP daemon
doesn't have.
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9.3 Spam Filtering and VirusFiltering

Although spam and virusfiltering have historicaly been different gpplications, their implementations are as much
smilar asdifferent. The most important differenceisthat while nobody wantsto get viruses (except perhapsthe
abuse desk s0 they can figure out where they're coming from), users have varying taste in spam filters, and many
filters permit some user customization. The only way to detect avirusisto examine the body of amessage and seeif
therésavirusinsde, which meansit hasto be done either at SMTP time after the messageis received or asthe
message is ddivered. Virus-iltering vendors have come up with long, frequently updated liststo match dl of the
virusesthat they're aware of. While there are plenty of commercia anti-virus products available that can be plugged
into gmail (see gmail-scanner and Amavis), it's possible to catch just about every viruswith asmplefilter (see Russ
Nelson's anti-virus patch).
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9.4 Connection-Time Filtering Tools

The ucspi-tcp package contains a set of toolsto accept, regject, or conditiona ly accept mail using rulesthat key on
the IP address or rDNS of the remote site.[2] Some rulesarelocaly defined and used only on asingle hogt, while
others are shared among multiple hosts. The standard way to handle shared rulesis viaDNS blacklists or blocklists
(DNSBLSs, either way). Loca 1P and rDNS rules are handled by tcpserver, using arulefile created by tcprules.
Thisisthe samerulefilewe set up in Chapter 8 to distinguish between local injection hosts and remote relay hosts.
DNSBL s are handled by rblsmtpd, which runs between tcpserver and gmail-smtpd.

[2] tcpserver can dso useinfo froman IDENT (port 113) server on the remote host. IDENT has amost
disappeared from the Net, so | won't say much about it beyond noting that if tcpserver receives IDENT datafrom
the remote hog, it's put in the TCPREM OTEINFO environment variable. See the tcprules documentation for more
detalls

What Are DNSBLsand DNSWL s?

Many people keep recommended lists of |P addressesto block that they share with others. The
standard way to publish these listsis through DNS. The form of aDNSBL isvery smple, aDNS zone
with aname like any other DNS zone, say badguys.example.com. For each |P addressin the DNSBL,
thereésapair of recordsin the zone whose name is the components of the |P addressin reverse order.
Onerecord isan A record with avalue of 127.0.0.2, the other isa TXT record with astring to use as
the error message when someone uses the record to block mail. For example, if the address 10.1.2.3
were in the zone, the records would be named 3.2.1.10.badguys.example.com and the text record might
contain Blocked due to abuse. Some DNSBL s use the same text record for every entry; othersinclude
aURL for each address or range of addresses blocked that provides more information about the entry.
Reversing the components of the | P address makes it easier to handle IP address ranges with wild
cards, so that *.2.1.10.badguys.example.com would cover dl of 10.1.2.0-10.1.2.255. A few DNSBLs
only have A records and no TXT records. The standard rblsmtpd requiresthe TXT records, but a
patch at http://mww.gmail.org/ucspi-rssdiff letsit amulate TXT datafor zones without it.

A variant of aDNSBL isaDNSwhitelist, or DNSWL, that lists I P addresses from which you should
accept mail. The structure of aDNSWL isthe same asa DNSBL except that there are only A records,
no TXT records. The most common use of aDNSWL isfor the operator of acluster of SMTP servers
to override entriesin public DNSBL s that the servers use. There are dso afew public DNSWLs, such
asthe HUL from habeas.com, that lists hosts that have committed to send mail in arespongble fashion.
Earlier versgons of the ucspi-package had a separate antirbl program to handle DNSWLs, but as of
Version 0.88, its function has been folded into rblsmtpd, which now handles both DNSBLs and
DNSWLs.

9.4.1 Using Local Filtering Rules

Locd filtering rules go into thefile that is used to build the CDB file used by tcpserver . If you set up your gmail
system as suggested in Chapter 4, the CDB fileiscalled /var/gmail/rules/smtprules.cdb, and the source from which
it'sbuilt is /var/gmail/rules/smtprul es.txt.


http://www.qmail.org/ucspi-rss.diff
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9.5 SMTP-TimeFiltering Tools

Once gmail-smtpd has started, filters can use the message envelope and datato trigger morefilter rules. Some of the
filtersrequire patching thefilter codeinto gmail-queue, while others can use the QM AILQUEUE patch to run the
filters on the incoming message before queueing it for ddivery.

9.5.1 Filtering in the SM TP Daemon

The three most useful checksin the daemon itsaf are MAIL FROM regjection, RCPT TO regjection, and Windows
EXE virusregection.

The standard gmail control file badmailfrom lists addresses and domainsto reject as MAIL FROM arguments. The
addresses are listed literally, domains preceded by @, so an address annoying@example.com isreected if either
annoying@example.com or @example.com appears. The rgjection actualy happens a subsequent RCPT
commands because it's clearer to some SMTP clients that the mail can't be delivered.

| wrote a"badrcptto” patch, available at gmail.org, that letsyou list recipient addressesto reject by putting themin
badrcptto or morebadcptto, which iscompiled into morebadrcptto.cdb by the new program gmail-newbrt. It only
lists addresses; the way to reject recipient domainsisto not put them in rcpthosts. The rgections happen after the
DATA command to deter dictionary validation attacks. (Typica dictionary attacks start by trying a garbage address
or two, in order to see whether the recipient MTA regjects them, and if they're not rejected, the attacker goes away.)
The main point of badrcptto is one of efficiency. My system has alot of addresses that get nothing but spam, and it's
much faster to reject mail to those addresses at SMTP time than & delivery time. Also, if the message has multiple
RCPT TO recipient addresses, it's rejected and not delivered to any of them if any of the addresses appear in
badrcptto, on the theory that one can presume that any message sent to a known-to-be-bad addressis spam even if
it'salso sent to avalid address. Another minor point isthat rejecting at SM TP time sends the rgjection to the actual
sending hogt, rather than to the innocent return address, in the usual case that the return addressis afake.

Theré's a"goodrcptto” verson of my patch floating around that flips the sense of the test and accepts mail only to
listed addresses. | don't suggest you use it, because it breaks mail sent to subaddresses and -default addresses, some
of gmail'smost useful features.

The third daemon check deals with viruses. | observed in 2002 that al current viruses are Windows .exe files, and
it'srarefor anyone to send mail with an individualy atached .exe filesthat's not avirus. Russ Nelson wroteasmple
and extremdly effective anti-virus patch, available at www.gmail.org, that recognizes the fixed code pattern present at
the beginning of each .exe file. | suggest you useit, and tel your userswho just have to mail around .exe filesto put
them in ZIPfiles before sending.

There are some other filtering patches for the SMTP daemon, none of which | recommend. One fairly popular one
does a DNS lookup on the domain of each MAIL FROM address and rgjects any that don't resolve. Several years
back, alot of spam used nonexistent fake addresses, but once the DNS checks became popular, spammers started
forging genuine domains to defeat the DNS check. Nowadays, the DNS check dows mail ddlivery, becauseit can
require around-trip DNS lookup to afaraway DNS server, but stops amost no spam.

9.5.2 Separate Filters Called from the SM TP Daemon

Oncre Aimail-amtnd hae enllected the 1neomi na meceanie 1t normal vy ri ine amail-an it ie 1o i 1ie the meceanie for
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9.6 Delivery TimeFiltering Rules

Themog practical way to do ddivery timefilteringisto call filter programsfrom procmail or maildrop. (All these
examples use procmail, but you can do the same things from maildrop.) Procmail is called in the context of the
ddivery user, soit's sraightforward to use the user's persona preferencesfor filtering. These procmail rules, for
example, call DCC and Spamassassin, both of which add X- message headers to the mail to report what they found.
Tagged mail isfiled in aseparate mailbox, in this case a gpam subfolder of Maildir whereit's visble asasubfolder in
Courier IMAP. The procmail rules can either go in /usr/local/etc/procmailrc, the globa file used by default, or goin
anindividua user's procmailrc for userswho want to fiddle with their own rules (see Example 9-9).

Example 9-9. Filtering in procmail
# filter through dcc using the user's whiteli st

[ TeamLiB] =




This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] =

9.7 Combination Filtering Schemes

Y ou can mix and match the pieces described previoudy to construct hybrid filtering schemes. For example, on one of
my servers| have some domainsthat deliver into a POP/IMAP "pop toaster,” and other domainsthat deliver to a
variety of shell accounts, mailing lists, and mail forwarders. For the pop toaster domains, | want to do thefiltering at
SMTPtime, because dl of the mailboxes are handled the same, whilefor the other domains| want to do it at delivery
time

To arrange this, | assigned two different | P addresses to the server, and set up the DNS so that the MX records for
the pop toaster domains point to the first MX and the rest point to the second MX. Then | set up two separate
SMTP server setups under /service. The one for the pop toaster runs tcpserver with QMAILQUEUE et to point
to the filtering script, while the other one leaves QMAILQUEUE done, so mall isqueued directly. Hence mall for the
pop toaster domains goesto thefirst MX whereit's handled by thefirst setup, filtered and then queued for ddlivery,
and the .gmail filesfor toaster domainsjust ddliver the mail. The rest of the domains go to the second tcpserver
setup where mail isnot filtered at SMTP time, but the .gmail filesfor the various recipients run procmail to do the
filtering a ddivery time.

In theory, abad guy who knew the details of this setup could ddliberately misroute mail for pop toaster accountsto
the second M X, thereby avoiding the spam filtering, but that's unlikely because there's no obvious connection
between the two sets of domains other than that the two | P addresses are numerically close. If it became a problem,
| could set up two completely separate instances of gmail with separate configurations and separate rcpthosts files,
asdescribed in Chapter 17.

[TeamLiB]
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Part |1: Advanced Qmall

The last nine chapters build on the foundation in the first part. They start with detailed definitions of gmail'slocal and
remote mail delivery systemn, and then cover other topics, including virtua domains, mail pickup from remote PCs,
running mailing lists, system tuning, and waysto use gmail to solve complex mail handling problems:

Chapter 10
Chapter 11
Chapter 12
Chapter 13
Chapter 14
Chapter 15
Chapter 16
Chapter 17
Chapter 18
Appendix A

Appendix B
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Chapter 10. Local Mail Delivery

Theway that gmail deliversloca mail isfundamentaly quite smple but isextremely configurable. This chapter looks
indetall a theway that locad mail is delivered, then looks a some common problems and applications.
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10.1 How Qmail Delivers L ocal Mail

Every locd messageis delivered to thelocal part of itstarget address, the part of the address to the left of the at-sign.
Thelocal part may come directly from an incoming message, or it may be generated interndly by gmail, particularly
for mail to virtual domains (see Chapter 12), which construct the local part from a combination of the incoming
address and information about the virtua domain.

If thelocal part of an address contains one or more hyphens, the part before the first hyphen is consider the user and
therest isthe extension. If theloca part doesn't contain adash (hyphen), thelocal part isthe user and theres no
extenson.

10.1.1 Identifying the User

Thefirg gepinaloca delivery isto identify the user corresponding to thelocal part and retrieve severd items about
theuser. Theitemsare:

Username, that is, thelogin namethat is usualy but not necessarily the same asthe gmail user.
Thenumeric user ID.

Thenumeric group ID.

The homedirectory.

The dash character, if thelocad part had an extension. Thisisamost dways an actua dash, athough for
maximum sendmail compatibility some people use aplussign instead.

The extenson, usudly the extenson from thelocd part.

Qmail usestwo techniquesto retrieve the user information. First it checks the users database, which the gmail
manager can and usually should creste. (I discussit in more detail Chapter 15.) If thereisno users database or an
address doesn't appear in the database, it runs gmail-getpw to get the information from the Unix password file. If
both of thosefail, it prepends dias- to the address and tries again, so that unknown addresses are treated as
subaddresses of the dias user.

10.1.2 L ocating the .gmail File

All locd ddiveries are controlled through a .gmail file. Once gmail hasthe user information corresponding to aloca
part, selecting the gmail fileis straightforward. All .gmail files arelocated in the user's home directory.[1] If thelocal
part has no extension, the .gmail fileiscdled .gmail. If Fred's home directory is /home/fred, mail for the address
fred ishandled by /home/fred/.gmail . If there's an extension, it's .gmail-extension; for example, mail to fred-fishing
would be handled by /home/fred/.gmail-fishing. If the .gmail file for an addresswith an extenson doesn't exigt,
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10.2 Mailbox Deliveries

Qmall has two built-in delivery programs. onefor mbox mailbox files and onefor Maildir directories. In either case,
the ddlivery is attempted under the recipient's user ID and primary group ID, so the mailbox must be writable by the
user.

If alineina.gmail file startswith adot or dash and doesn't end with adash, it's taken to be the name of an mbox
mailbox file. To do the delivery, gmail-local opensthefilefor gppending, creating it if it doesn't exigt. It then locks
thefile usng theflock( ) or lockf() system cdll.[2] If it can't set thelock within 30 seconds, the ddlivery fails
temporarily. Oncethefileis opened and locked, gmail-local writesatraditiona separator line, then the Return-Peth:
and Delivered-To: linesto provide the message envel ope information, then the message, and anewline at the end.
Any message line that starts with From, possibly preceded by some number of > angle bracketsis quoted by
preceding the line with an angle bracket. (This makesit possble to recover the origind message by deleting one
bracket from any such line) It then calsfsync() to flush thefileto disk and closesthefile. The delivery failsif
gmail-local can't create or lock thefile, or if any of the writesto thefile or thefsync() fall.

[2] Some mail systemslock mailboxesin different ways, but gmail doesn't. If flock or lockf isn't adequate for locking
your mailboxes, you should switch to Maildirs, which don't need locks to work correctly.

If alineina.gmail startswith adot or dash and does end with adash, it'staken to be the name of aMaildir
directory. First, gmail-local forks, and the child process does the delivery. The child makesthe Maildir its current
directory, then crestes anew file named tmp/t.p.h where t isthe timein seconds since 1970 (the standard internal
Unix timeformat), p isthe process ID, and h isthe hostname, so atypica namewould be
tmp/1012345678.34567.mail .example.com. It then writes the Return-Path: and Delivered-To: linesto thefile,
followed by the message. Unlike mailbox formét files, the messageiswritten literally and there is no need to quote
lines. It then callsfsync( ) to flush thefile to disk, closesthefile, linksthefile from tmp to new, and unlinksthe tmp
file Theddivery falsif gmail-local can't change directory to the Maildir, create or lock thefile, or if any of the
writesto thefile, thefsync, or thelink fail. The ddivery dso falstemporarily if the ddivery subprocess doesn't
completein 24 hours, an error | have never seen but might occur with deliveriesto an unavailable NFSfilesystem.
Maildir ddiveries do not need explicit locking because the operating system hasinternal locks that make system calls
to cregte and rename files atomic.
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10.3 Program Deliveries

Qmail definesa complex but well-specified environment in which to run the programs specified in .gmail command
lines. Each command is run under the user's user ID and primary group ID, in the user's home directory, via /bin/sh -c
. The command's standard input is the message file, while the standard output and standard error are a pipe back to
gmail-lspawn, which logs anything the command writes to its output. If the program fails (exit 100), its output is
mailed back to the sender as part of the error report. The message file is guaranteed to be an actud file, so that
programs can read the message, seek back to the beginning, and read it again. (Thisisn't very useful for individua
programs, but it's quite useful for programs like condredirect that fork off achild program that reads and analyzes
the message, then when the child is done, reprocess the message itsdlf.)

The program'’s environment variables are inherited from the gmail-start command that origindly started gmail, with
quite afew added varigblesto help manage the ddlivery:

USER

The ddivery username

HOME

The user's home directory

LOCAL

Thelocal part of the recipient address
HOST

The domain part of the recipient address
RECIPIENT

The envelope recipient address, $L OCAL @$HOST
DTLINE

The Ddivered-To: line, Delivered-To: $RECIPIENT\n; any newlines within the recipient address are changed to
underscores

SENDER
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10.4 Subaddr esses

Qmail provides each user with an unlimited number of subaddresses, which are the user's address followed by adash
[4] and the address extension. Subaddresses are most useful with virtual domains, where gmail maps each addressin
the virtual domain to adomain-specific subaddress, but subaddresses are useful for regular usersaswell. Their
primary useisfor mail sorting. If you use adifferent subaddress for every mailing list to which you subscribe, you can
use .gmail filesto sort list mail into separate mailboxes or to reformat incoming mail. | dso find it handy to usea
unique subaddress every time | register on aweb Site so in case one of the Site owners misuses the address, | know
who to blame.

[4] It's possible to use a character other than adash, but | ignore that option for now.

Remember that subaddressed mail must be handled by a .gmail file or it will bounce. Here's a handy one-liner to put
in.gmail-default:
| sed "s/~Subject:/Subject: [$DEFAULT]/" | forward usernane

It puts the address extension in the Subject line of the message to make it easier to seein your mail program. (It will
aso have aDdlivered-To: line showing the subaddress, but most mail programs don't display that.)

[ TeamLiB]
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10.5 Special Forwarding Featuresfor Mailing Lists

Qmall has some relatively obscure features that make it easier to use .gmail filesto manage mailing ligs. They rewrite
the envelope sender on forwarded messages that are remailed to forwarding addressesin .gmail files, so that
bounces come back to the list owner, who can do something about them, rather than to the origina sender, who
can't. They can dso rewrite the sender addressin aspecia form that tells gmail-send to creste per-recipient sender
addresses, known as Variable Envelope Return Paths (VERPS). The rewritten sender addressis used on any
forwards, and is a so placed in the NEWSENDER variable for command deliveries. Although these features are
mosily used by automated list management packages such as ezmlm (see Chapter 14), they can aso be useful for
amd| manudly maintained ligs

If theloca part of the recipient addressis user-ext and thereis afile .gmail-ext-owner, gmail-local changesthe
sender addressto user-ext-owner. If thereis both .gmail-ext-owner and .qmail-ext-owner-default, gmail-local
changes the sender address to user-ext-owner- @host- @) ]. Thislatter addresswill be rewritten again by
gmail-send.

Assume as an examplethat you're user fred@example.com, and you have alist fred-fishing. You list dl of the
recipientsin .gmail-fishing, and set the execute bit on that fileto tell gmail that it'salist so al of theentriesare
forwards. Now any mail sent to fred-fishing@example.com isforwarded to dl of the people listed in the gmall file.
But what if one of the recipient addresses bounces? The bounce goes back to the origina sender. To fix that
problem, create afile .gmail-fishing-owner , which stores responses in amailbox or forwards them to someone who
can read and act on them. (A simple & fred puts them in your regular mailbox.) Now mail to thelist is resent with an
envelope sender of fred-fishing-owner@example.com, which will be handled by .gmail-fishing-owner . For manualy
handled lists that's probably adequate, but to finish the example, let's dso create .gmail-fi shing-owner-default and
put thexelinesinit:

| echo "$DEFAULT" | sed 's/=/@' >> badaddrs
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10.6 The Users Database

We now return to the question of how gmail figures out what user handles each local ddlivery. Each locd addressis
mapped to aset of user dataincluding:

Username

Numeric user ID

Numeric group 1D

Home directory

Character to separate parts of a subaddress, usualy adash
Extension, used to find an appropriate .qmail file

Qmail providestwo schemesto find the user data. The preferred schemeisto use astatic lookup table known asthe
usersfile. Thetableisa CDB file (Dan's Congtant Data Base, designed for quick lookups) in /var/gmail/users/cdb,
which is created from /var/gmail/users/assign by gmail-newu. For every locd ddivery, gmail-Ispawn looks up the
local part of the addressin thét file. If theré's no match or the file doesn't exist (which it doesn't unlessyou cregteit),
asafallback it cals gmail-getpw, which invents user data on the fly from the system password database using the
getpwnam( ) system library routine. Either way, gmail obtains an appropriate users entry for an address, which
gmail-Ispawn usesto perform the delivery.

See Chapter 15 for more details on the users database.
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This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] =

10.7 Bounce Handling

Sometimes a message can't be delivered to the intended address. The process of dedling with an undeliverable
message is known as bouncing the message, and a message sent back to report addivery faillureisknown,
somewhat ambiguoudly, as a bounce. Sometimes a bounce message can't be ddlivered, leading to a double bounce
and, if adouble bounce can't be delivered, occasiondly to atriple bounce.

Bounces can originate in two ways. A message sent to aloca address can bounce either because the address doesn't
exigt or because aprogram run from agmail file exits with code 100 to tell gmail to bounceit. (Thereis considerable
overlap between these two causes. Many gmail systems have aglobd default gmail file ~alias/.qmail-default that
runs fastforward to look up the addressin a sendmail-style /etc/aliases file. If the addressian't in thefile,
fastforward exits with code 100, which causes abounce. From the point of view of the sender, the two kinds of
local bounceslook the same.) A message sent to aremote address may have an invalid domain with no DNS
information, or the server(s) that handle that domain aren't available or won't complete an SMTP ddlivery, or the
remote server may explicitly reject the recipient address or the entire delivery using a4xx or 5xx error code.

In each case, gmail usually generates abounce message and mailsit back to the envelope sender of the original
message. If the envelope sender isnull, which isthe caseif the bouncing messageisitsaf abounce message, gmall
handlesit as adouble bounce and treatsit specidly, as discussed next.

10.7.1 Single Bounces

If amessage ddlivery attempt bounces, gmail sends a bounce message back to the sender. If asingle messageis sent
to multiple addresses, al of the bounce reports are sent back in asingle message.[5] Qmail produces bounce
messagesin gmail-send Bounce M essage Format (QSBMF) that Dan Bernstein designed as amuch smpler
aternative to the rather baroque Ddlivery Status Notices (DSNs) defined in RFCs 1892 and 1894. (Qmail does use
the three-part error numbers defined in RFC 1893, though.) QSBMF isdefined in detail at
http://cr.yp.to/proto/gsbmf.ixt. Here's atypica QM SBF bounce message:

[5] A message can have multiple addressesif it isinjected locally with multiple recipients, if a .gmail fileremailsit to
multiple addresses, or if the message arrives via SM TP from a system that, unlike gmail, deliversto multiple recipients
inasngle SMTP transaction. If amessageis sent from gmail system A to multipleinvaid recipients on syslem B,
system A sends a separate copy of the message to each recipient, so system B sees all the copies as separate
messages. If system B rgectsinvaid addressesin the SMTP transaction, as sendmail systems usualy do, the
rgjectionsare dl be collected by system A into asingle bounce message. But if system B accepts the messages and
bounces them later, as gmail does, it sends back its own separate bounce messages for each address that bouncesin
whatever format B's mail system produces.

Ret ur n- Pat h: <>
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Chapter 11. Remote Mail Delivery

Remote mail ddlivery isactualy somewhat smpler than loca mail ddivery, because therésredly only oneway to
deliver remote mail: locate a suitable host for the message and ddliver the mail to that host.
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11.1 Telling L ocal from Remote M ail

Any domain that islisted in locals or virtualdomains isloca. Anything eseisremote. Notein particular that whether
adomain appearsin rcpthosts or morercpthosts has no bearing on whether it'sloca or remote. (If adomainisin
rcpthosts but isn't local, that makes this host a backup or secondary M X for the domain, which | discuss later in this

chapter.)
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11.2 gmail-remote

Aswe saw in Chapter 2, themain gmail-send daemon passes remote deliveriesto gmail-rspawn, which runs
gmail-remote to attempt each delivery. The argumentsto gmail-remote are the remote hostname, the envelope
sender, and the envel ope recipients, with the message to send on its standard input. Within gmail, gmail-remote is
always run with asingle recipient, and the host is the domain part of the recipient address. Other gpplications can use
gmail-remote as asmple mail sending application, with as many recipients per message as desired.

Once gmail-remote has attempted delivery, it writes recipient report(s) and a message report to its standard outpuit.
The format of the reportsis documented in the gmail-remote manpage.
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This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] [«rrevious]nex



This document is created with the unregistered version of CHM2PDF Pilot

11.3 Locating the Remote M ail Host

gmail-remote can identify the remote host for amessagein two ways. If the smtproutes control file hasan entry for
the recipient domain, that entry determines the remote host, and gmail-remote pretendsit found asingle MX record
for that hogt with distance zero and makes alist of the IP addressesfor that hogt. Thelist usualy has one entry, unless
the host has multiple | P addresses.

Failing that, the usua way isthrough DNS. Firg, it looks up the hosthame and retrieves any M X records,
randomizing the order of multiple MX records with the same distance, then finds the | P addresses for each of the
MX hogs.

Onceit hasthelist of IP addresses, DNS goes down thelist, starting at the lowest distance, trying to contact each
host. Onceit finds ahost that answers, that's the host used for the SMTP delivery. (This description isdightly
overamplified; the omitted details are covered shortly.)

11.3.1 The smtproutes File for Outbound Mail

It's sometimes ussful to override MX data with explicit routes for particular domains. The smtproutes control file
conggtsof alist of two- or three-field lines, with the fields separated by colons. Thefirt field is the domain to route,
the second isthe name or 1P address of the host to which to deliver mail for that host, and the optiond third fidld is
the port to contact on the delivery host, defaulting to port 25.

Thethree primary uses for smtproutes are to override M X data that's known to be wrong, or at least suboptimal, to
route mail to private pseudo-domains, and to send outgoing mail to a smarthost. Thefirst Situation occursif adomain
has severa equa-distance MX hosts, one of which accepts SMTP connections but doesn't actually accept mail on
those connections. An smtproutes entry forces mail to ahost that's working.

Within aloca network, it can often be useful to have private pseudo-domains for specia applications. For example, |
set up amail-to-news gateway on my news host in the pseudo-domain news so that mail addressed to
comp.whatever@news is posted to the appropriate newsgroup. The news gateway isn't bleto outside users
and doesn't appear inthe DNS, so | use entriesin smtproutes on other hosts to route the news pseudo-domain to
the gateway machine. (The gateway's rcpthosts doesn't list news, so gateway mail from outsideis automaticaly
rejected.)

If an entry in smarthosts has an empty domain field, that is, it startswith acolon, that entry istaken to be the default
route for remote domains. This feature can be useful to send outgoing mail to agateway host on aloca network, or
to an ISP'smail server for didup or consumer broadband users.

When gmail-remote looks up domainsin smtproutes, it looks for successvetails of the recipient domain; if the
target domain is bad.example.com, an entry for example.com matchesit, unlessthere's dso amore specific entry for
bad.example.com.

11.3.2 Secondary M X Serversfor Inbound Mail

The DNS makes it possibleto list multiple MX hosts for adomain. If the hosts don't have the same distance value,
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11.4 Remote Mail Failures

Remote ddivery attempts canfail inamyriad of ways. Failluresfal into two genera categories. temporary, which
means that the delivery might work later and should be retried, or permanent, which meansthat the message can't be
ddivered a dl. On atemporary falure, gmail-send retriesthe delivery later, while on apermanent failure, it
immediately sends back a bounce message with whatever error report gmail-remote produced. Errorsinclude:

Connected to host but greeting failed

Temporary. The remote server accepted the connection but never sent theinitial SMTP greeting.

Connected to host but my name was rejected

Temporary. The remote host rejected the HEL O command.

Connected to host but sender was rejected

Temporary or permanent. The remote host reg ected the MAIL FROM command. If the remote code was 4xx it'sa
temporary error, if 5xx apermanent error.

Host does not like recipient

Temporary or permanent. The remote host regjected the RCPT TO command. If the remote code was 4xx it'sa
temporary error, if 5xx apermanent error.

Failed on DATA command

Temporary or permanent. The remote host regjected the DATA command. If the remote code was 4xx it'sa
temporary error, if 5xx apermanent error.

Failed after | sent the message

Temporary or permanent. The remote host accepted the DATA command and the text of the mail message, but
returned an error code after the message was accepted. If the remote code was 4xx it's atemporary error, if 5xx a
permanent error.

Qmail only delivers mail to one recipient at atime, but gmail-remote accepts multiple recipient arguments, and tries
to ddiver to multiple recipients. It returns separate status codes for each RCPT TO and sends the message if any of
the recipients were accepted.
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11.5 Serialmail

Qmail was designed for an environment with fairly fast network connections, where the roundtrip delay ona
connection dominates the datatransfer time, so it'sfaster to have multiple single-recipient ddiveriesin progress that
can share the connection. In environments where thisis not true, the serialmail add-on package delivers one
message at atime. It'salso ussful to deliver mail to hosts viaintermittent dial up connections.

Touse serialmail, first configure gmail to deliver mail to aMaildir, then run programs from the serialmail package
to take mail out of the Maildir and send it acrossthe Net. Y ou can run it on a schedule to push out mail to adow
host or on demand to send mail when adiaup host connects.

The serialmail packageisinstalled the sameway as other DJB software. It depends on the tcpclient program that is
inthe UCSPI package. (That's the same package that contains tcpserver, o you should aready haveit ingtaled.)
The most useful programsin the package include:

maildirserid

Thedriver program that selects messages from aMaildir, calls another program to try to deliver them, and deslswith
the results

seridsmtp

The actud SVITP dient caled indirectly from maildirserial

maildirsmtp

A shdll wrapper that cdls maildirserial to ddiver thefilesin adirectory viaSMTP

Setlock

Runs a program with afilelocked to ensure that multiple copies of the program aren't running Smultaneoudy

Toddiver mall to adomain with serialmail, first define the domain asavirtua domain and ddiver dl itsmail intoa
Maildir. If you want to handle the domain bad.example.com, add alineto virtualdomains likethis
bad. exanpl e. com al i as- badex

Then create ~alias/.qgmail-badex-default, containing ./bemaildir/, to ddiver dl of the mall for that domain into

bemaildir.

Then, whenit'stimeto ddiver the mail, run acommand likethis;
setl ock bemaildir.lock \
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Chapter 12. Virtual Domains

In gmail-speak, a virtud domain isone handled locally but with adifferent set of mailboxes from the home domain.
Qmail'svirtud domain handling is one of its strongest features, thanks to asmple and clean design.
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12.1 How Virtual Domains Work

Qmail turns addressesin avirtual domain into subaddresses of aloca user, then handles the subaddressed message
like any other loca message. The trandation from virtua to local addressesisin the contral file virtualdomains.
Assume, for example, that it contained theline:

nyvirt.comvirtuser

Then mail addressed to marvin@myvirt.com istrandated to virtuser-marvin, and then ddlivered normally. If thereésa
user virtuser, it checksfor ~virtuser/.gmail-marvin or ~virtuser/.qmail-default. If therésno such user (whichis
often the case), the address isturned into dias-virtuser-marvin and delivered under the control of
~aliag/.gmail-virtuser-marvin or ~alias.gmail-virtuser-default or ~alias/.qgmail-default.

When gmail trandates the mailbox part of avirtua domain address, it does not change the domain. That is, in the
previous example, marvin@myvirt.com istrandated to virtuser-marvin@myvirt.com. This seemslike amistake,
because thisis not Marvin's address, until you realize that the trandated addressis used only within gmail. The virtual
domain remains with the address throughout the ddlivery process, so delivery programs can check $HOST or
$RECIPIENT to tell whether a message was addressed to avirtua domain or to the (nearly) equivalent local
address. Later in this chapter, fastforward makes good use of this ability.

Don't Forget the DNS

If you want the outside world to be able to send mail to your virtua domains, they al need MX records
inthe DNS. If your local tests al work fine, but people elsewhere can't send you mail, DNS
misconfiguration isalikely problem. If people can send you mail but your server rgectsit, you forgot to
put the domainsin rcpthosts or morercpthosts.
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12.2 Some Common Virtual Domain Setups

Although gmail'svirtua domain mechanism isextremely flexible, most of its gpplicationsfal into afew common
models.

In each case, you must pick alocal user or subaddressto assign the virtua domainto. It can beared userin
letc/passwd, or if you use gmail's users mechanism (see Chapter 15), agmail-only user. If you handle severd virtua
domainsin the same way, dl the domains can share auser, with delivery programs distinguishing among them by
checking $HOST or $RECIPIENT. If you're only forwarding mail, you can handle virtua domains under ~alias;
otherwise, it'sagood ideato set up separate user IDs per virtual domain or per kind of virtual domain so that the
programs you run can only smash that user'sfiles when they break. Also, if you want to delegate the management of
avirtua domain to someone ese, make a separate Unix user account for the domains so the manager canlogin as
that user and change the domain's mail setup.

If you want people outside your network to be able to send mail to the virtual domain, you must list the domainin
rcpthosts. If you're using avirtua domain as aservice gateway for your own usersto afax server or thelike, don't
put itin rcpthosts.

Finally, each time you change the contents of virtualdomains or locals, you must tel gmail to reread them by
sending a hang-up signa. Assuming you're running gmail under daemontools, use:
# svc -h /service/gmail

12.2.1 Mapping a Few Addresses with .gmail Files

Inthe smplest case, you can just create a .gmail file per address. Assume you have the domain myvirt.com, with
addresses william, wilbur, and wilfred, which you want to forward to loca addresses biff, buddy, and butch,
respectively. This example doesn't do any specia processing on the mail, so just set it up asasubuser of dias. Add
thisto virtualdomains:

myvirt.comalias-nmyvirt

(Don't forget to signal gmail to reread the configuration.) Now you need to create only three .gmail filesin ~alias
and you're done:
.gmail -myvirt-william &bi f f
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12.3 Some Virtual Domain Details

Finaly, hereareafew virtua domain odds and ends.

12.3.1 gmail-foo Versus gmail-alias-foo

After gmall rewritesavirtua domain addressinto aloca address, the locd addressisthen handled just like any other
address. In particular, if there's no match for the rewritten address, it's handled by ~alias. Thismeansthat if there's
no loca user myvirt, thesetwo lines are equivaent:

nyvirt.comnyvirt
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Chapter 13. POP and IMAP Serversand POP
Toasters

If you want to access your mailbox across a network using mail user agents (MUA'S) such as Eudora, Microsoft
Exchange, Pegasus, mutt and fetchmail, you must run the gmail POP server. The gmail POP server dlowsthese
clientsto read and delete mail from their mailbox, but doesn't include amethod for sending emall; use gmail-smtpd or
ofmipd for that.

Congstent with gmail's component design, the gmail POP server is actualy three separate programs that cooperate
to create the POP service. (Traditional POP servers such as gpopper aretypicaly implemented asasinglelarge

program.)

Thegmail POP server only handles Maildirs, not mbox mailboxes or anything ese. If you areingtaling gmail on an
exiging mail system, you must convert any existing mailboxesto Maildir if you want to use the gmail POP service. (If
you want to keep using mboxes, you can use the popular gpopper POP server, which is not covered here.)

POP Mail VersusLocal Mail Clients

If you want to be able to read your mail both with aloca mail client running on your mail host and with
POP, you have afew options, described in Section 4.8 in Chapter 4. If youre using Maildirs, your best
bet isto use ether the freeware mutt MUA or Courier IMAP, described later in this chapter, and an
IMAP client such as pine. Or you can deliver to mboxes, using gpopper for POP and any of the many
MUAsthat handle mboxes.
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13.1 Each Program Does One Thing

Thegmail POP server conssts of a set of three cooperating programs (or four if you include the copy of tcpserver
that runsthe rest of the server):

gmail-popup

Read the username and password from the network connection

checkpassword

V dlidate the username and password

gmail-pop3d

Handle requeststo read and delete mail from the user's Maildir

13.1.1 The Flow of Control

In detail, a POP session proceeds asfollows:

tcpserver listensfor network connections on the POP3 port 110 and spawns gmail-popup.

gmail-popup inherits the environment variables and the socket created by tcpserver . (gmail-popup actudly
has no ideathat it is connected to a socket; it merely reads from stdin and writes to stdout?nowing this
comes in handy when we want to test the POP Server.) gmail-popup performs one very smple function. It
understands just enough of the POP protocol to read the username and password sent across the network.
Oncethisdataisread, gmail-popup spawns checkpassword, passing it the username and password.
gmail-popup has now completed its part in this session.

checkpassword checks the username and password against the password file. (It uses getpwnam( ) which
usudly reads /etc/passwd, but this detail varies considerably from one version of Unix to the next.) If the
password is correct, checkpassword extracts information about that user from the password file, does
enough of alogin processto permit gmail-pop3d to do its work, and now spawns gmail-pop3d.

gmail-pop3d handlesthe rest of the POP3 session with the client. When gmail-pop3d exits, the POP
session iscompleted.

13.1.2 Functional Partitioning
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13.2 Starting the Pop Server

Setting up the POP server issimilar to setting up the gmail SMTP server.

13.2.1 Prerequisite Packages

The POP server depends on the daemontools and ucspi-tcp packages. If you've set up gmail as described in Chapter
3, thesetools are dready installed and available. Y ou aso need a checkpassword package. If you want to use the
same passwords that you use for shell logins, the standard checkpassword package at http://cr.yp.to/checkpwd.html
will do the trick. The checkpassword section of www.gmail.org hasalong list of other versonsto handle virtua
domains, retrieve passwords from databases, support multiple mailboxes per user, and other options. The discussion
here presumes that you're using the standard version, but the component design of the POP server meansthat you
can subgtitute your own version without changing the rest of the setup.

13.2.2 Directories

Two directories need to be created: one that contains the scripts and data files used to run the POP server, and the
directory that will contain thelog files. (Y ou can put these directories anywhere you want, but the following names
are chosen to match the names used in thewidely used "Life With Qmail™ setup.)

Asroot, create the script and data file directories, and the log directory (see Example 13-1).

Example 13-1. Creating the POP server directories
# nkdir /var/qgmail/supervise/gmail/ pop3d
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13.3 Testing Your POP Server

The easiest way to test the POP server isto connect to it with your favorite MUA. Can you retrieve mail ? If so,
congratulations.

If the POP server doesn't work, check the log file /service/gmail-pop3d/log/main/current if thet fileexigts. If it
doesn't exist, multilog isn't running, probably due to a protection error or typo in the log/run file, so do a ps and
look for cluesin the readproctitle line. If thelog file exids, it may contain adiagnostic message that identifiesthe
problem. If this doesn't work, check each ingtallation step to diagnose the problem. There are two magjor categories
of problems. Either you can connect to the POP server and then "something” goes wrong or you cannot connect to
the POP server at dll.

13.3.1 You Cannot Connect to the POP Server

If you cannot connect to the POP server at al but the other parts of gmail are running, it islikely that there's atypo or
protection error in the run file

Asroot run:
# svstat /service/qmail-pop3d /service/qgmail-pop3d/Iog

Y ou should see something like this:

/ service/ qmail - pop3d: up (pid 37197) 5021 seconds
[ TeamLiB] =
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13.4 Building POP Toasters

A POP toaster is asystem that provides POP mail servicefor apotentidly large set of mailboxes. Rather than create
each mailbox asaUnix user account, a POP toaster generally runsasasingle user, putsall of the mailboxesin virtua
domains, keepsits own database of usernames, and arranges for mail deliveries and POP/IMAP sessionsto use that
database for validation.

Thewidely used vpopmail package (previoudy called vchkpw) is available from http:/mww.inter7.com/vpopmail .html

. It provides all of the POP toaster functions, along with some nice additions, such as POP-before-SMTP relay
validation for roaming users, database interfaces so the user information can be kept inaMySQL, Pgsdl, or Oracle
database, and a design that makesit straightforward to create clustered mail serversfor added performance or
reliability. At thetime of thiswriting, the current version of vpopmail is5.3.16.

13.4.1 Installing Vpopmail

Vpopmail uses the conventiona autoconf configuration scheme. Download it from
http://Mmww.inter7.com/vpopmail .html, and unpack it into adirectory. Don't try to build it yet; you must create the
vpopmail user ID firgt. It depends on ucspi-tep (the package that contains tcpserver) so be sureyou'veingtaled that
aready, as described in Chapter 3.

All of vpopmail's mailboxes and contral files belong to the same Unix user. The usua user and group IDs are
vpopmail and vcheckpw. If you can, create them with numeric user and group 1Ds of 89. (Some versions of
FreeBSD may dready have them defined as 89.) If your vpopmail setup expands to multiple machines, you want to
have the same numeric IDson dl of them, and 89 is as good anumber as any. Be sure that the disk partition on
which you create the vpopmail home directory has sufficient space for al of the mail directories you plan to create. In
some cases, you can move directories around later and use symlinks to splice the subtrees together, but you might as
well dlocate enough spacein thefirst place and avoid the trouble.

If you plan to have many thousands of mailboxes, you should put them on a separate partition. Since Maildirs put
each message in aseparatefile, the average file Sze on amail partition is smaler than on generd purpose partitions,
S0 you must build the partition with extrainodes. Y ou can estimate that average messages are about 5K, so divide
the size of the partition by 5K and alocate that many inodes.

In the following examples, | use /var/vpopmail asthe home directory for the mailboxes. It doesn't matter for
vpopmail's configuration whether it's a partition mount point or not.

Before you configure vpopmail, you have to make afew decisons:

Do you want to handle mailboxes not in virtua domains? If your system has shell usersthat get their mail in
Maildirsin their home directories, yes. Otherwise, if your system isjust a POP toagster or the shell users don't
pick up their mail remotely, no.

Do you want to allow roaming usersto send mail through your SMTP server? Usudly yes.
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13.5 Picking Up Mail with IMAP and Web Mail

Although POPisby far the most common way for usersto collect their mail, many mail serversaso offer IMAP and
web mail. IMAP s conceptudly smilar to POP except that the client program has afull set of tools to manipulate the
mailbox on the server. The advantage of IMAP over POP isthat the mailbox remains on the server, so the user can
use different mail programs from different locations, seeing consistent mailbox contents at al times. While gmall
providesno IMAP server of itsown, the IMAP server from the Courier mail package uses Maildirs as its mailbox
format and workswell with gmall. | describe its setup below.

Web mall provides accessto amailbox usng aweb browser asthe mail client. Many web mail packages are
available on the Net that use POP or IMAP to access the user mailboxes. They're not specific to gmail, so | don't
describe them here. The Courier package includes aweb mail component called SgWebMail that uses Maildirs asits
mailbox format. | describeitsingdlation later in this chapter.

Maildirs don't have to be locked while a client reads or updates them, so the POP and IMAP servers and
SgWebMail can access the same mailbox smultaneoudy without trouble. Systems based on mboxes can't do that. |
routinely have my mailbox open in pine on aBSD system, Pegasus and Opera 7 on aWindows laptop, and
SqWebMail on aweb browser, dl at the same time without any trouble. Y ou can download the sources for Courier
IMAP and SqWebMail by following the links from http://Aww.courier-mta.org/download.php. Asof thetimethis
book was written, the current version of Courier IMAPis1.7.0 and of SgWebMail is3.5.0.

Courier IMAP and SgWebMail share the same user vdidation scheme, an "auth” framework that calsout to a
variety of authorization modules to handle everything from passwd filesto vpopmail to MySQL (different from the
vpopmail flavor) to LDAP. Onceyou haveit set up for one, it's easy to transfer to the other. Courier IMAP includes
aPOP server that provides no more function than the gmail one but uses the Courier authentication scheme, letting
your POP and IMAP login rules be consistent.

Unpacking bz2 Files

The various parts of the Courier package are distributed astar files compressed with the bzip2 data
compressor. While bzip2 is afine compression package, it's probably not one for which you have the
decompressor ingtdled, which iscalled bzcat.

Fortunatdly, bzip2 iseasy toingal. At http://sources.redhat.com/bzip2/, you can find executable
versonsfor Linux and afew other Unix variants, and the source code (in tar.gz format.) Download it,
compileit, and ingdl it. By default it ingdlsitsdlf into /usr/bin, so if you'd rather haveit in /usr/local/bin,
make PREFIX=/usr/locd ingtall doesthetrick.

13.5.1 Courier's Extended Maildir ++

All of the pieces of the Courier package support an upwardly compatible extended version of Maildirs known as
Maildir++. The extensons alow subfolders within aMaildir and provide a convention for folders that can be shared
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Chapter 14. Mailing Lists

The origind impetusfor writing gmail wasto send out list mail faster than existing MTAS, soit's not surprising that
gmail has excellent built-in support for mailing lists. Thefirst part of this chapter looks at itslist handling support,
which is quite adequate for small and medium-sized ligts. Then it covers ezmlm, the automated mailing list package
designed to work with gmail, and other gmail-compatible list management software.
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14.1 Sending Mail to Lists

The easest and most common way to handleasmall ligtisto put thelistina .gmail file. To reiterate an example from
Chapter 10, assume auser'snameisfred, and thelist is about fishing. Then thelist goesinto ~fred/.gmail-fishing,
one address per linelike any other .gmail file (see Example 14-1).

Example 14-1. Fred'sfishing list
fred@xanpl e. com
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14.2 Using Ezmlm with gmail

The most popular list manager used with gmail isezmim-idx, an extended version of Dan Bernstein'sezmlim. The
origind ezmim hasavery solid core of mailing list functions: subscription and unsubscription, message distribution and
bounce management, and Smple message archiving and retrievd. Unlike mogt list managers, ezmim letsindividud
users run automatically managed private lists using subaddresses of their user addresses, aswell asthe more
conventiond arrangement where the system manager sets up alist with an address of its own. Ezmim-idx adds more
complex features such as digests, moderated lists, remote list management, and distributed listswith sublists. Nearly
al ezmlim users use ezmim-idx, because the basic ezmlm lacks now-essentid abilities such asletting only list members
post to aligt. Thefollowing discussion al gppliesto ezmim-index.

14.2.1 Installing EzmIm-idx

Ezmim-idx isalittle bit tricky to ingtdl, because you have to combine the origind ezmlm with the additions and
patchesfor ezmim-idx yoursdlf. The easest place to find the ezmlm and ezmim-idx tarbdlsis http:/Aww.ezmim.org,
where you can click the Download link near the top of the page to find anearby archive with ezmlim-0.53.tar.gz and
ezmlimidx-0.40.tar.gz (or anewer verson if available). While you're there, if you plan to run large lists (tens of
thousands of addresses), you might also want to patch gmail, as discussed in Chapter 16, to increase the number of
pardle ddiveries above 255.

Toingal ezmim-idx onceyou'veingaled the two archives.
1.

Unzip and untar ezmlm-0.53.tar.gz into adirectory in any convenient place, creating asubdirectory
ezmim-0.53 containing theezmim files.

Unzip and untar ezmim+idx-0.40.tar.gz in the same directory, creating an adjacent subdirectory
ezmlmridx-0.40.

Movedl of theezmlm-idx files, which include both new files and patching ingructionsfor exigting files, into

the ezmim directory:
$ nmv ezm midx-0.40/* ezml m 0. 53

Go into the ezmim directory and apply the patches. The patch program should report that al of the patches
succeeded. (If not, either you have an obsolete patch program and need to ingtall the current GNU version,
or the filesin the ezmim-0.53 directory were dready modified, so delete the directory and recregte it from
the .gzfile)

$ cd ezm m 0. 53
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14.3 Using Other List Managerswith Qmail

Although ezmimisthe list manager most often used with gmail, any list manager that's written to work with sendmail
can easlly be adapted to work with gmail. The most popular freeware packages are GNU Mailman, which has gmail
config advicein README.QMAIL, and the Mgordomo2 list manager, which has gmail support for listsin virtua
domainsbuilt-in.[5]

[5] Mgordomol is obsolete, and anyone thinking of using it should use mgordomo2 instead. The commercia
packages such as LISTSERV and Lyrisinclude their own SMTP engine so they can runin pardld with gmail ona
different virtua |P address, but they don't connect to gmail, or any other locad MTA, directly.

14.3.1 Incoming Mail to List Managers

Mail sent to alist manager includes both the messages for the lists and the administrative mail to - -request addresses
and the like. Systemswith asmal number of listsusualy put sendmail diasentriesfor dl of the entriesinto /etc/aliases
. That dso workswith gmail, but can get unwieldy asthe number of lisisgrows and if there are collisions between list
names and usernames. Systemswith lots of listsusualy put the listsinto virtua domains. Sendmail handles virtud
domains differently from gmail, so the setup for gmail hasto be alittle different. List manager softwareisusudly
set-uid because it would difficult to control the UID for programs run from sendmail's /etc/aliases. With gmail, the
virtua domain(s) for the list manager should belong to the list manager user, removing the need for set-uid except
perhaps on CGI scriptsfor web interfaces. Theindividud list and administrative addresses can each bea .gmail file
or it might be easier to put them all in onefile and use fastforward as described in Chapter 12.

14.3.2 Outgoing Mail from List Managers

Lig managers can hand mail to the M TA in two ways, by caling sendmail or SMTP. Using sendmail makes sense for
adminigrative mail sent to asinglerecipient. It'saproblem for list mail because the operating systems set a maximum
total argument sizein acal to sendmail or any other program, typicaly 64 K characters, which would limit liststo
under 4,000 names. To get around thislimit, the list manager can bresk thelist up into sections and call sendmail
multiple times or, more often, open an SMTP session to locahost, which permits an unlimited number of RCPT TO
recipients. Either of these techniques workswith gmail, although of course cdling gmail-queue directly works better
if alist manager has code to support it.

Some list managers can sort recipient addresses by domain and pass all the addressesin adomain together. This
gpeeds up sendmail, which does domain or MX sorting internally, but doesn't hep gmail. Infact, it can lead to
somewhat unfortunate behavior; if gmail processes amessage with ahundred recipients dl in the same domain, it will
open alarge number of SMTP connectionsto that domain's mail server, which systerm managers misinterpret asan
atempt to overload their system. If you can prevent your list manager from sorting its addresses by domain, do so.
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14.4 Sending Bulk Mail That's Not All the Same

Qmall doesamagnificent job of sending identica copies of asingle message to thousands of recipients.[6] It doesa
considerably less magnificent job of sending thousands of messages dl of which are different eachto asingle
recipient. The overhead of passing amessage to gmail-queue, storing it in the queue/todo directory, then moving it
into the ddlivery queue, is substantid. When large numbers of messages arrive quickly, gmail-send can fal behind to
the point where it's S0 busy dedling with injected mail it doesn't schedule deliveries asfast asit should, the so-called
"glly gmail syndrome." The big-todo patch discussed in Chapter 16 helps somewhat, but the fastest way to ddliver
lots of unique messagesisto avoid asking gmail to dedl with them in thefirst place. To test thistheory out, | wrotea
small Perl module Qspam, available as http://mww.iecc.com/Qspam.pm, to send lots of unique messagesfast.

[6] Identical except for the VERP envelope, of course.

The program sending the mail starts by calling gspam_start(N, & donefunc), where N isthe number of deliveriesto
handle at once (anaogousto concurrencyremote) followed by acallback routine that's called each time addivery
attempt finishes. To send amessage, the program calls ggpam_send('to”, "from™, mfile, code), whereto and from are
the envel ope addresses, mfile isthe name of afile containing the entire message to send, headers and body, and code
Isan optional code string that identifies the message. When the ddlivery isdone, it callsthe callback as
donefunc(mfile, code, resultflag, resultmsg) where mfile and code are from gspam_send, and resultflagis™y” if the
message was delivered, "n" if the delivery failed (in which case resultmsg isthe error message), or anull string if the
ddivery was deferred until later. At the end of the program, gspam_flush( ) waitsfor dl of the ddivery attemptsto
complete.

How doesthisal work? Qspam_send forks and calls gmail-remote to deliver the message. The module keepsa
table of dl of the deliveriesin progress and won't start more than the delivery limit at once. When an instance of
gmail-remote completes, if it either delivered the mail or got a permanent error, the ddlivery isdone. If therewasa
temporary error, Qgpam forks again to call gmail-queue to use the slandard gmail delivery scheme, which aways
succeeds (from Qspam's point of view). Because gmail-remote can't ddiver loca mail, ggpam_send checksthe
ddivery address of each message againgt locals and virtualdomains to seeif an addressisloca, and if so calls
gmail-queue immediately. In practice, most remote delivery attempts succeed or fail on thefirg try, so only asmall
fraction of the messages need to be queued. Some mail is accepted by the remote MTA only to be bounced back
later, and gmail returnsits usua bounce messagesiif aqueued ddivery eventudly fails, so the application needsto use
envelope return addresses that can be handled by a companion bounce processor, just like list mail sent directly
through gmail.

Although Qspam wasn't written for maximum efficiency (it opens and closestemporary files rather than using pipes),
it's pretty fast. On amodestly szed PC sending lightly customized mail to alist of severd thousand users sdlected
from aMySQL database, it has no trouble keeping 100 s multaneous deliveries going at once. The entire application
iswrittenin Perl, but it spends nearly dl of itstime waiting for gmail-remote processesto finish so there'slittle reason
to rewriteit to be faster. This approach, try one ddlivery attempt before queueing, has proven to be asmple but
effective way to handle customized list mall.
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Chapter 15. The Users Database

In Chapter 10, we saw that local deliveriesdl look up the mailbox in gmail's users database to determine both where
to deliver amessage, and what user and group ID and home directory to use when making the ddlivery. Although the
maost common setup of usersisto deliver to the usersin /etc/passwd, the users database is considerably moreflexible
than amere mirror of the passwordfile.

The users database maps each local addressto a set of user dataincluding:

Username

Numericuser ID

Numeric group 1D

Home directory

Character to separate parts of a subaddress, usualy adash
Extension, used to find an gppropriate gmail file

The gmail-lspawn program changesto the user and group |D and home directory before starting addivery, then
uses the separator character and extension to locate a .qmail fileto control the delivery, as covered in Chapter 10.
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15.1 I1f There'sNo Users Database

If you don't create a users database, gmail calls gmail-getpw, which implements adefault magpping from login users
to gmail usersfor each locd ddivery. It takestheloca part, passed asits argument, and looks that up using the
standard getpwnam( ) routine. If the user exists and meets some safety criteria (discussed in amoment), it returns
user information for the user, uid, gid, and home directory from the password file, and null dash and extension. If the
nameisof theform user-extension and the username exids, it returns the user information with the dash being a
literal dash and the extension the part of theloca part after the dash. If the user doesn't exig, it falls back to the
default user alias with the dash being a dash and the extension being the entirelocal part, so in that case the ddlivery
iscontrolled by ~alias/.gmail- localpart.[1]

[1] Y ou can replace the dash with another character by adjusting the contents of conf-break at the time you build
gmal.

To avoid security problems, gmail-getpw only returns user information if auser account has anonzero uid (isn't the
super-user), and the account's home directory exidts, isreadable, and belongsto the user. It aso ignores any account
with capitd lettersin the name or with a name more than 32 characterslong.

Do You Need a User s Database?

Experienced gmall users have widely varying opinions about whether to create a users database. I've
aways used one, but my system has only ahandful of shell usersand (mostly for historical reasons)
many mail-only users with addressesin the same domain asthe shell users. A moretypicd system ether
hasalot of shell users, nearly dl of whom receive mail, or runsa system where dl the addressesarein
virtua domains controlled by afew dedicated user IDs. If thelist of usersin your passwd fileis nearly
thesame asthelist of addresses that should get mail, you may be happier with no users database so
users can get mail as soon asthey're added to the passwd file.

A setup with ausers database is somewhat faster, because alookup in the users CDB isfaster than
running gmail-getpw, and marginaly more secure, because gmail-getpw depends on the system
getpwnam( ) library routine, which can be complex and fragile. But unlessyou're trying to squeeze
every bit of speed out of amail server, the more compelling argument iswhat you find more convenient.
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15.2 Making the UsersFile

Theformat of /var/gmail/users/assign isfairly smple. It'sasequence of lineswith two dightly different formats, one
for an exact match and onefor wildcards. An exact match line startswith an equals sign:
=l ocal : user: ui d: gi d: homedi r: dash: ext :

Thismeanstha mail to address local isdelivered to user with user and group IDs uid and gid and home directory
homedir, usng agmail filenamed .gmail dashext. (Usudly dash and ext arenull.)

A wildcard line gartswith aplussign:
+l oc: user: ui d: gi d: honedi r: dash: pre:

Inthis case, any addressthat starts with loc ishandled by the given user, with pre inserted in front of the rest of the
address to determine the name of the gmail file. (In this case dash isusudly adash, and pre isusudly null.)

Here's asnippet from area assign file
+:alias:121:105:/var/qmail/alias:-::
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15.3 How Qmail Usesthe Users Database

Onceyou've created the users database, gqmail checksit for each locd ddivery. Firgt it checksfor an exact match of
the mailbox as anonwildcard address. If that doesn't work, it triesfor the longest match againgt awildcard, starting
with the full mailbox and shrinking a character a atime until there'samatch. (To peed up this process, gmail-newu
makesaligt of thefina charactersused by al the wildcard entries and storesit in the CDB file. When looking up a
mailbox, gmail-Ispawn only checks substrings where the last character of the substring is one of those fina
characters.) The wildcard match aways succeeds, either against one of the subuser entries, or € se against the default
wildcard entry created by gmail-newu, which lookslikethis:

+:alias:uid:gid:/var/qmail/alias:-::

Once gmail-Ispawn hasthe user data, either from the database or from gmail-getpw, it changesto the user ID,
group 1D, and home directory, then runs gmail-local to read the .gmail file and perform the ddivery.
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15.4 Typical Users Setup

The smplest arrangement makesagmail user for dl of the live usersin the passwd file. In that case, in
Ivar/gmail/users create an exclude filethat lists al of the passwd entries that don't correspond to people, such as
root, bin, daemon, uucp, ftp, and Ipd. Then create a Makefile as described earlier in this chapter, and asthe
super-user type make. This creates a CDB with an entry for al of the un-excluded users.

Having excluded root, bin, and so forth from your usersfile, be sureto arrange for mail sent to those addressesto be
ddivered somewhere, because daemons tend to send reports to those addresses. Either create individud gmail files
like ~alias/.gmail-root or, if you use fastforward, put theingtructionsin /etc/aliases.
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15.5 Adding Entriesfor Special Purposes

If your system acts asamail server for more than the people with shell accounts, you'll probably want to add some
entries to the users database.

15.5.1 Adding a Few Mail-Only Accounts

In many cases, a host servesamix of shell and mail-only accounts. If the number of mail-only accountsissmall, it's
not worth ingtaling an entire virtual domain POP system. To handle my mail-only users, | created auser maildrop
that ownsdl of the Maildirsfor the mail-only users. Each user hasaMaildir, so that if fred isamail-only user, his
Maildir is ~maildrop/fred/ and hismail isddivered via ~maildrop/.gmail-fred, which contains either just the name
of theMaildir, ./fred/, or morelikely acall to procmail to filter out viruses and spam before ddivery. Fred isa
subuser of maildrop, so his address would be maildrop-fred rather than fred. To make his plain address work, you
canforward hismail viaagmail file ~alias/.gmail-fred or an entry in /etc/aliases forwarding to maildrop-fred. Or
what | doisto usethe subusers file, with entrieslikethis

fred: mai | drop: fred:

(Also modify the Makefile to add subusers to the end of the line starting with assgn:, so that it rebuilds the users
databaseif the subusersfile changes.) This has exactly the desired result, to treat mail to fred asthough it were
addressed to maildrop-fred. It also routes subaddressed mail, so if you want Fred's subaddresses to work, you
should create ~maildrop/.qmail-fred-default, which in asmple case can be alink to .gmail-fred to ddiver dl of
fred's subaddressed mail the same as hisregular mail.

Y ou must o arrange for the POP server to know about the mail-only users. See Chapter 13 for advice on doing so.

15.5.2 Preparing for the POP Toaster

If you have amore complicated mail setup, you may want to add afew custom linesto the users database by putting
themin append. If you run a POP toaster, amail server for POP users with mailboxesin virtual domains, and the
user mailboxes belong to user pop, but you want to put the mailboxesin /var/popmail rather thanin ~pop, just add a
linelikethisto append:

+popmai | -: popmai | : 111: 222: /var/ popmai | : -::

(Use the user and group IDsfor pop rather than 111 and 222, of course.) Once you've rebuilt the users database,
any mail addressed to popmail-something will be delivered via /var/popmail/.gmail-something or
Ivar/popmail/.gmail-default, running as user pop. | find this aconvenient way to work, so | can put files of software
and notesto mysdlf in pop's home directory, and keep the mailboxes on a separate large filesystem.
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Chapter 16. Logging, Analysis, and Tuning

Although gmail performswadll in its tandard configuration, it's often possible to tuneit to work better, particularly for
vary large or very smdl ingdlations.
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16.1 What Qmail L ogs

Qmall logs quite alot of information about what it's doing, athough it can be daunting to collect it dl together. If
you're using daemontools, each daemon hasits own set of logs, kept in arotating set of log filesmaintained by
multilog, usualy with a TAIB4N timestamp (see TAI64 Time Stamps). The gmail-send process logs each message
queued and each delivery attempt. The gmail-smtpd process|ogs each incoming SM TP connection, athough it
won't describe what happened during the connection. tcpserver logs every connection denied dueto entriesin the
connection rulesfile, and rblsmtpd logs every connection it blocked dueto aDNSBL entry. If you use
QMAILQUEUE to run other programs at SMITP time, anything they send to stderr islogged, and if you've added
other patchesto gmail-smtpd, anything they write to stderr islogged, too.

A system can be set up to do logs andlysis on the fly, every time multilog switchesto anew log file or onceaday in
abatch. It often makes sense to combine the two, doing some work at switching time and therest daily. Although it's
usually more convenient to keep the logs for each application separate, it's not hard to create combined logs for
analysisor just to keep around in case someone needsto look at them later. If aset of logs from different programs
al have TAI64AN timestamps, merge them using the standard sort program sort -m. TAI64N timestamps are
fixed-length hex strings, so merging them in aphanumeric order isthe same as date order.[1] Once they're merged,
tai6dlocal can make the timestamps readable by people. So to merge aset of log files, dl of which have the
standard multilog TAI64N namesthat start with an at-sign:

[1] Wdll, unlessyour system uses EBCDI C rather than ASCII. Unless you're running an obscure mainframe Unix
version from the 1970s, it doesn't, so we won't worry about it.
sort -m\@ | tai64nlocal > nerged-I|og

TAI64 Time Stamps

TAI standsfor International Atomic Time, an extremely precise sandard maintained by the Internationa
Bureau of Weights and Measures (BIPM). The BIPM isin France, so the acronyms are for Temps
Atomique Inernationa and Bureau International des Poids et Measures. Dan Bernstein noted that Unix
has no generally accepted way to store times at agranularity of less than a second, and the standard
32-bit timestamps can't represent times before 1970 or after 2038, so he devised anew set of
TAI-based timestamp conventions for hislogs.

A TAI64 [abd isa 16-digit hex number that represents a 64-bit number of seconds.
4000000000000000 is the beginning of 1970, the same time as azero Unix timestamp. Smaller or
larger numbers represent earlier or later times. A TAI64N labd isatimestamp in nanoseconds
represented as a 12-digit hex number, whichisa TAI64N label followed by another four-digit hex
number representing the number of nanoseconds within the second. TAI64N labels are conventionaly
preceded by an @ sign, like @400000003ff4ccf806d0f4fc. The multilog program can prefix TAI64N
timestampsto each line of the information that it logs, and tai64nlocal trandates those timestampsto
readable dates and times.

See http://cr.yp.to/libtai/tai64.html for more detail.
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16.2 Collecting and Analyzing Qmail L ogs with Qmailanalog

The gmailanal og package extracts statistics from the logs created by gmail-send. It consists of matchup, which
preprocesses the gmail logs, some scripts such as zoverall and zddist, which collect and print statistics; a second set
of scripts, such as xsender, for picking out subsets of messagesto andyze; and afew other auxiliary programs and
scripts. The only C programs are matchup and columnt, an auxiliary program that nestens up the columnsin the
reports. Everything esein the packageis short awk or shell scriptsthat are not hard to edit.

Using gmailanaog is more painful than it should be because it expectsitsinput log filesto use an older decima
timestamp format used by the now obsolete splogger and accustamp rather than the TA164N format used by
multilog. | have a patch to matchup to trandate TAI64N to the older format asthe logs are read at
http://Amww.iecc.com/gmall ana og-date-patch. The rest of the discussion here assumesthat matchup has that patch.
To build the gmailana og package, download the current version (0.70 as of thiswriting) from hitp://cr.yp.to,
download and apply the patch, do the usua make, then become super-user and make setup check. Normally
gmalandoginddlsitsdf in /usr/local/gmailanalog. To changetheingdlation directory, edit conf-home. The setup
ingructions advise againg ingtaling the programsin /usr/local/bin because some of the names may collide with other
unrelated programs.

To usegmailanaog, first you passthe raw logs through matchup to create a condensed file with one line per
message and one line per ddlivery. Then the anadysis scripts read the condensed files and produce reports. matchup
writes both the condensed file and a second file listing messages that haven't been completely processed. The next
time matchup runs, it needs that second file to pick up where it Ieft off. The condensed fileiswritten to standard
output, and the second file to file descriptor 5.

16.2.1 Log Analysis at Rotation Time

The condensed files produced by matchup are about half the size of the raw gmail logs and matchup isfarly fast, so
it makes senseto call matchup from multilog to create the condensed logs each timeit switcheslog files, as shown

in Example 16-1.

Example 16-1. Qmail log run with analysis
1. #!/bin/sh
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16.3 Analyzing Other L ogs

There's nothing like gmailanaog for the gmail-smtpd logs, mostly because the useful information in them varies o
much depending on what auxiliary programs and what patches arein use. I've written some Perl scriptsthat read
through the logs and count the rej ection messages for each DNSBL in use, but they rarely reved anything interesting
beyond the dismayingly large amount of spam that's showing up at my mail servers.
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16.4 Tuning Qmail

More often than not, gmail doesn't need any tuning. It's designed to work well on typica Unix systems. For loca
deliveries, gmail isusudly disk-bound, because it syncsfilesand directoriesto disk to avoid losing mail if the system
crashes. Although it's possible on some systemsto set filesystem parameters to subvert the syncs, that'susualy a
poor economy. If you want your local mail delivered faster, get afaster disk.[2] If your system hasalot of unusudly
dow local delivery programs, or it runsreally dow spam filters (Spamassassin can fal into that category), it's possible
that local deliveries could be CPU-bound. The easiest way to find that out iswith autility like top that showswhat's
running. Much of the downessin dow spam filtersis due to DNSBL lookups, which arein fact network bound.
Modern CPUs are so fadt that it'sarare mail system that is even occasionaly compute-bound.

[2] If you haven't priced 15K RPM SCSl disks or 10K RPM ATA disks on eBay, you may be amazed how cheap
they are. Be sureto get adrive cooler, too.

Remote ddliveries areinvariably network-bound. If the god isto deliver mail asfast as possible, crank the
concurrency up as high as possible. Looking at the zoverview results, it completed ddliveries of 309400658 to
65158 recipients, for an average of alittle under 5 Kbps per message. The average xdelay was 5.8 seconds, so each
ddlivery was sending under 1 Kbps. This system happensto beonaT1 line, which can transmit 192 Kbps (that's 1.5
megabits divided by 8 bits per byte). So if each ddivery sends 1 Kbps and the channdl is 192 Kbps, it takes about
192 smultaneous deliveriesto fill up the T1. Note that the ddelay, the time from when amessage enters the queue to
when addivery finishes, is 35 seconds, while the average xdelay, the time from the beginning to end of addivery, is
only 5 seconds, which means messages wait 30 secondsto get adelivery dot. The mail traffic on this systemisvery
bursty; amessage comesin for amgordomo list and is queued for delivery to the 900 members of thelist. The
remote concurrency is 110, so the 110 dotsimmediatdly fill up and the other 790 deliveries have to wait for dotsto
be available as deliveries finish. Increasing the concurrency speeds overal deliveries. (I don't do this, because there
are web and other servers on the network, and | don't want to squeeze them out every timetherésamailing list

message.)

These numbersarefairly typicd; if the channd ran at an Ethernet-like 10 megabits, the useful concurrency would be
over 1000. Of course, most networks aren't entirely dedicated to email, but these sorts of estimates remain useful for
Setting up a system to use as much email bandwidth as the system manager wantsto use.

16.4.1 Tuning Small Servers

Usudly the only tuning needed on asmall server isto adjust concurrencylocal and concurrencyremote. On very
small sysemswith dow deliveries (Spamassassn run from procmail), it may be useful to decrease concurrencylocal
to limit the hit on system performance from alot of incoming mail, at the cost of dower deliveries. Set
concurrencyremote using 1 K per second per ddivery so that, for example, aDSL connection with 256 Khits/sec
of outbound bandwidth is 64 Kbytes/sec, so it would make sense to set concurrencyremote to 64 to use dl of the
bandwidth or to 32 to use up to hdf of it.

16.4.2 Tuning Large Servers

Large servers can be tuned and patched to increase the concurrency past what's normally possible. All of the
necessary patches are at www.gmall.org in the section " Patches for high-volume servers™

For sysemswith avery large number of injected messages, the big-todo patch improves performance. In gmail's
mail queue, most of the queues are divided into 23 subdirectories, with the files distributed pseudo-randomly into the

€M directoriee bt incomina mail aneeinta aannle todo directonns 1F mail iciniected at 2 hioh ennt i0h rate the todon


http://www.qmail.org/default.htm
http://www.nrg4u.com/default.htm
http://www.qmail.org/default.htm

This document is created with the unregistered version of CHM2PDF Pilot

[TeamLiB] [ rrevious L |



This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] =
16.5 Tuning to Deal with Spam

Thevast amount of spam sent from forged return addresses to nonexistent recipients causes correspondingly vast
numbers of bounces and doublebounces when gmail bounces the spam and finds that it can't deliver the bounce to
the nonexistent return address. Because nearly dl doublebounces are now due to spam, there'slittle point in doing
anything with them. To throw them away, change the configuration file doubl ebounceto to nobody, and if you
haven't aready done S0, create ~alias/.gmail-nobody containing asingle comment lineto throw the mail away. (The
file can't be empty, because that's treated as adefault deivery, but just # will do.)

This till queues and delivers doublebounces. To throw them away without queueing them, apply the small patch at
http:/Amww.gmail .org/doubl ebounce-trim.patch, which adds a specia caseto gmail-send so that if doublebounceto
contains ablank line, doublebounces are just discarded.
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16.6 Looking at the Mail Queue with gmail-qread

It's not abad ideato look at the contents of your mail queue every week or two just to seeif there's anything strange.
Thetwo utility programsto do that are gmail-gstat and gmail-qgread.

For atwo-line summary of your queue, run gmail-gstat asthe super-user:
nmessages in queue: 21

[ TeamLiB]




This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] =

Chapter 17. Many Qmails Make Light Work

Qmail iswell-suited for environments with multiple computers working together, aswell as multiple copies of gmail
dividing up work in variousways. This chapter starts by looking at the agpects of gmail useful for multiple operation
and then explains some common gpplications.
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17.1 Toolsfor Multiple Computersand Qmail

Here'saquick rundown of the toolsin our multisystem tool box.

17.1.1 Multiple Copies of Qmail

Normdly, dl of gmail isingaledin /var/gmail . That directory is specified a build timein conf-gmail . If you change
the contents of conf-gmail to, say, /var/gmail2 and rebuild and ingtall gmail, you'll create a complete second copy
of gmail along with its queue directories. Y ou can send mail into it using /var/gmail 2/bin/gmail-queue or any of the
programsthat call it, such as /var/gmail 2/bin/forward, or by usng tcpserver to runaSMTP service with
Ivar/gmail 2/bin/gmail-smtpd. Outbound mail works normally, dthough you can contral it using the stlandard
mechanisms such as concur rencyremote and smtproutes.

Remember that gmail's queue cannot be on a shared or remote disk; asingleloca copy of gmail-send hasto
manage each queue.

To passmail for particular domains from one copy of gmail to the other, you can use either SMTP or virtualdomains
. Touse SMTP, set up a SMTP daemon for the second copy of gmail on localhost (127.0.0.1), but listening on port
26 or any other unused port. Then in the control/smtproutes in thefirst copy, route the mail for each domain to that
SMTP daemon:

bad. exanpl e. com | ocal host : 26

To route using virtua domains, add virtualdomain entriesto assgn al the domainsto a pseudo-user called gmail2:
exanmpl e. com gmai | 2
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17.2 Setting Up mini-gmail

Ingalling mini-gmail requirestwo steps: instaling a QM QP server or two, and then ingtalling the mini-gmail QM QP
client.

17.2.1 Setting Up a QM QP Server

If you dlready have an SMTP server running, setting up QM QP is easy, because its configuration is much smpler.
Theonly pitfal isthat QM QP has no relay protection at dl, so you have to make sure that only your own QMQP
clients connect to the servers. QM QP doesn't queue, which meansthat clients discard mail if they can't ddiver ittoa
server immediately, so you should set up at least two QM QP serversif possible.

Firg, create the rulesfile to permit connections only from your network. Create /var/gmail/rules/gmaprul es.txt:
# only all ow connections from our network
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Chapter 18. A Compendium of Tipsand Tricks

The good thing about gmail isthat there are smple waysto perform awide variety of mail handling tasks, even
though gmail doesn't have as many task-specific features as other MTAS. The bad thing isthat the smpleways are
often aless than obvious combination of more basic gmail festures. Hereis alist some common problems, and some
of those tasks and combinations.
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18.1 Qmail Won't Compile

Y ou have unpacked the gmail sources and typed make, but it won't compile. If you're receiving error messages
about errno, you've run into a competibility problem between gmail and recent versons of the GNU C library. The
fix isvery ample. See Building with Recent GLIBC and Fixing the errno Problem in Chapter 3.

(Thisisthe number one question on the gmail mailing list, so frequent that there's an autoresponder that mails back
the answer to any message that contains the word "errno”.)
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18.2 Why Qmail IsDelivering Mail Very Slowly

If gmail seemsto wait about half aminute to do anything when you inject mail, the problem isalmost certainly that the
lock/trigger file used to communicate between gmail-queue and gmail-send is messed up. That file should be a
named pipe:

# 1s -1 [var/qgmail/queuel/l ock/trigger

[ TeamLiB]




This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] [«rrevious]nex



This document is created with the unregistered version of CHM2PDF Pilot

18.3 Stuck Daemons and Ddliveries

Some of the most frustrating problems are due to background daemons that don't do what they're supposed to do.
Fortunately the daemontool s package makes daemon debugging relatively straightforward.

18.3.1 Daemons Won't Start, or They Start and Crash Every Few Seconds

Sarting adaemon under svscan and supervise issmplein concept, athough the details can bite you. The
super-daemon is started a system boot time by running /command/svscanboot. It runs svscan to control daemons
and the useful but obscure readproctitle, which takes any error messages from svscan and putsthem into its
command area so that pswill show it.[1]

[1] Thisodd way of displaying error messagesis intended to work even in the presence of serious configuration
screwups like disks that should be mounted but aren't and directories that are supposed to be writable but aren't.

Every five seconds svscan looks at al of the subdirectories of /service and starts up a supervise process on any that
don't have one running. In the usual case that the subdirectory in turn has a subdirectory caled log, it starts a second
supervise process in the subdirectory and pipes the output from the first process to the second.

When supervise starts up adaemon, it runsthefile run in the daemon's directory. That file hasto be arunnable
program that either isor, more commonly, exec's the daemon itself. That meansthat run hasto haveits execute bits
set and, if it'sashell script, start with #/bin/sh so that it'srunnable. If either of thoseisn't the case, thereisafailed
attempt to start the daemon every five seconds. A ps| that shows readproctitle should reved the error messages and
give hints about what needsto be fixed.

The run script generdly sets up the program environment and then exec's the actua daemon. If you become
super-user and type ./run, the daemon should start. If that works, the daemon till doesn't start, and you don't use full
program pathsin the run file, the problem ismost likely that the search path that supervise usesisn't the same asthe
oneyou're using. Look at /command/svscanboot to see the search patch that it uses. Most notably, it does not
include /var/gmail/bin unlessyou edit thefile yoursdf toincludeit.

18.3.2 Nothing Gets L ogged

Sometimes the daemon runs but nothing's going into the log files. Thisgenerdly isdueto ether file protection
problems or an incorrect set of multilog options. The usua way to run multilog isto create a subdirectory called
main inwhich it rotateslog files. It's safer to run daemons as a user other than root, so when possible, use gmaill, the
gmail log user. A common error isto forget to change the ownership of thelog file directory to gmaill (or whatever
thelog user is). When multilog starts successfully, it createsa current log filein the directory, soif therésno
main/current, the most likely problem is directory ownership or protection.

If multilog is running but there's nothing logged, the most likely problems are that the daemon isn't sending anything
to log, or that multilog's options aretelling it to discard everything. Because the daemon and the logger are
connected with aregular Unix pipe, only messages sent to the daemon's standard output go to the logger. In
particular, anything sent to standard error shows up in readproctitle, not the log. If, asisusualy the case, you want to
log the errors a daemon reports, just redirect the error output to the standard output in the run script with the
standard shell redirect 2>& 1. (That redirect is at the end of just about every run script examplein thisbook.)
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18.4 Mail to Valid Users|sBouncing or Disappearing

If you use users/assign as described in Chapter 15, acommon mistake isto add a user to the system without
updating the users file. Fortunatdly, thisoversight iseasily remedied:
# cd /var/gmail/users; nake

[ TeamLiB]
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18.5 Mail Routing

Qmail letsyou build very complex routing strategies on top of itsthree basic ddivery paths: locd, virtud, and remote.

18.5.1 Sending All Mail to a Smarthost

If your gmail system has afull-time Internet connection, route al mail to asmarthost with adefault entry in smtproutes
, 0., -mail.myisp.com. If you have adidup or other intermittent connection, use adefault virtuad domainto route dl
outgoing mail into aMaildir, then when you connect to your 1SP, use maildirsmtp to take the mail out of the
directory and send it to the smarthost. See Chapter 11.

If you have afew localy connected systemsto which you can send mail directly, you can aso put specific entriesfor
them in smtproutes, overriding the smarthost default. If you use virtualdomain ddivery, you aso need not-virtua
entriesfor each of them in virtualdomains, e.g., nearby.com:. See Chapter 12.

18.5.2 Treating a Few Remote Addresses as L ocal

If you have loca userswho use addresses at another system astheir return address on mail, you can "short circuit”
mail to them and handle mail to them aslocd, by creating individua address virtualdomains entriesfor them. See

Chapter 12.

18.5.3 Slowing Mail Delivery to Certain Domains

Some mail servers have an unfortunate habit of accepting more incoming SM TP connections than they can handle,
and then collgpsing. The smplest way to limit the number of connectionsto a server isto route al the mail destined to
itintoaMaildir using linesin virtualdomains, then run maildirserial from cron to deliver themail one at atime.
Another gpproach isto ingtdl two copies of gmail, the main one with the usud high concurrencyremotelevd, and a
second one with avery low concurrencyremote level of 5 or so. Then in the main system, for any domains that need
to befed mail dowly, use ether virtud domainsor smtproutes to hand mail for those domainsto the secondary copy
of gmail. See Chapter 17.
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18.6 Local Mail Delivery Tricks

Even though gmail'sloca mail delivery designispretty smple, it still hastheflexibility to handle al sorts of Stuations.

18.6.1 Using a Subaddr ess Separ ator Character Other than Hyphen

Some people prefer to use aplus sign rather than a hyphen in subaddresses, so they like carol+ prunes rather than
carol-prunes. If you can't persuade them that their lifewill be easier if they use ahyphen like everyone elsg, it's not
hard to arrangeif you use users for loca mail delivery. Create /var/gmail/users/assign if it doesn't exist yet, and then
in the user'swildcard entry, change the first hyphento aplus:

+carol -:carol :108: 108:/ hone/ carol : -::

[ TeamLiB] Ex
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18.7 Delivering Mail on Inter mittent Connections

If your gmail system isahub host for remote systems that connect intermittently by diaup, it is straightforward but
messy to deliver the mail while the remote systems are connected.

One approach isto create aflag filein aknown directory when a host connects and delete the file when the host
disconnects. Then run ascript periodically from cron that loops over dl of theflag filesto push out mail to currently
connected hosts.

To flesh out this example, assume there are three dia up hosts called red.example.com, blue.example.com, and
green.example.com. Cregte virtualdomains that give them different virtud domain prefixes:
red. exanpl e.comal i as-di al -red
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18.8 Limiting Users Mail Access

Some organizations grant different amounts of accessto emall to different users. In particular, some are dlowed to
send mail outside the organization and some can't. There are alot of different waysto set thisup, but one of the
simplest to set up isto create two paralel copies of gmail on the same host, one for restricted users and one for
generd users. Following theingructionsin Chapter 17, create two instances of gmail; the regular one for unrestricted
usersand incoming mail in /var/gmail, and the restricted onein /var/rgmail . Create accountsfor al of the users so
that every user has amailbox, and set up a POP (and IMAP if you want it) server.

Set up SMTP daemons for both instances on separate | P addresses, and set up the users PCs so that the restricted
users send their outgoing mail to the restricted server and the unrestricted usersto the genera server. To keep the
restricted users from sending any mail through the generd server, add their addressesto
Ivar/gmail/control/badmailfrom. To keep them from sending externa mail from the restricted server, put thislineto
fal dl remote ddiveriesinto /var/rgmail/control/smtproutes:

:[127.0.0.0]

(Thisisaddiberately bad addressthat will refuse dl connections.)

Another approach that's alittle harder to set up but easier to administer isto use asingle copy of gmail but to check
the mail asusers send it. If you use the old-fashioned fixup scheme described at the beginning of Chapter 7 to handle
injected mail, you can check whether auser isalowed to send external mail in the fixup script. Modify
~aliag/.gmail-fixup-default to something likethis:

| bouncesaying 'Perm ssion denied [ "@HOST" !="@i
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This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB] =
18.9 Adding a Tag to Each Outgoing M essage

Some organizations want to add afooter to every message with text that identifies the company, includes disclaimers,
or makesimplausible claims about the legal status of messages. Thisis another problem that's easily solved with
gmail-dfilter, inthis case so eadly that it doesn't even need aprogram of itsown, just atwo-line script I'll call addtag
, asshown in Example 18-4.

Example 18-4. addtag script to add atag to messages
#1/ bi n/ sh
[ TeamLiB] 0=
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18.10 Logging All Mail

Some organizations need to log dl email passing in or out of their system. An obscure feature called
QUEUE_EXTRA makesthis quite straightforward. Every time gmail-queue enqueues amessage, it adds the string
QUEUE_EXTRA to therecipient addresses. Normdly that string is empty, but you can edit extra.h inthegmail
source code to be whatever you want. The usua change (recommended in the gmail FAQ) isto makeit add a
recipient caled log to each message. Change QUEUE_EXTRA to be the exact string to add to the recipient string
including theleading T and trailing null, and set QUEUE_EXTRALEN to be the length of the string. Then rebuild and
reingtal gmail. See Example 18-6.

Example 18-6. Codein extra.h to copy everything to log
#def i ne QUEUE_EXTRA " Tl og\ 0"
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18.11 Setting Mail Quotas and Deleting Stale Mail

Because gmail's mailboxes are normaly in each user's home directory, any quota scheme that appliesto the user's
filesautomaticaly includesthefile(s) in the mailbox. For many purposes, thisisdl the mail quotathat's needed. You
may want to apply Jeff Hayward's quota exceeded patch to gmail-local that recognizes an over quotaerror and
treatsit asahard error so mail isbounced back to the sender, rather than a soft error so mail staysin the queue.

For POP toasters, the vpopmail package discussed in Chapter 13 includes code to enforce mail quotas. If you build
your own smpler POP-only system, use the mailquotacheck script in .gmail filesto check quotasasmail is
delivered. (All these have links at www.gmail.org.)

Y ou may also want to set apolicy for stale mail, so that mail is deleted from the server after some period of time. If
you use Maildirs, thisisvery easy to implement, because each messageisin a separate file with atimestamp. In each
Maildir, messagesin the new subdirectory haven't been read, and messagesin cur have been read and | eft on the
server. My policy isto deete unread mail after amonth, on the theory that if you don't look a your mail once a
month, you'll probably never look at it at dl, and to delete read mail after three months. Thisiseasily arranged with a
couple of shell commandsto run every day or every week. Whileyou're at it, you might aswell delete mail that's
been marked deleted (the T flag in the filename) or moved into the Trash subfolder. If al the user directoriesare
under /home:

cd / home
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18.12 Backing Up and Restoring Your Mail Queue

The bad news about backing up and restoring your mail queuein /var/gmail/queue isthat it's nearly impossible. The
good newsisthat it'srarely necessary.

Thefilenamesin gmail's queue directory are numbersthat depend on the inode number of the file containing the text
of the message. Backup and restore programs don't restore files using the same inodes that the files used when they
were backed up, which meansthat if you back up the queue and then restoreit, it won't work.

If you're moving your gmail queue from one disk to another, there are two genera strategies. If you can run your
system with both disks for awhile, rename the old queue to something like /var/old-gmail , build two copies of gmail
asdescribed in Chapter 17 (one for the old queue and one for the new one) start up both copies so that new mail
goesinto the new queue while mail in the old queueis eventudly delivered or bounces, and then delete the old queue
and its copy of gmail. The other isjust to bite the bullet and move the queue. To do that, first shut down both
gmail-send and anything that might put mail into the queue, preferably by shutting down the system to single user.
Then copy the queueto /var/gmail/queue.old on the new disk, and use Harald Hanche-Olsen's script at
http:/AMww.gmail.org/queue-rename to rename thefiles to their correct names based on their current inode numbers.
Y ou can aso use the more complex queue-fix program for www.gmail.org, but for this purpose you don't need

anything thet fancy.

If your disk failsand you restore from backups, it's usualy more trouble than it's worth to restore the queue. If your
backup is more than afew minutes old, nearly al of the messages in the queue when it was dumped will have been
ddivered, and the only ones not delivered are likely to bogus addresses that will never be ddlivered. To clean out the
queue, shut down gmail and anything that might try to queue mail, then delete any queued mail with rm -rf
Ivar/gmail/queuel* (be sureto typethat correctly), go to the directory where you built gmail and make setup check
to recreate an empty queue, and then restart gmail.

[ TeamLiB]
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A.1 A Mail-to-News Gateway

Thisismy batch news gateway, run every five minutesfrom cron. The incoming messages to the gateway are stored
inaMaildir ~alias/newsdir, using avirtua domain setup that sends mail to the pseudo-domains news and
news.example.com to alias-news, which isdelivered by ~alias/.gmail-news-default.

My news gateway handles news from multiple hosts on my network by the smpletrick of symlinking newsdir, which
isexported over the LAN by NFS, into ~alias on each hogt, so that all the hosts store messagesinto the same
directory. | find this easier and faster than running a copy of the gateway on each host.

The script run from cron uses maildirserial to select mail messages, and tcpclient to open an NNTP connection to
thelocal news server, asshownin Example A-1.

Example A-1. Script called from cron to push out news
#!/ bi n/ sh
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Appendix B. Online Qmail Resour ces

Qmail iswell supported by its online community of users. Here are some placesto look.
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B.1 Web Sites

There are saverd excelent sources of gmail information online,

http://cr.yp.to

Dan Berngtein'sweb site, the officia source for gmail and al of his ad-on packages.

http:/mww.gmail.org

Russ Nelson's gmail resource Site, intended to have linksto al of the other resources on the Web.

http://gmail.gurus.com

The author's companion site for this book, containing scripts, updates and corrections, links to other resources, and
ordering info for more copies.

http:/Amww.lifewithgmail.org

Dave Sill's Life with gmail, an online guide to setting up and using gmail. It offers specific advice about whereto
ingall gmail, and whereto put dl of thefiles and directories that gmail needs. Thisisby far the most widdy used
setup and the one that gmail experts are the most familiar with, soit's the one you should use. Thefile and directory
locations used in this book are cons stent with these.

http:/mww . lifewithgmail .org/l dep/

Henning Brauer's Life with gmail-ldap, a guide to setting up gmail-Idap. Indispensable for gmail-ldap users.

http:/AMww.ezmim.org

The home page for the ezmlm-idx mailing list manager, with software and documentation.

http://tinydns.org

Russ Nelson's site for Dan Berngtein's djbdns, a DNS package that relatesto BIND roughly as gmail relatesto
sendmail. Not required for gmail, but if you're setting up a DNS server dong with your mail server, it's probably the
software you want to use.


http://cr.yp.to/default.htm
http://www.qmail.org/default.htm
http://qmail.gurus.com/default.htm
http://www.lifewithqmail.org/default.htm
http://www.lifewithqmail.org/ldap/default.htm
http://www.ezmlm.org/default.htm
http://tinydns.org/default.htm
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B.2 Mailing Lists

Thegmail community has avariety of mailing lists. Whileit's possible to get excdlent advice on them, the givers of
advice can be rather impatient with questions from people who appear not to have checked thelist archive to seeif
their question has been asked and answered a dozen times before, or who ask questions without giving enough detail
to provide auseful answer. So be sureto read alist's archives both to look for your question and to get the tone of
thelist before asking.

Needlessto say, dl thelists about gmail are maintained in ezmim or ezmim-idx o that you subscribe to any of them
by writing to the list address with -subscribe appended and then respond to the challenge. For anti-spam purposes,
Dan Berngein'slists at ligt.cr.yp.to also use aprogram called gsecretary that sends a confirmation challenge each
time you send something to the li<.

Thegmall lis gmall@lig.cr.yp.to

A discussion list about gmail ismaintained. Archivesare available at http:/mww.ornl.gov/ligsmailing-ligs/gmail .

The gmail announcement list gmailannounce@ligt.cr.yp.to

Announcements about new versons of gmail. Very low volume.

Theezmimlig ezmim@lig.cr.yp.to

Discussions about ezmim and ezmim-idx. Partid archive at http://madhaus.utcs.utoronto.calezmlm/archive/maillist.html
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Colophon

Our look isthe result of reader comments, our own experimentation, and feedback from distribution channels.
Digtinctive covers complement our distinctive gpproach to technica topics, breathing persondity and lifeinto
potentidly dry subjects.

The anima on the cover of gmail isatawny owl. Generdly, it's dark brown and streaked with black and buff, but
occasondly, itisgrey. Thetawny owl isthe most common owl in Britain, and its distribution extends from Europe to
North Africaand eastward to Iran and western Siberia. It isaso found in India, southern China, Korea, and Taiwan.

The tawny owl does not built its own nest, rather it nestsin natural holes and in the abandoned nests of crows,
magpies, and even the nests of buzzards. It remains within its nesting territory al year round and pairbonds last for
life. The femae tawny owl will stay with her nestlings while the mae gathersfood. While the mae huntsfor rabbits,
moles, mice, shrews, and other rodents, the femae defends her territory passionately with threatening behavior and
erratic flying. Occasiondly, ahuman is attacked; in Britain, at least two people are known to have lost an eye,
including Eric Hosking, the famous bird photographer.

The tawny owl isbest known for its distinctive song. The normal song of the male owl announcesterritory, courtship,
and food. The song begins with adrawn out hooo and then isfollowed by a pause before the male owl abruptly sings
out ha, followed immediately by huhuhuhooo. Occasionaly, the female tawny owl makesasmilar hooting sound in
response to the mal€'s cal. However, unlike the clear, resonant sound of the male song, the femal €'s song possesses
awalling quaity of wowowhooo. The duet that is performed between the two hasled to amyriad of namesfor the
tawny owl, including Billy hooter and Jenny howlet.

Sarah Sherman was the production editor and the copyeditor for gmail. Genevieve d'Entremont was the proofreader.
Reg Aubry and Mary Anne Weeks Mayo provided quaity control. Tom Dinse wrote the index.

Emma Colby designed the cover of this book, based on a series design by Edie Freedman. The cover imageisa
19th-century engraving from the Dover Pictoria Archive. Emma Colby produced the cover layout with QuarkX Press
4.1 using Adobe's ITC Garamond font.

David Futato designed the interior layout. This book was converted by Joe Wizdato FrameMaker 5.5.6 with a
format conversion tool created by Erik Ray, Jason Mclntosh, Nell Walls, and Mike Serrathat uses Perl and XML
technologies. Thetext font is Linotype Birka; the heading font is Adobe Myriad Condensed; and the code font is
LucasFont's TheSans Mono Condensed. Theillustrations that appear in the book were produced by Robert
Romano and Jessamyn Read using Macromedia FreeHand 9 and Adobe Photoshop 6. This colophon was written
by Sarah Sherman.

The online edition of thisbook was created by the Safari production group (John Chodacki, Becki Maisch, and
Madeleine Newell) usng aset of Frame-to-XML conversion and cleanup tools written and maintained by Erik Ray,
Benn Sdter, John Chodacki, and Jeff Liggett.
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forward lines (.gmall files)
forward program (delivery utility)
forwarding

maling ligs

sendmall diasesfile, converting
From header (rewriting)
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GLIBC, fixing errno problem
goodrcptto patch
groupid, creating

adduser script

menualy
groups, nofile group
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HabeasUsersList
hang-up Sgnd, virtual domains, refreshing
headers
addresses
rewriting for cleanup
helohogt control file
HOME environment variable
home startup file
hometdf sartup file
HOST environment variable
HOST 2 environment variable
HOST 3 environment variable
HOST4 environment variable
hostnames, masguerading, reason to
hosts
authenticating, TL S security and
refusing connections, oam and virusfiltering
remote host identification
smarthosts
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IDENT servers, spam and virusfiltering
idhogt contral file
IMAP 2nd
Binc
Courier
inddling
ingdling SgwWebMal
Pop-before-SMTP and
Courier Maildir++
includefile (users database)
inittab file, svyscan, running
injected mail [Seereceived mail]
input pipes, gmail-queue consderations 2nd
ingalation
Courier IMAP
ezmm
fastforward package
mini-gmall
QMOQOP clients setup
QMQP server setup
multiple copies of gmall
other packages
procmall
gl
SMTP authorization and TL'S security
SgWebMall
vpopmail
Internet mail see email
[P tunneling, remote users 2nd
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launching gmall
LDAP (Lightweight Directory Access Protocal), integration
licensing see copyright
limit commands
denid-of-service atacks, preventing
pardld deliveries
linesin messages, format
Linux
Maildir competibility
multiplemail sysem handling
list managers
ezmim
configuring ligs
cregting ligs
inddling
list names
tesing
virtud domains
incoming mail handling
|oad sharing
outgoing mal handling
listening script (POP server), configuration
locdl clients, compared to POP server
LOCAL environment variable
locd mall
accepting from other hosts
addresses
user identification
bounce handling
double bounces

single bounces
triple bounces
digtinguishing from remote
mailboxes
problem prevention
user database
locdl part of addresses
local users
mailbox
format
Speaifying
rlaying mall
localiphost control file
locals contral file 2nd
masguerading hostnames
log directory
logging
received mail
remotdy injected mall
darting
sydog compared to multilog
logging script (POP server), configuration
login, SVITP authorization
login/password checking program, SM TP authorization
logs
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mail cdlients Maildir compatibility
mail seeemal
mall sorting
creating functiondity for
maildrop
procmall
subaddresses
Windows compared to Unix methods
Mail Trander Agent see MTA
Mail User Agent [See MUA]
MAIL variable
Mail-Followup-To header (rewriting)
Mail-Reply-To header (rewriting)
mail-to-news gateway script
mailbox formats
mailbox lines (.gmail file)
mailboxes
~dias
configuring vpopmail
deleting old mal
Identifying location to mail programs
local ddlivery to
loca users, specifying
location issues
shaiing
Maildir++ (Courier)
Maildirs
cregting
locd users, delivery rules
mall sorting, procmall
message storage compared to mbox
shaing
malldirserid program
batched service gateways
maildiramtp
maildrop, mall sorting
mailer-daemon dlias, cresting
malling ligs
bounce handling
autometic
menud
without forwarding
converting sendmall diasesfile
ezmm
configuring ligs
creging ligs
inddling
list names
tesing
virtud domains
forwarding
incoming mail handling
ligt file maintenance
list of
load sharing
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neigmall
new-inject
addressrewriting
deaninginjected mall
envelope addresses
header rewriting
NEWSENDER environment variable

nofile group
Notice-Requested-Upon-Delivery-To header (rewriting)
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ofmipd
cleaning remotely injected mail
logfiles
POP-before-SMTP
running with gmail-smtp
SUBMIT port

testim
online resources

opague mailstores

Open Proxy Monitor

openrelayslist web ste

optimization [See performance optimization]
output, gmail-queue
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packages
accessory, building
fastforward

ingling

running
POP server, configuration

pardle ddiveries limit command and
passwords, SM TP authorization

patches
badrcptto
ezmm
goodrcptto
gmailqueue
SMTP authorization and TL'S security
percenthack contral file
performance optimization
large servers
snd| sarvers
spam handling
Perl, gateway program
permissions see copyright
pinedient, Maildir compatibility
plusdomain contral file
POP server
compared to local clients
component programs
configuring
listening script
logging scri
packeges
prerequisite packages
tcpserver
design advantages
flow control

launching
POP-before-SMTP, adding
testing
Courier IMAP
troubleshooting
connection failure
falure
POP toaster domains, spam and virusfiltering
POP toasters
configuring
vpopmail
vpopmail bulletins
vpopmall mailboxes
vpopmall virtud domains
vpopmail, enforcing quotas
vpopmail, forwarding mall
vpopmail, SQL databases
vpopmail, unknown users
creating vpopmall
launching vpopmall mailboxes
multi-hogt
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gmal

compared to sendmail

components 2nd

domains, compared to sendmail

exiting

functiondity

inddling

launching

multiple copies, toolsfor running

obtaining

patches

running with sendmail

szeof

tesing

upgrading, advisability of
.gmail files

loca ddivery

locating
processng

mapping addresses (virtual domains)
gmail-getpw, address mapping
gmail-locd, mail problems, prevention
gmail-newbrt, soam and virusfiltering
gmail-pop3d
gmail-popup
gmail-gfilter, spam and virusfiltering
gmail-gmgpc, implementation congderations
gmail-gread
gmail-gdtat
gmail-queue

input pipe congderations 2nd

principles of operaion

replacement options
gmail-remote

remote hogt identification

TL S security
gmail-scanner, spam and virusfiltering
gmail-send

logs
gmail-showctl, testing gmail configuration
gmail-smtp, running with ofmipd
gmail-smtpd, logs
gmailanaog package, log collection and andlysis
gmailanaog package, log collection and anaylsis

a rotationtime

daly
gmailanaog, collecting gaidics
QMQP (Quick Mail Queueing Protocol)

firewall sgtup

smarthost and
QMOQP dients mini-gmail ingdlation
QMQP sarver, mini-gmail ingdlation
gmapservers control file
QMTP (Quick Mail Transfer Protocol)
QSBMF (gmail-send Bounce Message Format)




This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB]



This document is created with the unregistered version of CHM2PDF Pilot

[ TeamLiB]



This document is created with the unregistered version of CHM2PDF Pilot

[AI[B] [C][D] [E] [F] [G] [H] [0 [L] [M]IN] [O] [P [Q] [RI[S] [T] [U] [V][W] [Z]

rblsmtpd
logs
gpam and virusfiltering
RBLSMTPD variable, spam and virusfiltering
rcfile, svscan, running
rcphosts contral file
rcpthogts (contral file)
virtud domains
rcpthosts control file
received mall
addressrewriting
cleaning
new-inject
new-inject, envelope addresses
new-inject, header rewriting
remote hosts
digtinguishing from relayed
locd from other hogts
lagging
mailing lis handling
gmail-queue, principles of operation
roaming Users
runfile
SMTP daemon configuration
RECIPIENT environment varigble
RELAY CLIENT varigble
remote host mail
relayed mail, distinguishing from injected
rlayingmal
locd users
rulesfile, updating automatically
remote ddlivery
fallure error messages
MX data, overriding
secondary MX servers
TCPfalurehandling

testing
remote domains
remote mall
diginguishing from loca
gmail-remote
remote host identification
smtproutes, overriding MX data
remote users, IPtunneling
Reply-To header (rewriting)
Request for Comments RFC
Resent-headers (rewriting)
resources, web sites
RFC Reguest For Comments, mail system definitions
roaming users
authentication, POP-before-SMTP
recognizi
vpopmail
routing

remote addresses, treating asloca
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Security
access, limiting
environment variables
port redirection
TLS SMTPauthorization and
sef-sgned certificates, creating
SENDER environment variable
sendmall
diasesfile
addressforwarding
converting
malling ligs
program ddliveries
cf configuration file, ussfulness of
domains, compared to gmall
features compared to gmal
locd mall ddivery configuration
masquerading
multiple mail system switching
running with gmall
trusted users
sidmal
seridmail package
batched service gateways
implementi
seridmail,
seridsmtp
service gateways
locdl-only
mail-to-news script
virtud domains 2nd
addressing
creating batched gateways
per-message implementation
setlock
Setuidguid command, logging and
sharing Maildirs
Simple Mall Trandfer Protocol. See SMITP
smarthost
QMQPand
routing dl mall to
smathosts
SMTP daemon
configuration
principles of operaion
stray newline errors
SMTP servers, adding POP-before-SMTP
SMTP Smple Mail Transfer Protocol
authorization, TL S security and
RFC
gpam and virusfiltering
SMTP-timefiltering tools, SMTP daemon
smtpgreeting control file 2nd
smtproutes (control file)
MX data, overriding
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TAI (Internationd Atomic Time), log filetimestampsand
TCP, fallurehandling
tcprules, updating automaticaly
tcpserver
locd filtering rules
logs
ofmipd and
POP flow control and
POP server, configuration
recaiving messages
rdaying mall
running gmail-smtp with ofmipd
teting
configuration
ezmm
gateway program
mail deliverytesting
mall ddivery
ofmipd
POP server
Courier IMAP
gl
timeoutconnect control file
timeoutremote control file
timeoutsmtpd control file
timestamps (log files), TIA (Internationa Atomic Time)
TLS security
sdf-sgned certificates, creating
SMTP authorization and
To header (rewriting)
trangparent mailstores
trangport-level security see TL S security
troubleshooting
bouncesto valid users
compiling
daemons
empty logs

No progress
no sart/crash conditions

GLIBC errno problem
POP server
connection fallure
falure
dow ddivery
trusted users, sendmail
tuning [See performance optimization]
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ucpsi-tep
UFLINE environment variable
Unix
mall sorting
Maildir competibility
upgrading, advisability of
user database
USER environment varigble
user id
credting
adduser script
manudly
locd mal ddivery
users
~diasmailbox
locd, mailbox format
mailboxes, creating Maildirs
remote, IPtunneling
roaming
authenticating with POP-before-SMTP
recognizi
vpopmail
users database
address mapping
advisahility of
credting
mail-only accounts, creating
POP toaster and
principles of operaion
subaddress separator character, changing
uucp hogts, routing
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vadddomain, configuring virtua domains (vpopmail)
VERP (Variable Envelope Return Path)
mailing list bounce handling
virtud domain management
virtud domains
addressdiases
address mapping
fastforward
.gmail files
customized bounce messages
defined
emmlids
mapping individua addresses
per-user subdomains
POP toasters
principles of operaion
service gateways 2nd
addressing
creating batched gateways
pre-message implementation
tup
vpopmail, configuring
virtuddomains contral file
virusfiltering
compared to spam filtering
connection-timetools
DNSBL and DNSWL
locd rules
criteria
ddivery timetools
DNSBLs
pop toaster domains
SMTP-timetools, SMTP daemon
when in processto apply
vpopmall
bulletins
configuring
vpopmail
enforcing quotas
forwarding mail
inddling
launching
multi-host POP toasters
MySQL replication and
roaming Users
SQL databases

unknown user handling
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web mall
web sites
block ligs
RFCs
web stedist of gmall resources
webmaster dias, credting
Windows, mail sorting
wrappers, program wrapping functiondity
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zoverdl log summary report
zsuidslog summary report
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